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BBEJIEHUE

Hacrosimass mnporpamMMa moBblmeHHs kBannpukamun — «KomriekcHas — HacTpolka
0€30I1aCHOCTH CUCTEM TEJIEKOMMYHUKALUN» pa3paboTaHa ¢ y4eToM TpeOOBaHUI:

- @enepanbHoro  3akoHa  or 29  gekabps  2012roma  Ne  273-@3
«O06 ob6pazoBanuu B Poccuiickoit deneparumny;

- [locranoBnenus [IpaButensctBa Poccuiickoit @eneparuu ot 6 mast 2012 rozma Ne 399 «O06
OpraHu3al1K MOBBIIEHNS KBAIM(UKALUH CIIELUAINCTOB 110 3alUTe HHPOPMALIMU U JOIKHOCTHBIX
JIMII, OTBETCTBEHHBIX 332 OPTaHU3AIMIO 3AIIUTHl MHPOPMALIMU B OpraHax rocyAapCTBEHHOM BIaCTH,
OpraHax MeECTHOTO CaMOYIIPaBJICHMs, OpPraHM3alUAX C TOCYJapCTBEHHBIM Yy4yacTHEM M
OpraHu3aIMsIX 000POHHO-TIPOMBIIIIICHHOTO KOMIUIEKCay;

- TlocranoBnenus IlpaBurensctBa P® ot 3  wHosOps 1994 1. Ne 1233
"O6 yrBepxkaenuu Ilonmoxenus o TmopsAKe OOpalIeHUss €O CIy)KeOHOM HHOpMarue

OT'paHUYCHHOI'O paclpoCTpaHCHUA B q)ellepaHBHLIX OopraHax HCITOJIHUTEILHOM
BJIaCTH, YHOJHOMOYCHHOM OpraHe YyHnpaBJICHUA HCIIOJb30BaAHUCM aTOMHOM OHEPIruu MU
YIIOJIHOMOYCHHOM opraHe 110 KOCMHYECKOM I[eSITCJ'IbHOCTI/I"

[B pen. nocranoBineHui IIpaButenbctBa Poccuiickoit ®enepanuu ot 20.07.2012 Ne 740, ot
20.02.2016 Ne 123, ot 18.03.2016 Ne 214];

- mpuka3za MuHMCTEpPCTBA HAyKU U Bbicuiero oopasosanust Poccuiickoit @enepanuu ot 19
oktssOpst 2020 1. No 1316 «OO0 yTBepKICHHHM TOpSAKAa pPa3pabOTKU JIOTIOJHUTEIBHBIX
poheCCHOHATIBHBIX IPOTPAMM, COJIEPIKAIIUX CBEICHUS, COCTABIIAIONINE TOCYJApPCTBCHHYIO TalfHY,

1 JIOTIOJTHUTENIBHBIX MPO()ECCHOHAIBHBIX MPOTPaMM B 00J1acTH MHPOPMAITMOHHOW O€3011aCHOCTH;

- mpukaza MuHucTepcTBa oOpazoBaHMs U Hayku Poccuiickoit  ®Denepanuu
or 1 wmrona 2013 r. Ne 499 «llopspgok opraHu3allMd M OCYIIECTBICHHS 00pa3oBaTelbHOM
JESITeTBHOCTH 10 JOMOIHUTEIBHBIM MPO(HECCHOHAIBHBIM IPOTPaMMaM).

Bb100p TeM nmporpaMMsbl ¥ €10 OCHOBHOT'O COJIEpKaHMsI IPOU3BEJIEH C YIETOM O0ecieueHus
MPEEMCTBEHHOCTH K  TOCYJapCTBEHHOMY  00pa3oBaTeJIbHOMY  CTaHAApPTy  BBICIIETO
npogeccuoHaIbHOrO 00pa30BaHus HampaBieHUuil NoAroToBku «MHbopMarmonHas 6€30MacHOCTb)
(ypoBenb OakanaBpuar) - [Ipukaz Muno6puayku Poccun ot 17.11.2020 Nel1427.

Iesb peasM3anuu NporpaMMsbl NOBbILICHUS] KBATU(PUKALIUH

Lenbro peanu3anuu IPOrpamMMbl MOBBIIIEHUS KBAJTM(UKALIH SBIISIETCS
COBEPIICHCTBOBAHME KOMITETCHIINH, HEOOXOIUMBIX JJISI TTOBBIIEHUS TPOPECCHOHATHFHOTO YPOBHS
B paMKax MMerolleiics KBaau(pUKalUi CHeIHUaINCTOB (BKIIIOYas FOCYIapCTBEHHBIX I'PaXIaHCKUX
CIIy’>KalluX ), padoTarolux B o01acTu 3aUThl UHQOopManuu B uHpopManmonHsix cucremax (MC) u
tenekoMmyHuKalnoHHbIX cucreMax (TKC) (manee — oOydwaromuecs), B 4aCTH HCIOJIb30BAHUS
CHOCO0OB U CPEJCTB 3aIIUTH HHPOPMAIIH.

Oo6yuaromuecs o nporpamme MOBBIIICHUS KBaJTU(UKAITIH TOTOBATCS
K OCYIIIECTBIICHHUIO CIIEAYIOMIETO BUAa TPOPECCHOHATBFHOMN IeATEIbHOCTH: SKCILTyaTallHOHHAS.

Oo6bexTamu pohecCHOHATLHON AEATENbHOCTH 00YJarOIUXCs SBISIOTCS !

00BeKThl HMH(pOpMATH3aLMHU, BKIIOYAIONINE AaBTOMaTHU3WPOBAaHHbIE (MH(DOPMAIIMOHHBIE)
CHCTEMBbl PA3JIMYHOTO YPOBHS M Ha3HAYEHMS, CPEACTBA M CHCTEeMbl 00pabOTKM HMH(pOpMAIUUA U
CPENICTB X 00ECTICUCHHUST;

yrpo3bl  6e30macHOCTH  MHGOpMAIMM B aBTOMAaTU3UPOBAHHBIX (MH(GOPMAIMOHHBIX)
cucTeMax;,

crocoOslI U cpencTBa 3amuThl HHGopmaruu (31) B UIC,

cucreMa HOPMAaTHBHBIX MIPABOBBIX aKTOB, METOMYECKIX JOKYMEHTOB
Y HallMOHAJIBHBIX CTaHJapTOB B o0Onactu 3U.

3agauyamu Npo(hecCHOHAIBHON AEATENBHOCTH 00yUaroIUXCs SBIISIOTCS

a) B OKCIUTyaTallHOHHOM JEATeIbHOCTH:

obecrieuenne 311 B UC m TKC c¢ wucnoap3oBanmeM oredectBeHHOro IIO B xone
HKCIUTyaTalui 00bEKTOB HH(POPMATHU3ALINY;
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obecnieuenne 3 B IC u TKC c ucnonb3oBanueM otedectBeHHOTo [1O mpu BbIBOIE M3

JKCIUTyaTaluu 00beKTOB HH(POPMATH3AIHH.
TpedoBanus Kk KBaTU(QUKAIUH MOCTYNAIOIIEr0 HA 00yUeHHne

YpoBeHb 00pa3oBaHus JIUIA, MOCTYMAIOIIEr0o Ha oOydyeHue — BbICIIEe OOpa3oBaHHE IO
HANpaBJICHUIO TOATOTOBKU (CIEMUANLHOCTH) B 00MacTH HMHGOPMAIMOHHONW O0€301macHOCTH,
npodeccuoHanbHas IEPernoAroToBKa JJis BBIIOJHEHUS HOBOTO BHAA MNPOQecCHOHAIBHON
nestenbHOCTH «TexHuueckas 3ammra WHGOpPMALUW», WIM MHOE BBICIIEE 00pa3oBaHUE M CTaX
paboThl B 0071aCTH TEXHUUECKOH 3aMThl HHPOpMAaIK He MeHee | roaa.

INVIAHUPYEMBIE PE3YJIbTATBI OBYUYEHUSA

ITponiecc ocBoeHus 00yUarOIMMUCS IPOrPAMMBI ITOBBILIEHNS KBAIM(UKALMK HAIIPABJICH HA
COBEpPIIEHCTBOBAHUE CIIEYIOINX KOMIIETEHLIUI:

a) obmenpodeccuoHaIbHBIX:

CIIOCOOHOCTh HCII0JI30BaTh HOPMATHBHBIE IPABOBBIE AKTHI, METOAUYECKHE JTOKYMEHTBHI,
HallOHAJIbHbIE u MEXTyHapOHbIE CTaHapThl B obnacTtu 31
u obecrneueHust Oe30macHOCTH HWHMOPMAIIMOHHBIX TEXHOJIOTMH B CBOEH MpOodecCHOHATbHOU
NesITeIbHOCTH;

CIOCOOHOCTh ONpeAeNsATh BUABI W (opMBl HH(POPMAIUK, TOIBEPKEHHON yrpo3am,
BO3MOJKHBIE METOJIbl U IYTH peajM3allMyd yrpo3 Ha OCHOBE aHalM3a CTPYKTYphl U COAEPIKaHUs
MH(POPMAIMOHHBIX IIPOLIECCOB OpraHu3aluy, nenen
U 337124 JIeSITeIbHOCTH 00BEKTa 3allUTh;

CIIOCOOHOCTh MCIOJIb30BaTh AOCTH)KEHMSI HAYKH UM T€XHUKH B oOiactu 3U, monb3oBarbes
pedepaTUBHBIMU U CIPaBOYHO-UH(POPMALIMOHHBIMU U3aHUSAMU
B obnactu 3U;

0) mpodeccnoHaNbHBIX:

B AKCIUTYaTal[MOHHOM 1€ATEIbHOCTH:

cnocobHocTh obOecrieunBath 31 B MC u TKC B Xxoae »3KkcIulyaTalud OOBEKTOB
nH(poOpMaTHU3aLINY;

cnocobHocTh obecrieunBath 31 B C u TKC npu BeIBOAE M3 AKCIUTyaTallul OOBEKTOB
MH(pOpPMaTU3ALINH.

B pesynbTate 0CBO€HHs MPOrpaMMbl MOBBIIECHHS KBATU(PHUKAIMH, 00yJatOLIHecs JT0JIKHbBI
MOJIYYUTh 3HAHUS, YMEHUS U HaBBIKH, 00E€CTIEYMBAIOLINE COBEPILIEHCTBOBAHUE KOMIIETEHLIUH.

[lepeuenp 3HaHUM, YMEHMH M HaBBIKOB (POPMHPYETCS Ha OCHOBE HUKENPUBEIEHHOTO
CITHCKA.

OO0yyaromuecs JOMKHBI:

a) 3HATh:

HOPMaTHBHBIE IIPABOBbIE aKTBI Poccuiickoii ®denepanuu, HOpMaTUBHBIE
1 METOJUYECKHE TOKYMEHTHI B 00sacTu 3auuTsl nHGopMmanuu B UC;

OCHOBBI (PYHKIIMOHUPOBAHUS BeIYMCIUTENbHBIX ceTell 1 TKC;

OCHOBHEIE IMOHATHS B 00jactu 3U;

CHCTEMY OpraHM3alll{ 3alIUThl HHPOPMALUH, NEHCTBYIOIIEH B OpraHe rocynapcTBEHHON
BJIACTH, OpraHU3alUH;

OCHOBBI MeTostos1oruu U Meroauku nposenenus T3U ot HCJL B oprane rocyapcTBeHHON
BJIACTH, OpraHU3aIUH;

IpoIeTyphl BBIABICHHS Yrpo3 O€30MaCHOCTH HH(pOpMAIMK Ha 00beKTaX HHPOPMATU3ALUH,
OpraHu3aluiy;

obmmue TpeboBanus no 3ammre nHpopmanuu B AC (MUC), TpeboBanHus U peKOMEHIAIUH 110
3a1uTe 00BEKTOB HH(OPMATH3ALINH;

MepsI U cpescTBa 3amuThl uHpopmanuu B AC (UC);

TpeboBaHus K cpeacTBam 3amuThl nHGopmanuu B AC (UC);

npaBuia  pa3pabOTKM,  YTBEPXKIACHHUA, OOOCHOBAaHMS M  OTMEHbl  JIOKyMEHTOB
B obOnactu 3U;
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LIEJIH, 3a/1a4l, OCHOBHBIE IIPUHIIUIIBI OpraHU3allMi, METObI U CPEICTBA BENECHUS KOHTPOJISA
COCTOSIHUS 3aIIUIIEHHOCTH NH(OpMaIK B OpraHe rocy1apcTBEHHON BIaCTH, OpraHU3allny;

HopsI0K 0(hOpMIICHNSI TEXHUUECKOM JJOKYMEHTAIUH 110 3aluTe HHPOpPMAaLnH;

0) yMeThb:

aHAJM3UPOBATh YTPO3bl 0€30MacHOCTH HH(pOpMAIH;

IPOBOJIUTh OOOCHOBaHME BBIOOpAa COBPEMEHHBIX CIOCOOOB M CPEICTB  3alIUTHI
uHpopmanuu, npumensiembix B AC (MC);

MPOBOIUTH MeponpusTHs 1o 3amute napopmanuu B AC (MC);

yCTaHaBJIMBATh, IPUMEHATh U HACTPAMBATh CPEACTBA 3AIIUTHI HHPOPMALIUH, TPUMEHEMbIE
B AC (UC);

OCYILIECTBIIATh IIPOBEPKY BBHIIIOJHEHUS TPeOOBaHUI HOPMATUBHBIX JTOKYMEHTOB I10 3alLIUTE
nndopmanuu B AC (UC);

OCYIIECTBIISATH KOHTPOJIb 3auMIIEHHOCTH nHPopManuu ot HC/L;

OpOBOIUTH  pabOThl IO  KJIACCHU(PMKALMU  3aIIUIIEHHOCTH  aBTOMATU3MPOBAHHBIX
(uadopmanmonnsix) cucreM ot HCJ/I x undopmanuu;

HOPUMEHSTh Ha MPAKTHKE M0JIOKEHUS] HOPMAaTUBHBIX JOKyMeHTOoB B yactu T3U ot HC/I;

B) BJIAJICTh HABBIKAMU:

paboTbl C HOPMATUBHBIMU IPABOBBIMM aKTaMM, METOJUYECKUMHU JOKyMEHTaMH,
HAIMOHAJLHBIMU M MEXTyHapOAHBIMH CTaHIapTaMu B oonactu 3U;

pa3paboTKW  HEOOXOJUMBIX  JOKYMEHTOB B  HHTepecax  oOpraHusanud  padoT
o 3amure uHpopmaruu ot HC/I;

MpoBeJeHUS paboT, CBsA3aHHbIX ¢ 3ammTol nHpopmaruu B AC (MC);

YCTAaHOBKH, MEPBUYHON HACTPOWKH KOMIIOHEHTOB CpeicTB 3amuThl MHGopManuu (C3U)
JIOBEPEHHOM 3arpy3Ku U pasrpaHUyYeHUs JOCTYIa;

YCTaHOBKH, HACTPOIKHU U aiMuHucTpupoBaHusi C3M B KOMIIBIOTEPHBIX CETSIX;

BBISIBIICHUS yrpo3 0e3omacHOCTH UHpOpMaLUU B aBTOMATHU3UPOBAaHHBIX
(MHpOPMAIIMOHHBIX) CUCTEMAX;

ydyacTus B pa3paboTKe  OpraHM3allMOHHBIX M TEXHHYECKMX  MEpONpPUATUI
nmo 3ammre 00bekToB  uHpopmarmzaumu ot HCJ k  uHpopMamuu, KOHTPOJS
UX BBIIIOJIHEHUS;

POBEJEHUS padOT N0 KOHTPOIIIO 3amuieHHocTd nHpopmaruu ot HC/I.

YUYEBHBIHA IIJIAH

JIOTIOTHUTEIBHON MPO(hEeCCHOHATIBHOM MPOrpaMMBbl
«KoMmIuiekcHasi HACTpPoiiKka 0e30MaCHOCTH CHCTEM TeJIeKOMMYHUKAIUID)

10 NOBBIMEHUI0 KBAJINPUKAINU (elepalbHbIX TOCYAAPCTBEHHBIX IPAKIAHCKUX
cayxamux DenepanbHOH HAJTOTOBOM CIYKOBI

Henws Cogepuiencmeosarnue u (unu) nonyuenue HO8OU KOMnemeHyuu, HeoOXo0UMou 0

: NPOGheCcCUOHANLHOU OesIMENbHOCMU, C YYenOM USMEHEHULl 8 3AKOHO0AMeNbCmaee,
HOPMAMUBHBIX AKMAX U NPO2PAMMHOM obecnedeHuu, ucnoavsyemom 6 ®HC Poccuu, u
(1) nosviuleHue NPOPECCUOHATLHO20 YPOBHSL 8 PAMKAX UMEIOWelicsl Keanupurayuu
nO 80NPOCAM 3AUWUMbL UHDOPMAYUU 8 CUCEMAX MENEKOMMYHUKAYUTL

Kareropus, cmapuas, Maaowas 2pynnsl OOJIHCHOCMEl, Kame2opuu: CReyuaIiucmol,
rpynmna obecneuusaiowue cneyuaIucmol

JOJIZKHOCTE

®opma OYHAsL NymeMm HenocpeoCmBeHHO20 B63AUMOOCUCMBUsL Neda202uiecKo20
00yueHus: pabomuuKa ¢ 00YHaAWUMC ¢ OMPBbIBOM OM UCNOJIHEHUST O0JHCHOCTHBIX

obs3aHHOCMel  no  3amewaemMou  OOIANCHOCMU — 20CYOAPCMEEHHO
2PANCOAHCKOU CLYHCObL



[pononxurenvn 72 uaca
OCTh O0yUYeHHUSs:

Pesxxum 3ausatuii:  6-8 vacos 6 oensw

KoauyecTBo 4acoB
HauMeHoBaHue mo Bujaam 3aHATHA (I)OpMa
Ne NPOMEKYTOY
pa3/iesioB u Bce NpaKTHYeCKue 3aHsITUsI N
n/n JAUCHUILIHH ro | JeKu HoH
ui | AYAMTOPH | CAMOCTOATENb | arrecTanuu
ble Has paborta

Opranuzanus padoT 1no
TEXHUYECKOH 3aIlUTe

1 uHpopmaluu B 20 12 8 0 3a4er
TEJICKOMMYHUKAIIMOHHBI
X CHCTEMax
3ammra HHPOpPMALIUH B

2 BBLIYMCTUTENBHBIX CETAX | 2 4 28 0 3aqer
KonTposnb cocrosaus

3 3anUThl HHGOpPMAIUU B 18 2 16 0 saueT
TEJICKOMMYHUKAIIMOHHBI
X CHCTEMax

9K3aMCH B
HUTorosas arrecrauus 2 2 dhopme
TECTHUPOBAHUS
UTOro 72 18 52 2
KAJEHJAPHBIA YYEBHBIN I'PA®UK
Cpok 00yueHus 1o mporpamme 1 5

IIOBBIIIICHUA KBaHI/I(i)I/IKaHI/II/I, HEACIN

Cpok 00yueHwus 1o mporpamme
TOBBIIIICHUS KBUTH(DUKAIIH, THA

Buzel 3aH4aTHHI, TPELYCMOTPEHHBIE
MIPOrpamMMOil TOBBIIIIEHUS KBATU(DUKAITUN

AIlAIAJIAJA|KIK|/A|A A|A|AU

A- aynuTopHas U caMocTosiTeNIbHas paboTa
W — urorosas arrecranus
K — xaHuKyIIBI.

PABOUYME MMPOTPAMMBI JUCLIATIIMH (MOJTYJIEW)

PABOYASA ITPOI'PAMMA JIUCHUIIJIMHBI

ODFaHl/I?uaIH/lﬂ DaﬁOT o TeXHPl‘IeCKOﬁ 3alIUTE ]/lHd)O[)MaIII/II/I B TCJICKOMMVYHUKAINMOHHBbBIX
cucTemax

BBenenune

PaGowas mporpamMma JMCHMIUIMHBI —pa3paboTaHa A MPOTrPaMMBbl  MOBBIIICHUS
kBannuxanyu «KomriekcHast HacTpoika 6€30MacCHOCTH CUCTEM TEJIIEKOMMYHHUKAIUI».

B pesynbraTe 0CBOCHUS NJAHHOW AUCLUIUIMHBI TOCYIapCTBEHHBIE IPAXKIAHCKUE CIIyKalllUe
uacnekuid u ynpasieHniit @HC Poccun COBEpIIEHCTBYIOT CBOM 3HAHHS IPABOBBIX OCHOB
3aKoHOJAaTeNbCTBa P®, MO3BONAIONIME CHEHUAINUCTY MO 3alIUTe HHPOPMALUU OpraHU30BaTh
MEpPOIPUATHS 10 o0ecreueHnto 6e30MacHOCTH HHPOPMAIK U IPUMEHSTh B CBOEH JesTEIbHOCTH
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II0 HJOJIXKHOCTHBIM O6$I33.HHOCT$IM OTCYCCTBCHHOC IIPOrpaMMHOC O6CCHC‘ICHI/IC JJIs1 3allUThI
nH(popMaIuu.

I_Ie.]'[l/l, 3aJa4m U1 MeCTO yqeﬁﬂoﬁ AUCHUIIJIMHBI B IIPOIECCE MOBLIINICHUA KBaJI]/I(l)I/IKaIII/II/I

[enp y4eOHOW MUCIMIUTUHBI — COBEPIICHCTBOBAHKME W (WMJIM) IMOJIyY€HHWE HOBBIX 3HAHUH,
YMEHHI M HAaBBIKOB CIIEUAIMCTAMHU IO BOIPOCAM OpraHU3allMOHHO-TIPABOBBIX OCHOB B 00JacTH
T3KUN.

3agaun y4eOHON AUCITUTUINHBI:

AKTyanu3anus 3HaHUH 0 eJIX, 33ja9aX TeXHUYECKOH 3auThl HH)OpMAaIuU, €€ OCHOBHBIX
HaIpaBJIEHUSAX, COCTaBe U CTPYKType ['ocynapcTBeHHON CUCTEMBI 3alUThl HH(POPMAIUH.

CoBepilieHCTBOBaHME 3HAHWA O BHJAAaX HWH(POPMAIMM OTPAHWUYEHHOTO JOCTyMa IO
Poccuiickomy 3akoHo1aTeNnbCTBY. KakuMyU HOpMaTUBHBIMH aKTaMH 3TO 3aKpEeIIeHO?

CoBepIieHCTBOBaHUE 3HAHUHM O (PYHKIIUSAX U MOTHOMOYUSX TOCYIapPCTBEHHBIX PETYIATOPOB
B cdepe 3ammThl HHQOpPMALMHM, O CHUCTEME NPOTHUBOACUCTBUS HHOCTPAHHBIM TEXHUUYECKUM
pa3BeaKaMm.

3akperieHre 3HaHUi 00 OTBETCTBEHHOCTH 3a HapylIeHHe TPpeOOBaHUI 3aKOHO1aTEIbCTBA O
3amuTe HHQOPMAIIHH.

Y4yeOHass TUCIUIUIMHA SIBIISICTCS BBOJAHOW B JIAHHYKO POTPaMMYy  TIOBBITIICHHS
kB (puKayu. 3HAHWS, YMEHUS M HABBIKH, ITOJIYYCHHBIC B PE3yJIbTaTe U3YUYCHUS JAHHON YIeOHOM
JTUCIUIUIMHBI, WCHONB3YIOTCS MPH H3YYCHHH MOCIEAYIOIUX Y4YEOHBIX IUCHUIUIMH: «3alinTa
nHQOpPMAMA B BBIYUCIHUTEIBHBIX CETAX», «KOHTPOIL COCTOSIHWS 3aIluThl HHDOpPMAIMH B
TEJICKOMMYHUKAIIMOHHBIX CHCTEMaX .

TpedoBanus Kk pe3yabTaTamM 0CBOEHUA Y4eOHOM TMCUMILIUHBI.

B pe3ynbTare ocBOCHMS TUCHMITIMHBI 00YYaIONUUIiCS TODKEH NOIYYUTh 3HAHUS, YMEHUS U
HaBBIKH, KOTOPBIE MTO3BOJIAT CHOPMUPOBATH COOTBETCTBYIOIINE KOMIIETEHIMH JJIsl €F0 HOBOTO BUJIA
npodeccuOHaIbHON  JesATeIbHOCTH. [lepeueHb  pa3BHBaeMbIX U KOHTPOJMPYEMBIX B
o0pa3oBaTebHOM TMpollecce 3HAHWW, YMEHUH U HaBBIKOB (QOPMHUpPYETCSI HAa OCHOBE
HIKEIIPUBEICHHOTO CIIUCKA.

OOGyuaromuiics 10HKeH:

3HATh:

— HOpPMAaTUBHBIE IIPABOBBIE AaKTBI, METOAUYECKHE JOKYMEHTBI, MEXIYHAPOIHBIE U

HallMOHaJIbHbIE CTaHAAPTHI B 0bnactu 3U;

— OCHOBBI (DYHKIIMOHMpOBaHUA rocynapctBeHHor cuctemsl 1] UTP u T3U, nenu u 3axaun

T3KU;

— BHUAbl KOH(UIEHUMANbHOM HH(GOpPMAIMM, NEPEeYHU CBEACHUH KOH(PUICHIMATHHOTO

XapakTepa;

— TIPaBOBYIO OTBETCTBEHHOCTh 3a HapylleHHWE TPeOOBaHUN 3aKOHOJATEIbCTBA O 3allUTE
uHpopMauu
— THUIIOBYIO CTPYKTYpPY, 3a/1auHl U IOJHOMOYNs noapasaenenus no T3U;

YMETh!

— TPUMEHATh Ha MNpakTHKe TpeOOBaHHS HOPMATUBHBIX MPABOBBIX AKTOB, METOJUYECKUX
JOKYMEHTOB, MEX/IyHApOIHBIX U HALIMOHAIBHBIX CTAaHAAPTOB B obnactu 3U;

— BJIJIeTh HABBIKAMHU:

— paboTHI ¢ AeicTBYIONMIEH HOPMAaTUBHOW IPAaBOBOM M METOIMYECKO# 0a30ii B oOmactu 31U
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Ne HaunmeHoBaHue TeM Bup 3ansaTus
n/n
1. | TpeHuHT-3HAKOMCTBO. AKTyaJbHBIC BOMPOCHI 3aITUTHI HH(MOPMAITUN MPAKTHKA
2. emu u 3amaun T3KU. 3amumaemsie nHGpopManus u

uHpopMannoHHbIe pecypchl. OOBEKTHI 3aIUTHI JIeRII
3. | TpebGoBanwus 1o 3ammre HHGOPMAIIUU U CO3TAHUIO CUCTEMBI 3aIHTHI

nHpopmanuu JTCKIHA
4. | TpeOoBaHUS K IOBEICHUIO TOCYIAPCTBECHHBIX TPAKIAHCKUX [—

CITyKallux
5. | OpranuzanvoHHbIC M TEXHUYECKHE MEPhI 3alUThl HHGOPMAITUU TIEKIUs
6. | [lcuxonorus npodeccuoHanbHON ASSITETbHOCTY IPU OpraHU3auu

3anUThl HHQOPMAIMH (TPESHHUHT) fpaKtiKa

OO0muit 00beM BpEMEHH, OTBOJIMMOTO HA OCBOCHUE YUECOHOM JUCIUIUIMHBI, cocTaBisieT 20
qacoB (27,8% oT Bcero o0bemMa MmporpaMmel).

PedeparuBHoe onucanue Tem

Tema Nel. TpeHMHI-3HAKOMCTBO. AKTyaJIbHbIE¢ BOIIPOCHI 3alIMTHI HH(pOpMaLun.

3HAKOMCTBO C TPYIIOH W CO CIyIIATeSIMH. TeKyliue BOMPOCH 3allUThl HH(DOpPMAIIHH.
HeoOxonuMocth 3amuTthl MHGOPMAIMU B KOMIIBIOTEPHBIX ceTax. [IpoOnembl u pelieHus mnpu
OpraHM3alfy 3alUThl HHQOPMAIMK B KOMIBIOTEPHBIX ceTsx. OOMEH ONBITOM B NMPUMCHCHHH
cpeacts 3anuTel B THO.

Tema No2. Ileau u 3amauu 3ammThbl uHGopMmanuu. 3ammumiaeMbie UHGopMauus M
HH(popManoHHbIe pecypchbl. O0beKThI 3a1UTHI.

OcHoBHBIE TepMUHBI U onpeaeneHus B oonactu T3U. ['ocynapctBennas cuctema [1] UTP
u T3U. Mecto T3U B cucteMe MeponpusTUii o 0decreyeHno HTHPOPMAIIMOHHOM 0€301aCHOCTH B
Poccuiickoit @enepanuu. Lenn u 3agaun T3U.

OObexTsl 3amuThl HHQOpMaMK. 3amuiiaeMele HHQOpManus U HHGOPMALUOHHbIE
pecypcbl. O0BeKThl HHPOPMATU3ALUH, UX KIIAaCCU(UKALUSA U XapaKTepUCTHKA.

['ocynapcTBeHHbIE MH(POPMAIMOHHBIE PECYpPChl, HErocyJlapCTBEHHbIE HMH(MOPMAIMOHHbIE
peCypChl, HaXOASIUECS B BEACHUH OPraHOB rOCYAapCTBEHHOM BJIACTH M OpraHU3aluil.

[TonsiTust, kimaccupUKauss W TEXHOJOTHM TOCTPOEHMS] HH(OPMALMOHHBIX CHUCTEM.
Wudopmannonnsie cucremMbl Kak o0bekThl 3amutel or HCJl. CranmaptHas Mozenb
B3aMMOJICHCTBUS OTKPBITBIX CUCTEM U ITPOTOKOJIBI MEKCETEBOI'O B3aUMOICHCTBUSI.

Tema Ne3. TpeGoBanuss mo 3amuTe MH(POPMALMM M CO3JAHHI0 CHCTEMBbI 3aLIUTHI
uHpopmannu

Opranuzanus pabor mo 3amute uHPopMarmu. TpeboBaHMA 1O 3amuTe HH(pOpMAaIuy,
cojiepkalieiics B ”HpOpMallMOHHOM cructeMme (Ha 00bekTe nHpOopMaTU3alnm).

TpeOoBanust mo 3ammre HHpOpPMAIUH, 00padaTbiBaeéMON TEXHUYECKHMMHU CPEICTBAMH, OT
YTEUKHU 3a CYET MOOOUHBIX AIIEKTPOMArHUTHBIX U3y4yeHui u HaBook (II9MUH).

TpeboBanust 1o  3ammTe  aKycTHUYeckol  peueBoil  umHpopmanmu. TpebGoBaHus
o 3amute nHopmaruu ot HC/I.

Coznanue u (GyHKIIMOHUPOBAHKUE CUCTEMBI 3aIUTHl HTHPOPMALMU OIPAaHMUYEHHOTO JI0CTYIIA,
KaK COCTaBHbIE YacTH padoT MO CO3/IaHHIO M 3KCIUTyaTalMu 00bekToB HH(popMaTuzaiuu. Ctaauu u
3Tarbl CO3/1aHUS CUCTEMBI 3aIIUTHI MHPOPMAIIUK OTPaHUYEHHOTO J0CTYyIIA.

[Topsiiok BeIOMHEHUS paboT MO 3anmTe HHGOPMALMU B CO3JaBaeéMOl aBTOMAaTH3UPOBAHHOM
CUCTEeME B 3alIUIIEHHOM UCHodHeHUH (popmupoBaHue TpeOOBaHWM K CHCTEME 3allUThI
uHpOpMaIHK; pa3paboTKa (MMPOESKTUPOBAHUE) CUCTEMBI 3aIUTHI HMHPOPMAIMK; BHEIPEHUE CUCTEMBI
3amuThl MHGOPMAITMHU; aTTecTaus 00beKkTa WH(pOpMATH3aIMK IO TpPeOOBaHUSIM 0€30MacHOCTH
UHGOPMAIIMKA U BBOJl €ro B JEHCTBHE; CONPOBOXKICHHWE CHCTEMbI 3aIUTHl MH(OpMalnu B XOje
AKCILTyaTaluu 00beKTa HHPOPMATH3AIUN ).

Pa3paboTka SKCITyaTallMOHHON TOKYMEHTAIIMK Ha CUCTEMY 3alUThl HH(pOpManuu.
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Tema Ned. TpeGoBaHusi K NOBEAEHHIO FOCYIAaPCTBEHHBIX IPAKAAHCKHX CIYKALMX

B cootBerctBum co cr.15 ®@epepanbHoro 3akoHa ot 27.07.2004r. Ne 79-®3 «O
TOCYJapCTBEHHON TpaxaaHcKkor ciyx0e Poccmiickoit ®enepanmuu» Ha TrocyIapcTBEHHOTO
IPaXIAHCKOIO CIIY)Kalllero BO3JI0KEHA OO0S3aHHOCTh IOAJCPKHUBATh YPOBEHb KBaTH(HUKAIIUHU,
HEOOXOAUMBIN 11 HaIEKAILEro UCIIOJIHEHHSI JOJDKHOCTHBIX O0sI3aHHOCTEH.

B cooterctBum ¢ [Ipukazom MunuctepcrBa punancoB Poccuiickoii @enepanuu ot 15 uroHs
2012r. Ne 81n [pukazom denepanbHol HATOTOBOM City:k0bI oT 16 urosst 2012r. Ne MMB-7-4/500@
YTBEPXKICHBl KBaJTU(UKAIIMOHHBIE TpeOOBaHUS K MpOo(ecCHOHANBbHBIM 3HAHUSAM W HaBBIKAM,
HEOOXOJMMBIM JIJIsI UCTIOJTHEHHUS TOJDKHOCTHBIX 00s3aHHOCTEN (peeparbHbIME TOCY/AapCTBEHHBIMU
IPaXIAHCKUMH CITY>KalIUMH TEPPUTOPUAIBHBIX OpraHoB DeiepaabHON HaJIOrOBOM CITYXKOBI.

JIJist Bcex TPyIIIT TOJHKHOCTEH TOCYIapCTBEHHON TPayKIaHCKOM CITY>KOBI YCTAaHOBJICHBI B TOM
yuciae KBalU(PUKAIMOHHBbIE TpeOoBaHUS K MPO(EeCCHOHAIBHBIM 3HAHUSM IPABOBBIX OCHOB
MPOXOXKIeHH (penepaibHOIN rocy1apCTBEHHON TPayKIaHCKOM CITyKOBI,

Ha ocHOBaHMM yKa3aHHBIX HOPMATHBHBIX MOJOXEHUN B KypChl MOBBIIICHUS KBaTU(UKALIUN
BKJIFOUEHBI 3aHATHSI, [IPOBOJMMBIE C LIE€NbI0 OOHOBIEHMSI M aKTyaJM3allMd 3HAHUM MO BOIpocaM
MIPOXOXKJIEHHUS] TOCYAAPCTBEHHOM TpakIaHCKOW CIyXObl. BaskHOl cocTaBisioliell NTaHHOW 4acTu
o0yueHus siBisiercs TeMa « TpeboBaHus K HOBEAEHUIO FOCYJapPCTBEHHbBIX IPAKJAHCKUX CITYKaAIIHX .

OcHoBHOW 3azayeil, KOTOpas peuaercs Npyd HW3YYEHUM YKa3aHHOW TEMbl SIBJISTHCS
O3HAKOMJIGHUE CIyllaTeseldl ¢ Haubosiee BaKHBIMU IOJIOKEHUSIMU  3aKOHOZAATENBCTBA O
rOCYJapCTBEHHON ciyx0e Mo BompocaM COOMIOJeHHUS TpeOOBaHUIl K CIyKeOHOMY IOBEACHHUIO,
JTMCHUTLTMHAPHOW OTBETCTBEHHOCTH, COBPEMEHHBIMH MPABOBBIMHU ITO3UIUAME CyJEOHBIX OPTaHOB O
BOMpPOCaM OO’KalOBaHMs PEUICHUN TOCYIapCTBEHHBIX OPraHOB O IMPUBICUYEHUM TPaKIAHCKHX
CIy)KalllUX K JAUCUUIUIMHAPHOW OTBETCTBEHHOCTH M MHEHUSMHU BEIYLIUX YUEHBIX, SKOHOMHCTOB,
FOPUCTOB T10 aKTyaJIbHBIM BOIIPOCAaM T€OPUU U MPAKTUKH WHCTUTYTA OTBETCTBEHHOCTH B CITYKEOHBIX
OTHOILIEHMSIX B OpraHax 1myOJIMYHON BIaCTH.

Tema NeS5. Opranu3auuoHHble M TEXHUYECKHE MePbI 3aIIUThHI HHGOpMAINU

Kommuiekc MmeponpusTuii o TeXHUYECKOM 3auTe HHQOPMALIUK OT YTEUKH [0 TEXHUYECKUM
KaHaJaM M 0T HECAHKLIMOHUPOBAHHOTO JIocTyma K Hell. O0ecreueHne 3auThl HHHOpMaIuK B X0/1€
JKCIUTyaTalliy aTTeCTOBAaHHON MH(MOpMaImoHHONU cuctembl. O0ecnedeHue 3amuThl nHOopMaIuu
TIPH BBIBOJIEC U3 IKCILTyaTalliy aTTEeCTOBAaHHOW MH(GOPMAIIMOHHON CHCTEMBI.

Oco0eHHOCTH peann3alui MEPOTIPUSITHI TI0 3aIIUTE TEPCOHAIBHBIX TaHHBIX.

Tema Ne6. Ilcuxosiorust npogeccHoHATbHOM 1esITeIbHOCTH NPH OPraHU3aLMHU 3aIHMThI
uHpopmManuu (TPEHHUHT)

B cBs3u ¢ moBbIIeHHEM TpeOOBAaHMN K YpPOBHIO KBaIU(UKAIIMH TOCYAapCTBEHHBIX
IPaXJaHCKUX CIYXKalluX M HEOOXOAUMOCTBIO OCBOCHHMS COBPEMEHHBIX METOAOB PpELICHHS
npodeccuoHambHBIX 3amay  Tema «llcuxonorus npodeccuoHaTbHOM —JEATEIBbHOCTH MpU
OpraHM3alMK 3allUThl HH(GOPMaLUU (TPEHUHT)» SBJISETCS BECbMa aKTyalbHOW U 3aHUMAET BAKHOE
MECTO B Tpoliecce OOHOBJIECHHUS U 3aKperyieHus MpopecCHOHATIbHBIX 3HAHUN TOCYIapCTBEHHBIX
IPaXIaHCKHUX CITY)KallluX.

[To ponry ciyxeOHOW JAEATENbHOCTH TOCYAAPCTBEHHBIM Tpa)IaHCKUH CIyXKaluii
HaJIOTOBBIX OPraHOB TECHO M IMOCTOSHHO OOIIAeTCsl ¢ KOJUIeraMu, T.€. €ro JAESITeIbHOCTh HOCUT
KOMMYHHUKATHBHBIN xapakTep. OT TOro, HacKoibKo 3(()EeKTUBHBIM OyIeT 3TO B3aUMOJIEHCTBUE,
4acTo 3aBUCUT U 3P(PEKTUBHOCTH BBIIIOJIIHAEMOM paboThl. Y MEHHE BBICTPOUTH B3aUMOOTHOIIEHHUS C
KOJUIETaMH SBIIIETCS Ba)XHBIM MPO(EeCCHOHANBLHBIM HABBHIKOM TOCYIApCTBEHHOTO TPaKJaHCKOTO
cioyxamero. OH JOMKEH yMeTh YCTaHAaBJIMBAaTh KOHTAaKT, (OPMHUPOBATH aTTPAKIHIO,
OpPTraHU30BBIBATH B3aMMOCHCTBHE, YIIPABIATh KOHPIUKTAMHU.

[lenbto u3y4yeHHs] TEMbl SIBISETCS pPa3BUTHE KOMMYHHKATHUBHBIX 3HAHWM, yMEHUH U
HaBBIKOB, MOBBIIIIEHUE TPOPECCHOHATBHON KOMIETEHTHOCTH paOOTHUKOB HAJIOTOBOM CITyXOBI.

B pamxkax 3asBJI€HHOMN TeMBbI 10OJKHBI OBITh PEILIEHBI CIeTYIOIINE 3a/1a4u:

— paccMOTPETh 3aKOHOMEPHOCTH JIEIOBOTO OOILEHHUS;

— M3Y4YUTh IPUEMBI pa3pelieHns KOH(INKTOB;

— OBIAJETh TEXHOJOTHSMHU YCTAaHOBIIEHUS KOHTAKTa U 3((HEKTUBHOTO B3aMMOJCHCTBUS B
KOJUJIEKTHBE.
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MeToauyeckue peKOMeHAal U

3aHATUS MO AUCUMIUIMHE IPOBOJATCS B (popMe JIeKUMH U mpakTHueckux 3aHaTuil. Ilpu
IIPOBEJCHUM JIEKUMH 0053aTeNbHO HAJIWYME NPE3CHTALMM U HCIIOJIb30BAHUE MYJIbTUMEIUWHON
TEXHHKHU.

[Ipu peanuzanuu AUCUUIUIMHBL B paMKax MPOTpaMMbl TOBBIICHUS KBaTH(PHUKAIUN
IPUOPUTET OTHAETCA IPAKTUYECKOH HAIPaBICHHOCTH OOYYEHMs: IPAKTUYECKHE aCHEeKThl
IIPUMEHEHUs 3aKOHOJATEIbCTBA M HOPMAaTUBHBIX JOKYMEHTOB P®; peanuzauus TpeOoBaHUil
HOPMAaTHBHBIX JIOKyMEHTOB IIPU opranu3anuu 3auutsl nHpopmanuu or HCJl Ha oObekTe 3aIuThl,
0COOEHHOCTH TOATOTOBKH JIOKAJIBHBIX AaKTOB, PETJIAMEHTHPYIOLINX HCIIOIb30BaHUE CPEICTB
3alUThl UHQOPMALIMHY, a TAKXKE, TPAKTUUECKUE aCIEeKThl 3aIllUThl HH(POPMALIUU C UCII0JIb30BaHUEM
OTEYECTBEHHOT'O MPOTPAMMHOT0 O0yYECHHUS.

JUid IpoBeIeHUs BCEX 3aHATHM M0 JUCLUILUINHE PEKOMEHAYETCS IIPUMEHATh COBPEMEHHBIE
(dbopMBI 1 METOIBI O0yUYECHHSI, BKITFOUAsi aKTUBHBIC M HHTEPAKTUBHBIC.

JUis mpoBefieHHs JIEKLMOHHBIX 3aHATUI HCHOJNb3YIOTCS AKTUBHBIE METOJbl OOy4YeHHS,
CTUMYJIAPYIOLIUE [103HABATEIBHYIO JEATEIBHOCTh CIIYLIATEeNICH, ONMPAsACh HAa METOJMYECKHUE
OCHOBBI I1€JarOTHYECKOM TEXHOJIOIrUH «Pa3BUTHE KPUTUYECKOTO MBIILITICHUS .

TexHoI0rnYecKyo OCHOBY COCTaBiIsieT 0a30Basi MOJIEIb TPEX CTAAUM «BBI30B — peanu3alius
cMbIciia (ocMbIciieHne) — pediaekcust (pa3MbIlUIEHUE)», KOTOpast HO3BOJSET IOMOYb CIyLIaTeNsIM
CaMHM OIPENENATh LIeIU 00yYeHUs], OCYIECTBIISTh AKTUBHBIA MOMCK MHPOPMALIMK U Pa3MBILUIATh
O TOM, YTO OHHM y3Hanu. Ha cragum BbI30Ba (evocation) B CO3HaHMM CIIyLIATENICH MPOUCXOAUT
IIPOLIECC AKTYAIM3ALUN UMEIOIINXCS 3HAHUM U IIPEACTABICHUM O Npeamere u3ydeHus. Ilockonbky
IIPU 3TOM COYETAIOTCS WMHAMBUIYyalbHAs M IpynmnoBas GopMbl paboTbl, ydyacTue ciyluaTeneil B
00pa3oBaTeNbHOM  IPOIECCe  AKTHBHM3HMPYETCs, (OPMHPYETCS IO3HABATENbHBIM HHTEpEC.
Pe3ynbTaTom JaHHBIX TPOLIECCOB SABISAETCS CAMOCTOATENBHOE ONIPEAEIICHUE MU 1I€]IN TalbHEUIEH
y4eOHOM e TEIbHOCTH.

Ha craauun ocmbicnenus (realization) ciayiiarenb BCTYNAeT B HEOCPEACTBEHHBIN KOHTAKT €
HOBOM wuHopMarmet — HocuteneM HOBbIX uzeil. [Ipoucxomut ee cucremaruszanusa. Cranus
peduexcun (reflection) xapakrtepusyeTcst TeM, YTO CIYIIATENIM 3aKPEIUIAIOT HOBBIE 3HAHUSA U
aKTUBHO NEPECTpPauBalOT COOCTBEHHBIE IMPEACTABICHUS C TEM, YTOObI BKJIIOYUTh B HUX HOBBIE
noHATus. TakuMm 0Opa3oM, MPOUCXOIUT “TIPUCBOEHHE” HOBOTO 3HaHUA U (HOPMUPOBAHHE HA €rO
OCHOBE CBOETO apryMEHTHPOBAHHOTO MPEACTABICHUS 00 U3y4yaeMOM OOBEKTE.

B xozxe paboTel mo Takol Mojenu oOydaroliuecs OBJAJEBAIOT PA3IMYHBIMU CIIOCOOAMHU
UHTErpUpOBaHusl WHGOpPMAIUMHU, Yydarcs BbIpabaThiBaTh COOCTBEHHOE MHEHHE Ha OCHOBE
OCMBICJICHUS PA3JINYHOTIO OIBITA, UIECH U IIPEACTABICHUN, CTPOUTh YMO3AKIIOUEHUS U JIOTUYECKUE
LIENIH JTOKA3aTeNbCTB, BBIPAXKaTh CBOU MBICIIM YE€TKO, IIOHATHO VISl IPYTUX, YBEPEHHO U KOPPEKTHO
10 OTHOLIEHUIO K OKPYKAIOLIUM.

C nenpro omnpeneneHus KadyecTBa YCBOEHHUs Marepuajga IPOBOJIUTCS NPOBEPKA 3HAHUU
CIIyLIATEJIE C HCIIOJIb30BAHMEM COBOKYIIHOCTH KOHTPOJIBHBIX 3aJaHUN U BOIPOCOB B BUJE
TEKYILEro U UTOrOBOTO KOHTPOJIS.

Texymumii KOHTPOJIb OCYIIECTBISIETCS Ha JIEKIUSAX B CaMbIX pa3HooOpasHbIX (opmax —
omnpoca CiymaTesed Mo M3y4eHHBIM BOINpPOCaM, AMAJIOra C IMPErnojaBaTelIeM BO BPEMs JICKLUH,
IIPOMEXKYTOUYHOTO TECTUPOBAHUS, BBINIOJIHEHUSI CIIYILIATESIMA MHAXBUTyaJIbHBIX 3a/laHUH 110 TEMaM
W3y4aeMOU TUCIUIUIAHBIL.

[IpakTuyeckue 3aganus

1. Ilepeuucnure BuAbl WH(GOPMALMKM OTPaHMYEHHOro JocTyma ¢ ykaszaHuem HIIA,
KOTOPBIMHM OHHU YCTaHOBJIEHBI.

2. HazoButre HIIA, permameHTupyromue 3anmmTy WH(OpMAIMU B TOCYAapCTBEHHBIX
MH(POPMAIMOHHBIX CHCTEMax

3. llepeuncnute TMOA3aKOHHBIE AaKThl, PETYJIUPYIOMIME 3alUTy HHPOpMaAuu B
rOCYJapCTBEHHbBIX HHPOPMAIIMOHHBIX CUCTEMAX
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4. TlepeunciauTe COCTaB M COAEpIKaHUE MEP IO 3alIUTe WH(POPMAIIMU, HE COCTABIIAIOIIECH
roCy/1apCTBEHHYIO TaliHy, COJIeprKalleiicsl B rOCyJapCTBEHHBIX HH(OPMALIMOHHBIX CHCTEMAX

5. Hasosure TpeboBaHus MO 3amKuTe HHPOPMALIUH, HE COCTABIISAIONICH rOCy1apCTBEHHYIO
TaliHy, coJiepKalleiicsi B rocyapCTBEHHBIX HHGOPMAIIMOHHBIX CUCTEMAX

6. KakoBbl Mepsl 10 3amuTe HHPOPMAITUK, HE COCTABIISAIONICH TOCYAaPCTBEHHYIO TaiHY,
coJieprKallieiicst B rocy1apCTBEHHBIX HH(POPMAIIMOHHBIX cucTemax kiacca K17?

7. VYKaxure MEpoIpHATUs OO0eCledyeHus: 3alIUThl UHPOPMALMHU, HE COCTABISAIOMICH
roCy/IapCTBEHHYIO TaifHYy, COJepiKalleiicsi B rocyJapCcTBEHHON HH(GOPMAIIMOHHON CUCTEME Kilacca
K3.

8. Paspaloraiite Ilepeuens xkoHbumeHIMaIbHON HHpOpManuK, oopadaTeiBaemoii B MC
MIPU YCJIOBUU HAJIUYMS CITY>KEOHOM TallHbI M MEPCOHAIBHBIX JAHHBIX 3 YPOBHS 3aLTUIIEHHOCTH.

9. [IlpaBoBoe perynupoBaHue 3amIUThl HHPOpManu B nHpopmannoHHbix cuctremax GHC
Poccun: nepeunciante HOpMaTUBHBIE TOKYMEHTHI

10. T'ocynapctBennsie uHbopMmanmonnsie cucteMbl ®HC Poccum: kakoi Kiacc UM
IIPUCBOEH?

11. Hazosure unpopmarmonnsie pecypcsl ®HC Poccun

Cnucok JimTeparypbl

a) OCHOBHasl JIUTEpaTypa:

1. HuadopmanmonHass O€30MacCHOCTh B TaONMIAX W CXEMaxX: Y4eOHO-METOAMYECKOe
nocobue. 7-¢ u3a. H.I'. Jlabyrun, O.U. KnumuenkoB. — H. Hosropoa: «Akanemus ®HC JIAB-
Bomray, 2024. — 106 c.

2. Kapnsrues, B. 0. Texnuueckas 3ammra MHGOpPMALMU: OPraHU3aLMOHHBIE OCHOBBI:
VYuebnoe mocobme / B.FO. KapmerueB. — H. Hosropoa: I[IpHBOKCKHN HMH-T TOBBIIICHUS
kBanupuxanmu OHC, 2021. — 44 c. : un.

3. Kenmpmm, H.B. CucremHuas 3amura WHPOpPMAUU KOMITBIOTEPHBIX CeTei. YueOHOe
nocobue — M.: Mup Hayku, 2022. — CereBoe wusnanue. Pexum pgoctyna: https://izd-
mn.com/PDF/43MNNPU22.pdf

4. IHanerux, B.®. KommuekcHas 3ammra MH(GOpPMAnUu B KOPHOPATUBHBIX CHUCTEMaX:
yuebnoe nocodue / B.®. [llanprun. — M.: DOPYM, 2016. — 592 c. — (Bricuiee oOpazoBanue).

0) JONIOJTHUTENbHAS JIUTEPATypa, HOPMATUBHBIE U METOINYECKHE JOKYMEHTHI:

1. Karopun 10.®., PazymoBckuit A.B., Cnuak A.W. 3amura nHpopMauy TEXHUYECKUMHU
cpenctBamu: yueb. [Tocodue / mox pea. FO.®. Katopuna — CI16: HUYUTMO, 2012. — 416 c.

1. MenvhukoB B.B. be3onacHocts nHpopManuu B aBTOMaTU3UPOBaHHbIX cucteMax / B.B.
MenbaukoB. — M.: ®unaHcel U ctatuctrka, 2003,

2. HopMaTHBHO-TIpaBOBBIE AaCMEKTHI 3alIUTH MHPOpMaruu: YdeOHoe mocodme / A.A.
[Mapormmmn. — Bragusoctok: M3a-Bo JlansHeBocT. deaep. yH-Ta, 2010. — 116 c.

3. Koncrutymus Poccuiickoit ®@enepannu (MpuHATa HAa BCEHAPOAHOM ToJOCOBaHMU 12
nexabps 1993 r.) (¢ yuerom nomnpaBok, BHeceHHbIX 3akoHamMu P® o monpaskax k Koncrutymuu PO
ot 30.12.2008 N 6-®K3, ot 30.12.2008 N 7-®K3) // Poccuiickas razera. —2009. — 21 saBapst. —No
7.

4. Jloxtpuna uHpopManuoHHON Oe3zomacHocTH Poccuiickoit denepanun (yTB. YKa3oM
[Mpesunenta PD ot 9 centsiopst 2000 r. [1p-1895) — Poccuiickas razera. —2000. — 28 ceHTs0ps. — Ne
187.

5. @enepanbhsblii 3akoH oT 27.07.2006 N 149-@3 (pen. ot 27.07.2010) «O6 undopmanmu,
MH(POPMAIMOHHBIX TEXHOJOTHIAX U O 3amuTe uHpopmanumny». // Poccuiickas razera. —2006. — 29
utons. — Ne 165.

6. ®enepanbupiii 3akoH oT 10.04.2011 N 63-®3 (pen. ot 01.07.2011) «OO6 sneKTpOHHOM
noanucwuy. // Codpanue 3akonomaarenscta PD, 11.04.2011, N 15, ct. 2036.
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7. ®enepanbhblil 3akoH oT 27.07.2006 N 152-03 (B pen. 261-d3 261 ot 04.06.2011) «O
NEPCOHANBHBIX AaHHBIX». // Poccuiickas razera. —2006. — 29 utomns. — Ne 165.

8. 3akoHn ot 21.07.1993 N 5485-1 (pen. ot 15.11.2010) «O rocymapcTBeHHOU TaitHEY. //
Poccuiickas razera. —2006. — 29 uronsa. — Ne 165.

9. Konuenmust wuHpopmanmonHoir Oe3omacHocT DenepanbHO  HATOTOBOM  CITY:KOBI
(yrBepxkaeHa npuka3zoM DepepanbHON HAIOrOBO#H Cirys:k0b1 0T 13 suBapst 2012 r. Ne MMB-7-4/6 @)

10.Konnenuus cucremsl ynpapieHus uHdopmaimonHoi Oe3zonacHocteio @HC Poccun
(yrBepxaeHa npukazoM denepanbHO HAIOrOBOM Ciay)Obl oT 25 depans 2014 r. Noe MMB-7-

6/66@)

PABOYASA ITPOI'PAMMA JIUCHUIIJINHBI

3ammura nHopMalMK B BLIYHCJINTEIbHBIX CETAX

BBenenune

PaGouass nporpamMMa JAMCHMIUIMHBI —pa3pa0oTaHa Il [POrpaMMbl  HOBBIILICHUS
kBanmuukanuu «KommuiekcHast HacTpoiika 0€30IacHOCTH CUCTEM TEIEKOMMYHHUKAITHI.

B pe3synbpTate 0CBOEHUS NaHHOW JUCLMILIMHBI TOCYAAPCTBEHHBIE TPAXKIaHCKHUE CIIy)KAIUe
nHcnekuuid u ynpasineHudt ®HC Poccum coBeplIeHCTBYIOT CBOM 3HAaHUA M IPUOOpPETAIOT
IIPAKTUYECKHE HABBIKU UCIO0Ib30BaHUs cpecTB 3auThl HHGopmanuu B IC u TKC, no3osstomue
CTIEIUAINCTY IO 3alIUTe WH(POPMAIIMU BBHIIOIHATH MEPOIIPHUATHUS 1O 00ECTIEYCHNI0 0€301MacHOCTH
MH(OpMaIIUU C UCHOJIB30BAHUEM CPEJICTB 3AILUThl HHPOPMALIUH.

HeJ’II/I, 3aJa4u U1 MeCTO yqeﬁﬂoﬁ AUCHUIIJIMHBI B IIPOIECCE MOBBINICHUSA KBaJ’II/I(l)I/IKaIIHH

Ilenp y4eOHOM MUCIMIUTUHBI — COBEPIICHCTBOBAHWE W (WMJIM) IMOJIyY€HHWE HOBBIX 3HAHUH,
YMEHHMI ¥ HABBIKOB CIEIHAIMCTAMHU MO BOMPOCAM HCIOIB30BaHUS MPOTPAMMHOIO OOECTeueHUs
JUIS 3aIIUThI MTHPOpPMAIMK B aBTOMAaTU3UPOBaHHBIX (MHpopMmaronHbix) cucremax (AC (UC)) u
TEJIEKOMMYHUKAIIMOHHBIX CHCTEMaX.

3agaun yaeOHON AUCITUTUTHHBI:

N3yuenune yrpo3 OezomacHoctH uHpopmanuu, cBszaHHbix ¢ HCJI, nns npuoOpereHus
(coBepILIEHCTBOBaHUS) HABBIKOB TOCTPOEHUS MOJIETN YIp03 O€30MMaCHOCTH UH(POPMAIIUH.

CoBepilIeHCTBOBaHHE YMEHUH U HaBBIKOB (OpPMUPOBaHUs TpeOOBaHUN IO 3alIuTe
vH(pOpMaIUU U CO3JIaHNEe CUCTEMBI 3aiuThl nHPopMmaruu ot HC/I.

[TonydyeHne MNpaKTUYECKUX HABBIKOB HCIOIB30BAaHUS MPOTPAMMHOIO OOECTIeueHUs IS
3alUThl HH(OpPMAIUK.

VYueOHasi JUCHUIUIMHA SIBISIETCSI OCHOBHOW M MaKCUMaJIbHOM MO OOBEMY B JTaHHOU
MporpaMMe MOBBIIIEHUST KBaNu(UKaMu. 3HAHUS, YMEHHS U HAaBBIKH, IMOJYYCHHBIE B Pe3yJabTaTe
U3Y4YEeHHs] JIaHHOM y4yeOHOW JUCHUIUIMHBI, MCIONb3YIOTCS CIyHaTeNsiMd TpU  W3Y4YEHUU
nocneAyromei  yuyeOHoi auctumuiuHel  «KOHTpOIb COCTOSHUS 3alUThl  WHGOpMAIMd B
TEJIEKOMMYHHUKAIIMOHHBIX CHUCTEMaxX» U B CBOEH JanbHelIel mpodeccnoHanbHOM e TeTbHOCTH.

TpeOoBaHusi K pe3yabTaTaM 0CBOEHMS Y4eOHOM AU CHUIJIMHBI.

B pesynbrare nzydeHus JaHHON AUCHUTUIMHBI O0YYaIOIIHeCs TOIKHBI:

a) 3Hamo.

MPOLEAYPHI BBISIBICHUS yTpo3 Oe30macHocT HH(pOpMauy Ha 00beKTax HH(OpPMATHU3AIINH,
OpTraHH3aIIH;

obmume TpeboBanuss mo T3U (mo 3ammre wHpopmaumu ot HCJ), TpeGoBanus wu
PEKOMEHIAIIUH T10 3alTUTe 00BEKTOB HH(POPMATHU3AITUY;

MEpBI ¥ CPEICTBA 3aIIUTHI MH()OPMALIMY B TETCKOMMYHHUKAITMOHHBIX CUCTEMAX

TpeboBaHus K cpeacTBam 3amuThl nHGopmanuu B AC (UC);



13

MOPsI0K O(hOpPMITEHUSI TEXHUYECKOW JOKYMEHTAIMH TI0 3aluTe nHpopmammu;

0) ymemn:

AHAIM3UPOBATH YIPO3bl 0€30MacHOCTH UHGOPMAITUH;

ornpeaensiaTh TpeOoBaHUs K cpeAcTBaM 3amuThl nHpopmauuu ot HC/I;

YCTaHABIIMBATh, PUMEHSATh U HACTPAMBATh CPEJICTBA 3aITUTHI HHPOPMAITUH, IPUMEHSIEMbIC
B AC (UC);

NPUMEHSATh Ha TPAKTUKE TOJOXKEHUS HOPMATHBHBIX JIOKYMEHTOB B YaCTU 3allUTHI
nHpopManuu;

B) BJIaJICTh HAaBBIKAMU:

poBeJEHUS Pa0OT, CBA3AHHBIX C 3aIIUTOM HMHOpPMAMM B TEIEKOMMYHHUKAIIMOHHBIX
CUCTEMAX,

YCTaHOBKH, NMEPBUYHON HACTPOWKH KOMIIOHEHTOB CpeacTB 3anuThl uHpopmaruu (C3U)
JIOBEPEHHOM 3arpy3KH U pa3rpaHUdYeHUs JOCTYyIa;

YCTaHOBKH, HACTPOIKU U anMuHucTpupoBanusi C3M B KOMIIBIOTEPHBIX CETAX.

obnactu 3U.
Neri/mm HanMeHoBaHHe TeM Bun zanarus
1. [IpuHIMIIBI TOCTPOEHUS BEIYMCIUTEIbHBIX CETEN JEKIUs
2. Omnpenenenue yrpo3 6€300acHOCTH UHPOPMALUU IPaKTUKa
3. MepsI U cpeicTBa 3aIUTH HHPOPMALIUN B BBIYHCIUTEIBHBIX CETAX IPAKTHKA
4. VYcraHoBKa, HACTpOWKa U aIMUHUCTPUPOBAHUE CPEJICTB 3AILUTHI IpaKTUKa
WHGOPMAIIUY B JIOKAIBHBIX BBIYMCIIUTENBHBIX CETSAX U TPU
MEXCETEBOM B3aUMOJICHCTBUU
S. Hcnonp3oBanue cpencts 3amuTsl nHGopmarun ot HC/I. IPAaKTHKA
AnmunnctpupoBanue kiaueHTos C3U
6. VYcraHOBKa, HACTPOMKA U UCIIOJIB30BAHUE CPEACTB IIpaKTHKa
KpUNTOrpapuuecKoi 3auThl HHPOPMALIUU U SIEKTPOHHON
MOJINUCHU
7. Wcnonp30BaHue CpeCTB YIIPaBICHUS 3alIMIIEHHBIMU CETIMU PAaKTHKA
8. VYnpasieHne HHIUASHTaMH HH(OPMAIIMOHHON 0€30IacHOCTH B IIPAKTHKA
THO

OO6beMm 3ansTuil o muciuminHe — 32 vaca (44,4% ot Bcero oo0bemMa mporpaMmel).
PedeparuBHoe onucanue Tem

Tema Ne 1. IIpuHIUNbI NOCTPOCHUS BHIYMCIUTEIbHBIX CeTeH

BoruncnurenbHble CUCTEMBI M CUCTEMBI Tiepeiaun HH(OpMAIIHH.

JlokanbHble, T00aIbHBIE BBIYMCIUTENbHBIE CETH M CHUCTEMBI Iepenayd HH(pOpMalMH.
Mopnens  B3aumoneictBuss  OTKpbIThIX  cucteM  (OSI).  IIporpammuoe  oOecrneueHwue,
nojajepkuBaroniee pabory ceru. O6opynoBanue, npeaHa3HaAY€HHOE JUIsl 00bEeIMHEHUS JTOKATBHBIX
BBIUMCIIUTENBHBIX ceTell. TexHonorus ympaBieHus B3aumoneiictBueM B ceTH. OOoOiieHHas
CTpYKTypa U (YyHKUIUHU TJI00aIbHBIX KOMIbIOTEpHbIX ceTed. Texnonorus Ethernet, ocHOBHBIE
yCIIyTu U cepBUCH ceTu. OpraHu3ainus U CEpBUC BUPTyalbHbIX YacTHbIX ceTeil (VPN).

Knaccudukanus BbIYUCIUTENBHBIX (KOMIBIOTEPHBIX) ceTeld. THIbl KOMIBIOTEPHBIX ceTeil
1o croco0y yIpaBJIeHHs: OTHOPAHTOBBIE CETH U CETH C BBIICJICHHBIM CEpBEPOM, pabouasi rpymnma u
JIOMEHHAs! CETh.

Crex mnporokonoB TCP/IP: cocraB M Ha3HaueHHE MPOTOKOJIOB NEepeAayd JaHHBIX.
[Tpunnmmne! [P-anpecanuy 1 MapupyTU3alnnuy B CETSX.

Tema Ne2. OnpenesieHue yrpo3 06e30nacHoCTH HH(pOPMaNUH

[Tonsitne n obmas knaccudukanus yrpo3 6e3onacHocTd uHbopmaruu. Mctounuku yrpos
6e3onmacHoctu nHpopmanuu. Mozaenu yrpo3 0ezomacHOCTH MHPOPMALMU B HHPOPMALTMOHHBIX H
TEJIEKOMMYHUKAIIMOHHBIX CUCTEMAX.
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Metoapl OIEHKH yrpo3 O€30MacHOCTH WH(POPMALUHU, BBISBICHUS YSI3BUMOCTEH B
aBTOMAaTU3MPOBAHHBIX (MH(OPMALIMOHHBIX) U TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMAX.

Bank maHHbBIX yrpo3 Oe3omacHOCTH MHPOPMAILINHU, COACPIKAIMNA CBEACHUS 00 YsI3BUMOCTSIX
IIPOrpaMMHOI0 O0€CIeUYeHUs, UCIOIb3YyeMOr0 B aBTOMAaTU3MPOBAHHBIX (MH(OPMAIMOHHBIX) U
TEJIEKOMMYHUKALMOHHBIX CUCTEMAX.

Onucanue ysA3BUMOCTEH IPOrpaMMHOIO OOECIEeUYeHHs, BKIIOYEHHBIX B 0a3y JaHHbBIX
ySI3BUMOCTEM  MPOTpaMMHOrO  OOECleueHus, HUCHOJb3YEMOIO B  aBTOMATHU3MPOBAHHBIX
(MHMOPMAITMOHHBIX ) CHCTEMAX.

MexayHapOoAHbI MOAX0A K BBIABICHHIO W aHAIM3Y YA3BUMOCTEH HH(DOPMAIIMOHHBIX
cucreM, 0a3bl JaHHBIX, COJEpIKAllMe ONMHUCAHHE YA3BUMOCTEH MH(OPMAIMOHHBIX CHCTEM, B TOM
yrcae CVE. O6mas cucrema OIleHKH ySI3BUMOCTeH nHpOopMaMoHHbBIX cucteM (cTtangaptel CVSS)

Ilenu m 3agaun MepoIpHUSTHH O OLIEHKE PUCKOB Yrpo3 0e30MacHOCTH HH(pOpMALUU.
OCHOBHBIE ATaIbl MEPOIIPUATHM MO OLIEHKE PUCKOB. CTPYKTypa CLieHapHeB HAHECEHU S BO3MOKHOTO
yiepoa.

MeTtouka oLeHKH yrpo3 0€301acHOCTH HH(OPMALIUK COTJIACHO METOAMYECKOI0 TOKYMEHTa
OCTIK Poccun.

Tema Ne3. Mepbl M cpeicTBa 3a1IUTHI HHGOPMALMU B BEIYHCIUTEIbHBIX CeTAX

Kommexc meponpustuii mo T3U ot HCJI. O6mas xapaktepucTuka 1 Kiaccupukanus Mep
Y CPEJCTB 3aIIUTH HH(OPMALIUH B TEJICKOMMYHHKAIIMOHHBIX CUCTEMAX.

TpeOoBanus K MepaMm 3alIUThI uHpOpMaIuy, peann3yeMbIM
B aBTOMAaTU3UPOBAHHOU (MH(OPMALIMOHHONW) U TEIEKOMMYHHKAITMOHHON cHUcTeMe. Mephbl 3aluTh
MHpOpPMAIMKM B TEJIEKOMMYHUKAIIMOHHBIX cucTeMaX. OCOOCHHOCTH CO3/IaHMs CHCTEMbI 3allUThI
uHpOpPMAIMKA KaK OO0ECTeUMBAIONICH MOJCUCTEMbl ABTOMATU3UPOBAHHOW (MH(MOPMAITMOHHOH)
cucteMbl. CUCTEMHBIE U IOKYMEHTAIlMOHHBIE YaCTU CUCTEMBI 3aIUThl UH(OPMALIUH.

Tema Ned. VYceraHoBka, HacTpoilka M aAMMHHCTPHPOBAHHME CPEACTB 3aIMThI
HH(OPMALNH B JIOKATbHBIX BBIYHCIANUTEIbHBIX CETAX H MPH MEKCETEBOM B3aMMOJCHCTBHHI

VYcraHoBKa, HACTPOIKa, IKCIUTyaTallusi U TEXHUYECKOE OOCIY>KMBAHHUE CPEACTB 3aIUTHI
MHPOPMAIMKM B JIOKAIBHBIX BBIYUCIMTENBHBIX CETSX M IPU MEXKCETEBOM B3aUMOJCHCTBUMU.
MesxceTeBble 3KpaHbl, TpeOOBaHUS K HUM U CIIOCOOBI IPUMEHEHHSI.

Cucrembl 00HapyKEHUS! BTOpXKEHUI, TpeOOBaHUs K HUM U cIocoObI mpuMeHeHus. CpezcTaa
AHTUBHUPYCHOM 3aIIUThI, TPEOOBAHUS K HUM M CLIOCOOBI TPUMEHEHHUSL.

CrienmanpHble MPOrpaMMHO-aNIApaTHbIE U IPOrPaMMHbBIE KOMIUIEKCHI JOBEPEHHOM 3arpy3Ku
U pasrpaHMyeHHst KOHTposst aoctyna. CpencrtBa peructpauuu u ydera. CpenctBa (MeXaHU3MBI)
obecrieueHHs 1IeTIOCTHOCTU MH(OPMALIUH.

Tema NeS. MHcnoan3oBanue cpeactB 3amutbl  uHpopmamuum ot HCU.
AaMuHHCTpHpOBaHHe KaneHToB C3U

CpenctBa 3amuTsl UHGOpMaIK, BCTpOeHHbIE B omnepanuonHble cucreMbl (OC). Cucrema
pasrpaHuueHHs JOCTYyIa Mojb3oBaTesel k o0bekram. HasHaueHue pasperieHnii noabp30BaTeIsiM Ha
noctyn kK (¢ailmaMm, mnamkaMm, IuUcKaMm, ycrpoictBaM. KoHTponb 3amycka Moib30BaTeNsiMu
IIPUJIOKEHUN U IIPOLIECCOB.

[IporpammHble CpeAcTBa JIOBEPEHHOM 3arpy3Kd M pa3TpaHUYeHHUs KOHTPOJIS JIOCTYIIA.
CpenctBa peructparun u ydera OC. CpexactBa (MexaHH3MbI) OOECIEUEHHUS IEIIOCTHOCTH
unpopmarmu OC. VX HacTpoiika 1 UCIOJIb30BaHUE.

Tema Ne6. YcraHoBka, HaCTPOiiKa M HCIOJb30BaHHE CPEACTB KpuUNTorpagpuyeckoi
321U THI HHPOPMAIMHU U JIEKTPOHHOM MOANMCH

CpenctBa kpunrorpaduueckoit 3amutsl nHGopmarun (CK3U): nonsTHe, pa3HOBUIHOCTH,
HazHayeHue U (YHKIUU 110 3amuTe nHdopMaluu. Y cTaHOBKa, HacTpoiika u ucnons3oanne CK3U
Kpunrollpo CSP, KpuntoAPM.

dopmMupoBaHUEe KIFOYEBON HH(MOpPMAIH Tosib3oBaTessl. [loydenre u ycTaHOBKA JTMYHOTO
cepTudHKaTa, IOBEPEHHOIO KOPHEBOTO cepTH(UKAaTa W CIHCKAa OTO3BAHHBIX CEPTH(PHUKATOB.
Jamm@poBaHue M paclIM(ppoBaHME IIepelaBaeMbIX [0 CETH JOKyMeHTOB. IloctaHoBka
3JIEKTPOHHOM MOANMCH HA TOKYMEHT U €€ IIPOBEpKa.

Hcnonp3oBanne KpUNTOrpa@uIecKy 3aUIEHHON JIEKTPOHHOM MOYTHI.
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Tema Ne7. Ucnosib30BaHMe CPeICTB YNIPaBJICHHUS 3AIIMIIEHHBIMU CETAMH

[TousiTvie ¥ Ha3HAYCHHUE 3AIUIIEHHON ceTH (BUpTyansHON yacTHO# cetn, VPN). Ctpykrypa
3aIMIIEHHON CETH U TEXHOJIOTUH, IIPUMEHSEMBIE B HEN.

[IpoekTpoBaHHe M CO3JaHME 3AIUUIIEHHOW CETH C IMOMOLIBI CIELUAIU3UPOBAHHOIO
MIPOrPaMMHOI0 OOecrieueHus. 3aJaHie 3alUIIEHHBIX CETEBBIX Y3JI0B, POJICH Y3JI0B, CBS3EU MEXKIY
Humu. Co3JaHue MOJb30BAaTEICH 3alUINEHHBIX Y3JI0B, CBsi3ed Mexny Humu. PopmupoBaHue
CrIpaBOYHON MH(pOPMAINH 3AIMUINEHHON ceTH. DopMHUpOBaHKE KIFOYEBOW MH(OPMALIUU CETEBOTO
y3J1a U TO0JIb30BaTeIs.

YcraHOBKa, HACTPOWKa M MCIOJIBb30BaHKE MPorpaMmmuoro odecrieuenus VipNet.

Tema Ne§. YnpapJienne nHUMAeHTAMU MH(pOpManuoHHoii 6e3onacHoctu B THO

VYnpaBieHne MHIUACHTAMUA HMH()OPMAIMOHHOW OE30MaCHOCTH KaK BaXKHAs COCTABIISIOIIAS
cucremsl Ub.

OCHOBHBIE LI€NM YNPABICHUS HMHUUACHTAMM: JIOKAJIU3alUUsl W JIMKBUJALMS MOCJIEACTBUN
uHIMeHToB 1b; ycraHOBIeHME BHHOBHBIX JIMI M UX MOTHBALUM, O00ECHEYEHHE BO3MOXKHOCTU
MIPUBJICYEHUS! UX K OTBETCTBEHHOCTH; aHAIM3 MHLMJCHTOB U MPUHATHE MEP IO MPEIOTBPAIIECHUIO
MOJIOOHBIX B OyTyIIIEM.

Co6op cBugerenbcTB nHUKAeHTa b — BaxkHelas yacTe mpouecca He3aBUCUMO OT TOTO, B
KakuX LeJIIX MPOBOAUTCS paccierioBanue. Bee cBuaerenscTBa coOpansl, MpoBeAeH uxX aHanu3. Ha
OCHOBaHHH PE3yJIbTATOB aHAJIM3a HYKHO, BO-TIEPBbIX, YCTAHOBUTH TTTyOMHHBIC IPHYNHBI HHIHICHTA
JUId TIPUHATHS TIPEBEHTUBHBIX MEpP, a BO-BTOPBIX, IONBITATHCA YCTaHOBUTH JIML, BUHOBHBIX B
BO3HUKHOBEHUHU MHIUJCHTA. BhIsBICHNE HApyILIUTEINs — 33/a4a HE BCEr1a BBIIIOJHUMAs, 0COOEHHO
IIPU BBIABJICHUM CJIOKHBIX M YNAICHHBIX aTak, HO B CIy4ae BHYTPEHHUX HapyLIEHUH 3TO MOYTU
Bceraa ynaercs. Pabora mmo naeHTH(uKamy BHHOBHUKA MIPOBOUTCS B COBOKYITHOCTH C 0OyUeHHEM
IIPUEMaM YCTAHOBJICHUS IICUXO0JIOIMYECKOI0 KOHTAKTa C COTPYAHUKAMHU.

PazBuTre HaBBIKOB 3 PEKTUBHOTO MpreMa, 00pabOTKU U repeaayn HH(popManuu B mporecce
KOMMYHUKalui. Pa3BuTHe HaBBIKOB apryMeHTallMM W KOHTpapryMmeHTtauuu. OBiageHue
3¢ (GEeKTUBHBIMU CTPATErUSIMUA KJIMEHTOOPUEHTHPOBAHHOTO MTOBE/ICHUS ITPH B3aUMO/IEHCTBUM.

MeToauuecKkue PE€KOMEHIANH

3aHATUS MO JAUCUUIUIMHE MPOBOJATCS B (opme JeKuMi M mpakTHueckux 3aHaTuil. [Ipu
MIPOBEJICHUH JIEKIMH 0053aTeNbHO HaAJWYME MPE3CHTAlMM U HCIIOJIb30BAHUE MYJIbTUMEIUWHON
TEXHUKHU.

[Ipn peanuzanuy AWCHUIUIMHBI B paMKax @POrpaMMbl MOBBILIEHHS KBalU(pUKALUU
NPUOPUTET OTHAETCA NPAKTUYECKOH HAINPaBICHHOCTH OOYYeHMs: MPAKTUYECKHE aCIEKThI
MPUMEHEHUs 3aKOHOJATEeNbCTBA M HOPMATUBHBIX JOKYMeHTOB P®; peanuzanus TpeOoBaHUil
HOPMAaTHBHBIX JIOKYMEHTOB IIPU opranu3anuu 3auutsl nHpopmanyu ot HCJl Ha oObekTe 3aIuThl,
OCOOCHHOCTH TOJTOTOBKHM JIOKAJbHBIX AaKTOB, PErJaMEHTUPYIOIIHUX HCIOJIb30BaHUE CPEACTB
3alIUThl UH(OPMAIIMH, a TAKXKE, TPAKTUYECKUE aCTIeKThI 3aIUThl HHPOPMALIUHU C UCIOIb30BAHUEM
OTEYECTBEHHOI'O ITPOrPaMMHOT0 O0yUYEHUSI.

Jlist IpoBeieHNs BCEX 3aHATUU 10 JUCLUIIIINHE PEKOMEHYETCsS IPUMEHATh COBPEMEHHBIE
(GbopMbI 1 MeTO1bI 00YUYEeHUS, BKIIIOUAsi aKTUBHBIE M HHTEPAKTUBHBIE.

Jlnst mpoBeZieHHs JIEKIMOHHBIX 3aHATHUH HCIOJB3YIOTCS aKTUBHBIE METOJbl OOYyYeHHs,
CTUMYJIAPYIOIIUE [103HABATEIBHYIO JEATEIBHOCTh CIyIIaTeNIed, ONMPasCh HAa METOJMYECKHE
OCHOBBI II€JarOTUYECKON TEXHOJIOTUU «Pa3BUTHE KPUTUYECKOTO MBILLIIICHUSD.

TexHOI0rHueCcKy0 OCHOBY COCTABIISIET 0a30Bast MOJEIIb TPEX CTAUM «BBI30B — peaIn3aLusl
cMbIciia (ocMbIciieHne) — pediaekcust (pa3MbIIUIEHUE)», KOTOpast MO3BOJSET IOMOYb CIyLIaTeNsIM
CaMHM OMpPENeNSITh LIeTN 00yYEHUs], OCYIIECTBIISITh AKTUBHBIM MOUCK MHPOPMAIIMK U Pa3MBILUIATh
O TOM, YTO OHHM y3HanHu. Ha craaum BbI30Ba (evocation) B CO3HAHUHU CIyIIaTeled MPOMCXOIUT
IIPOLIECC aKTyaIU3aluN UMEIONINXCSA 3HAHUN U IIPEJICTaBICHUN O IpeaMeTe u3ydeHus. [lockonbky
IIPU ATOM COYETAIOTCS WHAMBHUIYyalbHAas M IpynroBas (opMbl pabOThI, y4acTHe clylIaTeneld B
00pa30oBaTEIbHOM  IPOLIECCE  AKTUBHU3MpYETCs, (OPMHUPYETCsl IO3HABATENIbHBIA  HMHTEpEC.
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Pe3ynbTaTom JaHHBIX IPOLIECCOB SABISETCS CAMOCTOATENBHOE ONIPEAECIIEHNE MU 1IENN albHEUIEen
y4eOHOU JeATeTLHOCTH.

Ha craauun ocmbicienus (realization) ciaymiarenb BCTYNAeT B HETIOCPEACTBEHHBIN KOHTAKT €
HOBOM wHoOpManueln — HocuTeleM HOBbIX uiei. [Ipomcxomut ee cucremarmsanusa. Cramus
pednekcun (reflection) xapakrepu3yercss TEM, YTO CIYIIATEIH 3aKPEIUISIOT HOBBIE 3HAHUS W
aKTHUBHO INEPECTpauBalOT COOCTBEHHBIE NPEACTABICHUS C TEM, YTOObI BKJIIOYUTh B HUX HOBBIC
noHatusi. Takum 0Opa3oM, MPOUCXOTUT “TIPUCBOCHHE HOBOT'O 3HAHUS M (OPMHPOBAHUE HA €TO
OCHOBE CBOETO apryMEHTHPOBAHHOTO MIPEICTABICHUS 00 N3y4yaeMOM OOBEKTE.

B xozxe paboTel Mo TakoW MoJenu OOydJaroluecs OBIAAEBAIOT PA3IMYHBIMU CIIOCOOAMH
MHTETpUpPOBaHUS HH(pOpPMALMK, YdaTcsi BbIpabaThiBaTh COOCTBEHHOE MHEHHME Ha OCHOBE
OCMBICJIEHHUS Pa3JIMYHOIO OIBITA, UIEH U MPEACTAaBIECHUHN, CTPOUTh YMO3AKIIOUEHUS U JIOTUYECKHE
LIENU J10KA3aTeJIbCTB, BBIPAXKATh CBOU MBICIU YE€TKO, IOHATHO JJIS APYTUX, YBEPEHHO U KOPPEKTHO
10 OTHOLLEHUIO K OKPY)KAIOIIUM.

IIpu mnpoBeneHMH 3aHATUN O00S3aTENBHO YUUTHIBAETCS paclHpeieieHUe BpPEMEHH Ha
JIEKLMOHHBI MaTepHall U BBIIIOJHEHUE TPAKTUUECKHUX 3aHITHUH B COOTBETCTBUU C YTBEPKICHHBIM
y4eOHO-TeMaTUYECKUM ILIaHOM.

[TpooIKUTENFHOCT ayAUTOPHBIX 3aHATHH — 2-4 ayAUTOPHBIX Yaca.

Ha nexkuuoHHBIX 3aHATUSX U3JNaratoTcss HauOojiee BaXKHbIE M CIIOXKHBIE BOIPOCHI,
SIBJISIFOIUECS. TEOPETUYECKOM OCHOBOM HOPMATUBHBIX JOKYMEHTOB M INPAKTUYECKUX JEHCTBHM.
Yacth JIeKUUMH MOXET Hu3JaraTbCs MPOOJIEMHBIM METOJOM C IPUBJICUEHUEM CIyIIaTesed i
pemeHus chopMyITUPOBAHHBIX IPENoIaBaTeIeM MpooIeMm.

Kaxxnas nexkuus nomxHa:

— UMETb YETKYIO CTPYKTYPY U JIOTUKY PACKPBITHSI [10CJIEJOBATEIbHO U3JIaraéMbIX BOIIPOCOB
(TOHSITHITHAS JTMHKS JICKITUH );

— UMETh TBEPbI TEOPETHUECCKUN U METOIMUECKHI CTEPKEHB, BAXKHYIO ITPOOJIEMY;

— MMETh 3aKOHYEHHBIH XapakTep OCBEIICHUS ONpEeAETICHHON TeMbl (IIpoOIeMbl), TECHYIO
CBSI3b C MIPEbIAYIINM MaTEPUAIIOM;

— OBITh JOKA3aTENbHOM M apryMEHTUPOBAHHOM, COJIEPKATh 10CTaATOYHOE KOJIMUYECTBO IPKUX
1 yOeIUTENbHBIX IPUMEPOB, (HaKTOB, 000CHOBAHM, UMETh YETKO BBIPAXKEHHYIO CBSI3b C IPAKTUKOM;

— OBITH MPOOJIEMHOMN, PACKPBIBATh TPOTHUBOPEUMS M YKa3bIBaTh MyTH UX PELICHUS, CTABUTh
nepeJ1 00y4JaroMMUCS BOIIPOCHI 7Sl pa3MbIIUICHUS;

— 0051a1aTh CUJION JIOTMYECKOM apryMeHTallMM U BBI3BIBATh Y ClyliaTreiaed HeoOXOAUMBIN
MHTEpEC, 1aBaTh HAIMIPaBJIEHUE JJISl CAMOCTOSITENILHON paboThI;

— HaxOJIUThCSl HA COBPEMEHHOM YPOBHE Pa3BUTHUS HAYKU U TEXHUKH, COJEPKATh IIPOTHO3 UX
pa3BUTHA Ha OJM>KalIIue ro/ibl;

— OTpaXkaTb METOJUYECKYI0 00paboTKy Marepuana (BbIIEJEHUE TJIaBHBIX MbICIEH H
MI0JIOKEHUH, TIOJYEpKUBAHNUE BBIBOJIOB, [IOBTOPEHUE UX B Pa3IMUHBIX (POPMYINPOBKAX);

— OBITh HAIVIAJHOM, COYETAThCS MO BO3MOXKHOCTH C JIEMOHCTpAIMel ayanOoBU3yalbHbBIX
MaTepuajoB, MaKeTOB, MOJIeNIel U 00pa3IoB;

— W3JIAraTbCs YETKHUM U SICHBIM SI3bIKOM, COZIEpXkaTh Pa3bsCHEHHE BCEX BHOBb BBOJUMBIX
TEPMUHOB U ITOHATHUH;

— OBITh OCTYIHOM JUIsl BOCIIPUSTHS JAaHHOM ayIUTOPHEH.

Ha mpakTudeckuie 3aHATUSI BBIHOCSITCS BOIIPOCHI, YCBOEHUE KOTOPBIX TPEOyeTCsl Ha ypOBHE
HaBBIKOB U yMeHuH. [Ipu npoBeieHNH NpakTHYECKUX 3aHATUI HE0OX0IMMO 0TpadaThIBaTh 3a4aHNU,
YUUTBIBAIOIINE CHIEU(UKY BBITOIHAEMbIX (YHKIIMOHATBHBIX 00sI3aHHOCTEHN CITyIIaTeNIIMU KYpPCOB
10 CBOEMY NpOQeCcCHOHATBHOMY IMpEeIHa3HAUCHHUIO, B TOM YHCIE MpeayCMaTpUBaTh 3a/JaHUs C
MIPOBEJICHUEM JIEJIOBBIX UTP (3MHU30/10B) U CO3TAaHUEM MOJIEIEeH TUITOBBIX CUTYaI[Hil.

JUia npoBeAeHMs NPAKTUYECKUX 3aHATUN JIOJKHBI MCIIONB30BAThCSl METOAMYECKHE
pa3paboTKy, MO3BOJISAIONINE WHAMBUAYATM3UPOBATh 33JaHUS 00y4aeMbIM B 3aBHCHUMOCTH OT HX
JOJDKHOCTHBIX Kareropuid. Takue 3amaHusi MpeACTaBIAOT cOOOW MpoOJIEeMHBIE CHUTYallMOHHBIE
BapUaHThl, Pa3IMYaAIONIMECs MOJEIAMH HH()OPMALMOHHBIX CHCTEM, U HAOOpPOM KOHKPETHBIX
NeWCTBUHM, CYIIECTBEHHBIX Ui OINpPEACIEHHBIX KaTeropuil o0y4daeMblX, OOBEIUHEHHBIX B
COOTBETCTBYIOIYIO IOATPYIIILY.
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BaxHeHWmmM 371eMEHTOM MPAKTUYECKOTrO 3aHATHS sBIIseTCsl yueOHas 3aaa4a (mpobiema),
npeuiaraemas ais pemenus. [Ipenonasatens nogdoupaet npuMepsl (3a1a41 U JIOTHUECKUE 3a1aHU)
JUIsL IPAKTHYECKOr0 3aHATUS, NPEACTaBIsAET IUIAKTUUECKYIO LEIb. IMPUBUTHE KaKUX HABBIKOB U
YMEHUH NPUMEHHUTEIbHO K KaKIOW 3ajjaue yCTAaHOBUTh, KAKUX YCHJIMH OT OOydaroIIMXCs OHa
notpelyeT, B YeM JOJDKHO MPOSBUTHCS TBOPUYECTBO CIyIIATENeH PU PELICHUHU TaHHOM 3a/1a4H.

[Ipy muiaHMpPOBaHMU MPAKTHUUECKOTO 3aHATHS U pa3paboTKe MHIUMBUAYAJIbHBIX 3aJaHUN
IIPENOAABATEIO BaXKHO YUUTHIBATH IIOJAIOTOBKY U MHTEPECHI KaXK10TI0 CIIyIIaTes.

Pexomenayercst cHauana jaBaTh JIETKHME 3aJaud  (JIOTMYECKME 3a/aHus), KOTOphIE
paccyMTaHbl Ha PENPOAYKTUBHYIO JESTENBHOCTh, TPEOYIOIIYI0 IPOCTOTO BOCIPOU3BEICHHS
Croco0OB JEUCTBUS, JaHHBIX HA JIEKIMH I OCMBICIIEHUS U 3aKpeIuleHus B namsaTu. Takue 3a1aun
[IOMOTal0T KOHTPOJUPOBATh IPABWIBHOCTH NMOHMMAHUS OOYYaIOIIMMUCS OTIENbHBIX BOIIPOCOB
M3Yy4EHHOI'0 Marepuana HeOoJbIIoro oobemMa (Kak MmpaBuilo, B Mpejeax OAHOM jekuun). B atom
cilydae rnpeobia1aeT peneHue 3a1ad mo oopasiyy, npeaoKeHHOMY Ha JIEKIIHH.

3ateM cozepikaHue yd4eOHbIX 3ajau ycioxHsercs. [lpeanararorcs 3aia4um, pacCUMTaHHbIE
Ha PEeNnpoayKTUBHO-TIPE00Opa30BaTENbHYIO AESITEIbHOCTD, IPU KOTOPOU 00yYaroIeMycsi Hy>)KHO He
TOJIKO BOCHPOM3BECTH H3BECTHBIH €My cmoco® JelcTBUH, HO W JaTh aHajiu3 €ro
1eJ1IecO00Pa3HOCTH, BBICKA3aTh CBOM COOOPaXCHMS, OTHOCSIIUECS K aHAIM3Y YCJIOBUH 3aaaud,
BBIIBUTAEMBIX TUIIOTE3, TIOJTYYEHHBIX PE3YJIBTATOB. DTOT THII 3314 110 OTAEIbHBIM BOIIPOCAM TEMBbI
JOJDKEH pa3BUBATh YMEHUS M HAaBBIKM NPUMEHEHUs M3Y4YEHHBIX METOJOB M KOHTPOJUPOBATH HX
HaJIn4yKe y 00y4yaromuxcsl.

B nanpHeiliiem conep)kaHue 3ajad (JJOTMYECKUX 3aJaHHUI) CHOBA YCIIOKHSAETCS C TaKUM
pacueToMm, 4TOOBI MX pelIeHHe TpeOOBaJl0o B Hayaje OTIEJIbHBIX 3JEMEHTOB IPOIYKTUBHOU
NeSITENIbHOCTH, a 3aT€M — IIOJIHOCThIO IPOAYKTUBHOM (TBOpueckoi). Kak mpaBuio, Takue 3aauu B
LIEJIOM HOCAT KOMIUIEKCHBIH XapakTep M INpeAHA3HAYEHbl A KOHTPOJS IIIyOMHBI W3Yy4eHUS
Marepuaia TeMbl WU Kypca.

BeicTpauBasg cucremy 3agad IIOCTEIIEHHO BO3PACTAIOLICH CIIOKHOCTH, IIPENOJaBaTellb
NoOMBaeTCsl yCBOEHUS CIylIaTeNs MU HanboJiee BaXKHBIX METOJOB M IPUEMOB, XapaKTEPHBIX IS
JTaHHOU y4yeOHOW AMCIUIIINHBL.

C uenblo ompeneneHUs KauecTBa YCBOGHMs MarepHalia IPOBOAMUTCS IMPOBEpPKa 3HAHUMN
CIIyLIaTEeJIE C HCIOJIB30BAHMEM COBOKYIIHOCTH KOHTPOJIBHBIX 3aJaHUA M BOIPOCOB B BHJE
TEKYILEro U UTOrOBOr0 KOHTPOJIS.

Texymuii KOHTPOJIb OCYLIECTBISETCS Ha 3aHATHAX B CaMbIX pa3HOOOpa3HbIX (opmax —
omnpoca CiIymaTesed M0 M3y4EeHHBIM BONpPOCaM, AUAJIora C IMPErnoAaBaTeIeM BO BpEMs JICKIUH,
IIPOMEXYTOUYHOTO TECTUPOBAHUS, BBINIOJIHEHMSI CIIYILATENSIMA MHAUBHUIyaJIbHBIX 3aaHUH 110 TEMaM
W3y4aeMOU TUCUUIUIAHBIL.

[IpakTuyeckue 3axaHus

1. BroinmonHuTe peKoMeH1yeMble MpaBuiia 0€30MacHOr0 UCIOIb30BaHUs YUETHBIX 3aIHCeH:
CHayajla TepeMMEHYHTe BCTPOCHHYIO YYETHYIO 3amuch AAMHUHUCTpaTop B Sysadmin, 3aTem
no0aBbTe YUETHYIO 3alIUCh AJIMUH, BBeIUTE €€ B Ipynny AIMUHUCTPATOPhl. OTKIIOYUTE YUETHYIO
3anuck Sysadmin i 6e30macHoi paboThl C CUCTEMOM.

2. HasnaubTe W mpoBepbTE MMpaBa IOJIb30BATENICH CHUCTEMBI IUIsl JOCTYIAa K Ialke Ha
cepsepe.

3. HaznaupTe m mpoBephTe MpaBa IS YAAIEHHOTO TOCTYIa MOJIh30BaTENeH K Mamke Ha
CETEBOM pecypce.

4. Pa3rpaHu4uTh MOJTHOMOYUS MOJIB30BATENEN Ha 3aITyCK PAa3HbBIX CETEBBIX MPUIIOKEHUH.

5. HacrpoiiTe nepBoHavagbHblE MapaMeTpbl O€30MAaCHOCTU: OTKIIIOUEHHE MOTEHIIMATBHO
OTIACHBIX CIIYXO0, UCIOIb30BaHUE JIOKATBHBIX TapaMeTPOB 0€30MaCHOCTH.

6. C nmomomuipto BKIaaku «JlocTym» B CBOMCTBax Mamnku Ha cepBepe HacTpouTe OOumii
JOCTYII JUTsl YIETHBIX 3aMKCeil ¢ pabodei CTaHIIUH.

7. HactpoiiTe ceTeBble MOIKIIOUEHUS B BUpTyainbHOH MammHe SRV: 1-e coenuHenue —

10.0.1.100, 2-e coequrenue — 10.0.2.100.
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8. Hacrpoiite Cinyx0y MapmpyTH3aIliK U YAAJIEHHOTO AOCTYIA, UCIIONb3Ys BXOASIIUE U
ucxosire GUIBTPBI Ha 3aMpeT MPOIycKa MakeToB 1o mpotokoiam ftp, http, smtp, pop3.I1posepste
neiicTBue (pUIBTPOB.

9. Hacrpoiite B Cnyx0e MapmipyTuzaluu 4 yAaJEHHOTO JOCTyNa MpeoOpa3oBareib
cereBbix ajgpecoB (NAT).

10. 3anperute mnonb3oBaTento USerl Ha pabGoueld CTAaHIMU BBINOJHEHHE HEKOTOPBIX
NPUIOKEHHH, Hanpumep, iporpamm |E u Paint.

11. VcraHoBHTE M HACTPOWTE MeXCeTeBOM sKkpan u kpunronuto3 VipNetCoordinator.

12. Hactpoiite tpansutabie ¢uibtpel  VipNetCoordinator Ha 3amper mNakeToB IO
npotokosam ftp, http. IIpoBepsTe nciicTBrE GHIBLTPOB.

13. Hacrpoiite nokaneHble ¢(uibrtpel  VipNetCoordinator nHa 3amper mNakeToB MO
npotokosam ftp, http. IIpoBepsTe neiicTBrEe GPUILTPOB.

14. VYcranosure CK3U KpuntollpoCSP u KpuntoAPM Ha BupryansHyro mamuny ¢ OC
AstraLinux.

15. C momompro KpunroAPM cdopmupyiite 3anpoc Ha cepTHUPUKAT K YIOCTOBEPSIOMEMY
uentpy Kpunrollpo, pazsépuyromy B BUpTyanbHoii cetu 1o ajapecy 10.0.1.250. ITonyuure oT HEro
CepTH(HKAT CBOETO OTKPHITOTO KIIF0Ya, CEPTUPUKAT KOPHEBOTO YAOCTOBEPSIIOIIETO IEHTPA, CIIUCOK
oto3BaHHbIX ceptuduraToB (CRL); ycranoBute ux B KpuntonpoCSP Ha cBoeit paboueii craHuuu.

16. Co3pmaiiTe JOKYMEHT TMPOU3BOJBHOTO cojepkaHus. C TOMOIIBIO MPOrPaMMBbI
KpuntoAPM noanumuTe 3TOT JOKYMEHT CBOUM CepTU(HUKATOM (3aKPBITHIM KIIFOUOM), COXPAHHUTE
ero B Bujie (aiina.

17. Cxonupyiite u3 mnanku Kitouum mNOAMUCAaHHBIA COCEOM JOKYMEHT, MPOBEPHTE C
nomouipio KpuntoAPM noanuck Ha MOJYyYEHHOM JIOKYMEHTE M W3BJIEKMTE U3 IOJIYYEHHOTO OT
cocefia MOAMUCAHHOTO (aiiia UCXOTHBINA JOKYMEHT.

18. OOwmewnsiitech ¢ cocenmoMm cepTuuKataMu OTKPHITOro Kiroda. s sToro cHauama
cKomupyiiTe cBoi cepTu¢ukar kiaodya B manky Kimrouw, Haxoxsumrytocs B mamke OOmias Ha
10.0.1.253, 3aTem ckonupyiTe OTTY/1a U YCTAHOBUTE CEPTU(PUKAT COCe]a HA CBOM KOMIIBIOTED.

19. Co3paiiTe IOKYMEHT TMpPOU3BOJBHOTO cojepkaHusi. C TOMOIIBIO MPOrpaMMbl
KpuntoAPM 3amudpyiite ero cepruduxarom Bamiero cocena. 3ammdpoBannbiii ¢aiin oTpaBbTe
B ceTeByto nanky Kitoun B manke O6mas Ha 10.0.1.253.

Cnucok JuTeparypbl

a) OCHOBHasl JIUTEpaATypa:

1. UudopmanmonHas 06e30macHOCTb B TaOIMIAaX M CXEMax: Yy4eOHO-METOAMYECKOe
nocodbue. 7-¢ u3n. H.I'. JlaGyrun, O.M. KnumuenkoB. — H. Hosropona: IlpuBoimkckuil MH-T
noBbiieHus kBanmpukarun GHC, 2024. — 106 c.

2. besonacHocTh omneparoHHOM cucteMbl Astra Linux Special Edition. Y4e6. mocobue
st By30B. — EkarepunOypr: QPSoft, 20109.

3. be3omacHOCTb OlepalmoHHOM CHCTEMBI CIeNMaNbHOr0 HazHaueHus Astra Linux Special
Edition. bypenus I1. B., [lestaun I1. H., JIe6enenko E. B., IIpockypun B. T'., [lubyns A. H. — M.:
I'opsiuas JIuaus — Tenekom, 2019.

4. BuyxoB, A. A. OcHOBbl HMH(OPMALIMOHHOW O€30MacCHOCTU: 3alUTa HHGPOPMAIUU:
yuebHoe mocobue A cpeaHero npodeccuonanbHoro oopazosanus / A. A. BHykos. - 3-e u3f.,
nepepad. u gon. — M.: UznarensctBo FOpaiit, 2024. - 161 c.

5. Kennpim, H.B. Cucremnas 3ammra MHQOpPMAlUM KOMIBIOTEPHBIX ceTel. YdeOHoe
mocobne — M.: Mup wnayku, 2022. — CereBoe wusmanue. Pexum goctyma: https://izd-
mn.com/PDF/43MNNPU22.pdf

0) JOTIOJIHUTENbHASL IUTEPATypa, HOPMATUBHBIE U METOANYECKHUE JJOKYMEHTBI:
1. Karopun }0.®., PazymoBckuii A.B., CiuBak A.W. 3ammra nHpopmanuu

TeXHUYeCKUMH cpeactBamu: yued. [Tocobue / mox pen. FO.®. Karopuna — CI16: HUYUTMO,
2012. - 416 c.
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2. Illanwsrun, B. ®. 3amura nHbOpMAaIK B KOMITBIOTEPHBIX CUCTEMaxX M CETAX: yueOHOe
nocobue / B. @. lllansrun. - Mocksa: JIMK Tlpecc, 2012. — 592 c.

3. Jlamonmna O.P. OCHOBBI ceTeBOM 0€30MaCHOCTH: KPUNTOrpadUUECKUe alrOpUTMbI U
MpOTOKONBI B3aumozencTBus. Kypc neknuii. YdueOnoe mocodue. — M.: VIHTEepHET-YHHBEPCUTET
nH(popManMOHHBIX TexHoorui, 2005.

4. Mamok A.A., Tlazusun CB., Iloroxuit H.C. Beenenune B 3ammry uHQOpMAIMN B
ABTOMATU3MPOBAHHBIX CUCTEMaX: YueOHoe mocodue /st By30B.M.: ['opsiuas munus Tenekom, 2004.

5. Memepskos P.B., HlenynanoB A.A. KomruiekcHoe obecnieueHue nHGOpMAIMOHHON
0€30IacCHOCTH aBTOMATH3WPOBaHHBIX cucteM: Monorpadus. — Tomck: U3a-so B-Criektp, 2007.

6. Munocnasckas H.I'., Toncroit A.M. UuTpaceru: oOHapy)eHHEe BTOpKEHH: YueOHOe
nocooue. M: FOHUTUIAHA, 2001.

PABOYAA ITPOI'PAMMA JUCHHUITJINHBI

KoutpoJasn cocroguusa T3U or HCA

BBenenune

PabGouass mporpaMMa JUCHHUIUIMHBI —pa3paboTaHa M TPOrPaMMbl  TTOBBIIICHUS
kBanmudukanmu «KomruiekcHast HacTpoiika 0€30MacCHOCTH CUCTEM TEIEKOMMYHHUKAITH.

B pe3ynbTaTe 0CBOCHUS JaHHOUN TUCIMILIMHBI TOCYJAPCTBEHHBIC TPAKIAHCKUE CITYXKAIIHUe
uncnekuud u ynpaenenuit OHC Poccum coBeplIeHCTBYIOT CBOM 3HAHUS W HPUOOPETAIOT
MPAKTUYCCKUEC HABBIKM TPOBEACHHS MEPONPHUSTHNA IO KOHTPOIK W MOHHTOPHHTY COCTOSIHFS
3aIMIIEHHOCTH WH(OpMAIMK Ha O0BEKTaX WH(POPMATHU3AIUH, ITO3BOJISIONIME CICIUAIUCTY IO
3amuTe WHGOPMAIUU  BBHIMOJIHATH CBOHM JIOJDKHOCTHBIC OOS3aHHOCTH TI0  OOECIICUCHHIO
0e30macHOCTH HH(GOPMAITHH.

I_Ie.m), 3aJa4 1 MeCTO yqeﬁﬂoﬁ AUCIHUIIJIMHBI B ITIPOIECCE MOBLIIICHUA KBaJII/I(l)I/IKaIIHI/[

PaGouass nporpaMMa JAMCHUIUIMHBI pa3paboTaHa s MPOrpaMMbl  TOBBIIICHHS
kBasnuxanyu «KomriekcHast HacTpoiika 6€30IaCHOCTH CUCTEM TEJIEKOMMYHUKAIUI».

[lenp y4eOHOW AMCUUIUIMHBI - COBEPIIEHCTBOBAHUE U (MJIM) MOJTY4YEHHE HOBBIX 3HAHUM,
YMGHI/II\/'I W HABBIKOB CII€HUAIMCTAaMH 11O BOIPOCAM KOHTPOJIA COCTOSHUA TEXHUYECKOH 3alInuThI
MH(pOpMalLUU B TEIEKOMMYHUKALMOHHBIX CUCTEMAX.

3agaun:

I/I3y‘~I€HI/I€ MCTOJOB KOHTPOJSA COCTOSAHHA 3alllWUThI I/IH(l)OpMaIII/II/I, CBA3aHHBIX C HUMH
CIOCOOOB KOHTPOJISI © MOHUTOPHHTA.

CoBepllIeHCTBOBaHME  yYMEHUH UM HaBBIKOB  (OpPMHUpOBaHHMS  OpPraHU3ALMOHHO-
pacropsIUTEIbHBIX JOKYMEHTOB JIOKQJIBHOTO YpPOBHS, HEOOXOAMMBIX JJIsi oOecreyeHus
CUCTEMAaTHU3UPOBAHHON 3alUTHl HHGOPMAIUH.

[lonydyeHne NpakTUYECKUX HABBIKOB HMCIIOJIB30BAaHUS CPEACTB UM METOIUK KOHTPOJIA M

MOHI/ITOpI/IHFa 3allIUThI I/IH(i)OpMaHI/H/I B TeHeKOMMYHI/IKaHI/IOHHBIX cucreMax.

MecTo yueOHON AUCIUILIMHBI B CTPYKTYpE MPOTrpaMMbl MOBBILICHUS KBATU(PUKALIUH.

VYueOHass MUCHMIUIMHA BXOJUT B TPOTPAMMY TIOBBINICHHS KBATH(DUKAIMKM M TIPU €
I/ISyLIeHHI/I I/ICHOJ'II)SYIOTC?I 3HaHW, YMCHI/IH 1 HaBBbIKH, C(i)OpMI/IpOBaHHI)Ie B X0J€ OCBOCHUA y‘-Ie6HBIX
mucuuiuinH: «[IpaBoBble W OpPraHU3AIMOHHBIC OCHOBBI 3aIIUThl WHGopManun» U «CrocoObl U
CpeHCTBa 3alIUThI I/IH(l)OpMaHI/II/I (4} HNCITIOJIB30BAHUCM OTCYCCTBCHHOI'O HpOFpaMMHOFO
obecreyeHns .

Jannas yueOHasi JUCHMIUIMHA SIBJISETCS MTOrOBOM y4eOHOW AMCUMIIMHONW MpPOTpamMbl
MOBBIIICHUS KBATU(DUKAIIUY.

TpeOoBaHusl K pe3yJbTaTaM 0CBOEHHSI Y4eOHOH TUCUUIIJIMHBI

[Tporiecc ocBoeHust y4eOHON TUCHMIUIMHBI HampaBlieH Ha moixydeHue (hopMHpOBaHUE)
00y4aroIUMUCs TaKUX KOMIETEHINH, KaK:
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a) obmenpodeccuoHaIbHbIX:

CIOCOOHOCTh MCIOJIBb30BaTh HOPMATUBHBIE NPABOBBIE AKTHI, METOJUYECKHE JOKYMEHTHI,
HaIlMOHAJIFHBIE W MEXIyHapoJaHble cTaHaapTbl B oOmactu 3 u obecneueHus 06e30macHOCTH
MH(GOPMALIMOHHBIX TEXHOJIOIHH B CBOEH NPO(eCcCHOHANBHON eI TeIbHOCTH;

CHOCOOHOCTh OMpeAeNsATh BUABI U (opMBl HH(POPMAIUK, TOJBEPKEHHON yrpo3am,
BO3MOJKHBIE METOJIbl M IYTH pealM3alliy Yrpo3 Ha OCHOBE aHalu3a CTPYKTYphl U COAEPIKaHUS
MH(OPMAIMOHHBIX MPOLIECCOB OPTaHU3ALUH, LIEJIeH U 33a]a4 AeATEIbHOCTH 00bEKTa 3aIIUTHL;

CHOCOOHOCTh MCIIOJIb30BaTh JOCTH)KEHUS HAYKH M T€XHUKU B obnactu 3U, monb3oBaThbes
pedepaTUBHBIME U CIIPAaBOYHO-MH(POPMALMOHHBIMU U3AaHUsAMHU B obnactu 3U;

0) npodeccuoHaNbHBIX:

B DKCIUTyaTaIllMOHHON JEATEIIbHOCTH:

croco0HOCTh obecnieunBaTh KOHTpOb cocTossHus 31 B C u B TeleKOMMYHHUKAIIMOHHBIX
crcTeMax B X0/1€ KCIUTyaTallii 00BEKTOB HH(POPMAaTH3AIUH;

croco0HOCTh obecnieunBaTh KOHTPOIIb cocTosiHUSA 31 B IC u B TelIeKOMMYHHUKAILIMOHHBIX
crcTeMax NP BBIBOJE U3 DKCIUTyaTallii 00BEKTOB HHPOPMATHU3AIUH.

B pe3ynbraTe ocBO€HUS MPOrpaMMbl MOBBIMIEHUS KBATU(UKALUU 00ydaromuecs JOHKHBI
MOJyYUTh 3HAHUS, YMEHHS M HaBBIKH, KOTOPBIE MO3BOJSAT COBEPUICHCTBOBATH U (MJIM) IOIYYUTh
HOBBIE KOMIIETCHIIMH, HEOOXOJMMBbIE UM JJsl OCYILECTBIEHHS CBOEH NpodeccHoHaIbHON
JeSITeTbHOCTH.

OcBouBIIME TPOrPaMMY J1OJIKHBI:

a) 3HATh:

HOpMAaTUBHBbIE NpaBoBble akThl Poccuiickoil Denepanuu, HalMOHAJIbHBIE CTaHAAPTHI,
HOPMATHUBHBIE M METOJAWYECKHE JOKYMEHTHl B OOJACTH TEXHUYECKOH 3amMThl MHPOpPMALUN U
KOHTPOJISl COCTOSIHUS 3alUThl MH()OPMAIMK Ha 3alUIIaeMOM 00bEKTE;

npaBwiia  pa3pabOTKH,  YTBEPXKIACHHUS, OOOCHOBaHHMS W  OTMCHBI  JIOKyMEHTOB
B oOnact koHTpousid T3U B TeIeKOMMYHUKALMOHHBIX CUCTEMAX;

IeNTH, 33/1a4H, OCHOBHBIC MTPUHITUIIBI OPTaHU3aIlUH, METOJIBI U CPEJICTBA BEJICHHSI KOHTPOJIS
COCTOSIHUS 3aIIMIIEHHOCTH HH(OpMaIK B Oprane rocy1apcTBEHHON BIAaCTH, OpraHU3alny;

NOPSIOK 0(hOpMIICHNUST TEXHMYECKOH JOKYMEHTAIIMH T10 3aliTe HHPOPMALIUH.

0) ymMeTh:

OCYIIECTBIISITH IPOBEPKY BHIOJIHEHHS TPEOOBAaHHI HOPMAaTHBHBIX JJOKYMEHTOB IO 3aIUTe
uHpOpMaIUU B TEIEKOMMYHUKALIMOHHBIX CUCTEMAX;

OCYIIECTBIISITh KOHTPOJIb 3AIMMIIEHHOCTH WHGOPMAIMA B  TEJICKOMMYHUKAIIMOHHBIX
cucTeMax;

NPOBOIUTH  pabOTBl MO  KJIACCH(PHUKAIWK  3AIIUIIEHHOCTH  aBTOMAaTH3MPOBAHHBIX
(uaopmarmonnsix) cucreM ot HCJI k uHpopmanuy;

NPUMEHSATh Ha MPAKTUKE MOJOKEHUSI HOPMATHBHBIX JOKYMEHTOB B YaCTH KOHTPOJIS
coctosiHust T3U B TelleKOMMYHUKAITMOHHBIX CUCTEMAX;

B) BJIA/ICTh HABBIKAMHU:

poBeieHUs paboT 10 KOHTPOJIIO 3amuieHHocTd nHpopmarun ot HC/I;

npoBeleHUsT paboT, CBSA3aHHBIX C KOHTPOJEM 3alIMIIEHHOCTH HMH(OpManmuu B
TEJIEKOMMYHHUKAIIHOHHBIX CUCTEMAX;

YCTaHOBKH, MEPBUYHON HACTPOMKM KOMIIOHEHTOB CpeAcTB 3aimuThl uHPopmanuu (C31)
JIOBEPEHHOM 3arpy3Ku U pa3rpaHUYeHUs J0CTyIa;

YCTaHOBKH, HACTPOUKHN U aAMUHUCTpUPOBaHUs C3/ B KOMIIBIOTEPHBIX CETSIX.

Neni/m HanMeHoBaHHe TEM Buj 3ansarus
1. Hactpoiika cerMeHTanuu B ceTsax MPaKTHKA
2. MeTob1 U CpeacTBa KOHTPOJIS 3aLUIIEHHOCTH HH(DOPMALIUU OT
IpaKTHKA
HC/]
3. ATtTecranust 00bEKTOB HH(POPMATU3AIKH 110 TPEOOBAHUIM MpaKkTHUKa
6e3omacHOCTH HHpOpPMaLUU
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4, Cepruduxkanus cpeacts 3anuthl nHGopManuu ot HCJ] JIEKIIHS,
PAKTHKA
5. MoHnuToprHT HH)OPMAIMOHHON 0€30IIaCHOCTH CPEJICTB U CHCTEM NpaKkTHUKa
nHpOpMaTU3aUN

O6beM 3anatuii o guctumimHe — 18 gacos (25% ot Bcero o0bemMa nporpamMmmai).
PedepaTruBHOe onucanue Tem

Tema Nel. Hacrpoiika cerMeHTallMu B CeTAX

[Touste cermeHTanuu B KommbloTepHbIX ceTsix TCP/IP. Kakue 3amurHbie CBOHCTBA
obecrieunBaeT cermeHTanus cereii? Pa3nenenue cereit na VLAN.

Hcnonp30BaHue NMPOrpaMMHBIX CPEICTB IS 3alIUTHl HHPOPMAIMH B CETAX Ha KaHAIbHOM
ypoBHe ¢ nomoibio VLAN.

Tema Ne 2. MeTo/bl U cpeicTBa KOHTPOJIsI 3anuiménHocTu nugopmanuu or HC/{

OcHoBHble 3amaun  KoHTpoisi coctosiHus T3KM. Kiaccudukanuss BUIOB KOHTPOJIS
cocrosiaus T3KU. Oprann3aimoHHblii 1 TEXHUYECKUH KOHTPOJb coctossHus T3KU.

Cucrema 1oKkyMeHTOB 110 KoHTpoJito coctostHust T3KU. Bonpocsl, nomiexaine npoBepke
1pu KoHTpoJe cocrossuust T3KU.

HeoOxonuMocTh mnpoBeneHUss KOHTPOJISA 3alIUIIEHHOCTH HHGOpMalUuOHHbIX. Oprassl,
UMEIOIUE MPAaBO MPOBEACHUS KOHTPOJS 3aIIMIIEHHOCTH HWH(pOpManuu B HHGOPMAIMOHHOMN
CUCTEME.

Knaccudukanus metonoB koHTponsi 3ammiieHHocTd uHbopMmanmuu ot HCJ u ux
xapaktepucTtika. CkaHepbl 0€30aCHOCTH U X XapakTepucTuka. CpeacTBa aHajln3a IPOrpaMMHBIX
KOJIOB M UX Xapakrepuctuka. Cpe/icTBa aHTUBUPYCHOM 3alIUThI U UX XAPaKTEPUCTHUKA.

VYcraHoBKa U HACTpOIKa CKaHEPOB 0€30MaCHOCTH.

Tema Ne3. ATrrecTauus 00beKTOB HH(OPMATH3ALMHN MO TPeOGOBAHUAM 0€30MACHOCTH
uHpopmannu

Ilenu u Buabl aTTecTallMd OOBEKTOB MH(OpMATH3allMd HAa COOTBETCTBHE TPEOOBaHMIM
0€30MacHOCTH HH(OPMALIUH.

Y4acTHUKY aTTeCTAlUK U UX TOJTHOMOYMS (KOMIIETEHIINH).

3amauu, GyHKIHH, TPaBa U 00513aHHOCTH OPTAaHOB MO ATTECTAIIUH.

TpeboBaHMs K OpraHaM Mo aTTecTaluyu 00bEKTOB HHPOPMATHU3AIUH.

JeqaTenbHOCTh aTTECTAIMOHHBIX KOMHUCCHH.

CBoaHbI peecTp cepTU(UIMPOBAHHOM MPOAYKLUHU, HCHOIB3YEMOW B LENAX 3aIlUThI
nH(}OpMAaILIUY HA aTTECTOBAaHHBIX 00BEKTaX MHPOpPMATH3ALUH.

['ocymapcTBeHHBIH KOHTPOJb (HAaA30p) 3a COONIIOJCHMEM TMOopsaKa aTTecTalud MU
JKCIUTyaTalueil aTTecCTOBaHHBIX 00BbEKTOB MH(OpPMaTU3ALIUN

Tema Ned. Cepruduxkanus cpeacrts 3amuthl nHGopmanun ot HC/{

[Topsimok cepTrdUKaMU TPOTYKIIMH, HCIIOJIB3YEMOH B LIEJSIX 3aIIUThl KOH()UISHINATBHOM
MH(pOpMAlUU: TEXHUYECKUX CPEACTB 3aIIUThl HH)OPMAINH, 3AIIUIIEHHBIX TEXHUYECKUX CPEJICTB
00paboTku HH(pOpMAIMK, TEXHUYECKUX CPEJCTB KOHTPOJIS 3AIIMIIEHHOCTH WH(OpMaINY,
MIPOrPaMMHBIX, IPOIPAMMHO-TEXHHUUYECKUX CPEACTB 3aIIUThHI HHPOPMAIIUH, TPOTPAMMHBIX CPEJICTB
KOHTPOJIS 3aIIUIIEHHOCTH HHPOPMAITIH.

Cuctema cepTHU(HKAIMU CPEACTB 3aIUTHI HH(OPMAIIHH.

Tema NeS. MoHuTopuHr HHGPOPMAUMOHHOW 0€30IIACHOCTH CPeICTB M CHCTEM
uHpopmMaTU3anun

[TonsTre aynuta u MoHUTOpUHTa Oe3onacHocTH MHGopMmaruu. [lopsaok opraHuzanuu 1
npoBesieHus ayauta 6ezonacHoctu uHpopmaruu B THO.

Knaccudukanmsi BUIOB KOHTPOJS COCTOSHHS 3amumiéHHocTH wuHpopManuu. Cucrema
JOKYMEHTOB 110 KoHTpoutto coctosinus T3M ot HC/I.

Bonpocsl, moanexaiue npoBepke Npy KOHTPOJIE COCTOSHUS 3alUIIEHHOCTH HHPOpMALIH
B opranu3anuu. OpraHu3allMOHHBIA U TEXHUYECKUI KOHTPOJb cocTostHUs T3U.
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IIpoBeieHrE MOHUTOPUHTA 3AIIMILEHHOCTH CPEACTB U CUCTEM TEJIEKOMMYHHKALIMHM.
MeToan4yeckne peKOMeH AU

3aHATUS O JAUCUUILIMHE MPOBOIATCS B (opMe JeKIMH M MpakTHYecKuX 3aHsaTuil. [Ipu
IIPOBE/ICHUU JIEKLMH O00s3aTeNbHO HAIU4YME IPE3eHTAlMM U UCIOJIb30BAHUE MYJIbTHUMEIUIHOM
TEXHUKH.

IIpu peanuzanuu AUCUUIUIMHBL B paMKax IPOTrpaMMbl IOBBIIEHUS KBATU(PHUKALUU
MPUOPUTET OTHACTCA NPAKTUYECKOH HAIMPAaBICHHOCTH OOYYCHMS: MPAKTUYECKHE aCTIEKTHI
IIPUMEHEHMs 3aKOHOJATEIbCTBA W HOPMATUBHBIX AOKyMeHTOB P®; peanuszauus TpeGoBaHUI
HOPMATHBHBIX JIOKYMEHTOB IIPpU opranu3anuu 3auutsl nadopmamyu or HCJl Ha 00beKTe 3aIuThI,
0COOEHHOCTH IOArOTOBKH JIOKAJIBHBIX AaKTOB, PErJIAMEHTUPYIOLIMX HCIIOJIb30BaHUE CPEICTB
3alIUThl UHOOPMAIIHH, a TAKXKE, TPAKTHYECKUE aCTIEKTHI 3aIIUThl HHPOPMALIUHU C UCIIOIH30BAHUEM
OTEYECTBEHHOI'O IPOTrPaMMHOI0 O0yUYEHHUS.

Jli1g mpoBeieHNs BCEX 3aHATHM 10 JUCLUIUIMHE PEKOMEHYETCSl IPUMEHATh COBPEMEHHbIE
(bopMbI 1 MeTOIbI O0YUYECHMSI, BKIIFOYAsl aKTUBHBIC U HHTEPAKTUBHbIC.

JUia mpoBefeHUs] JEKUMOHHBIX 3aHATUN MCIONb3YIOTCSI aKTUBHBIE METOAbI OOYy4YEeHMS,
CTUMYJIMPYIOIIME II03HABATEIbHYIO JEATEIBHOCTh CiyllaTeleil, ONMpasch HAa METOAUYECKHE
OCHOBBI [1€JarOrMYECKOi TEXHOJIOTUH «Pa3BUTHE KPUTUYECKOTO MBIIIJICHUS.

TexHoI0rMYecKyo OCHOBY COCTABIISIET Oa30Bast MOJEIb TPEX CTAAUM «BBI30B — peannu3anus
cMbIcia (OCMbICIIEHHE) — pediiekcust (pa3MBbILUIEHNE)», KOTOpasi MO3BOJISET IOMOYb CIIYILATENSIM
CaMUM OIIPEJeJIATh 1IeJIM 00y4eHUs!, OCYIIECTBIATh AKTUBHBIM OUCK HHPOPMALIUU U Pa3MBIILIATH
0 TOM, YTO OHHM y3Hanu. Ha cragmm BeI30Ba (evocation) B CO3HAHWHU CIyHIaTeNed MPOMCXOIUT
IIPOLIECC aKTyaJIM3aluy UMEIOUINXCS 3HAHUN U IIPEJICTaBICHUH 0 ipeameTe udydeHus. [lockonbky
[P 3TOM COYETAIOTCS MHIUBUAYaJbHAs W IrpynmnoBas Gopmbl paOOThl, ydacTue ciyuiatened B
0o0pa3oBaTeIbHOM  IPOLECCE  AKTUBM3MpYETCs, (OpPMHUpYETCsl IO3HABATENIbHBIA  MHTEpeEC.
Pe3ynbTaTom JaHHBIX MTPOLIECCOB SABISETCS CAMOCTOSATENBHOE ONPEEICHNE MU 11eTN JTalbHenIei
y4eOHOI e TeTbHOCTH.

Ha ctaguu ocmbicinenus (realization) cirymaTenb BCTYIAaeT B HEMTOCPEICTBEHHBIM KOHTAKT C
HOBOM uH(popmanmell — HocuteneM HOBBIX uaed. [Ipoucxomut ee cucremaruzanus. Cranus
pednexkcun (reflection) xapakTepusyercss TeM, YTO CIYIIATENH 3aKPEIUISIOT HOBBIC 3HAHUS U
aKTHUBHO MEPEeCTpauBarOT COOCTBEHHBIE MPEACTABICHUS C TEM, YTOObI BKJIIOUHUTh B HUX HOBBIE
noHsATHsl. Takum o0pa3oM, MPOUCXOIUT “IPHUCBOEHUE” HOBOI'O 3HaHUS U (HOPMUPOBAHHME HA €T0
OCHOBE CBOETO apryMEHTHPOBAHHOTO MPEICTABICHHS 00 N3y4yaeMOM OOBEKTe.

B xone paboTbl mo Takoi Mojenu oO0ydaromMecs OBJIaJIeBalOT Pa3IMUHBIMHU CIIOCOOaMU
MHTETPUPOBaHUS HH(pOpMAlMK, YdaTcsi BbIpabaThiBaTh COOCTBEHHOE MHEHHME Ha OCHOBE
OCMBICJIEHHUS Pa3IMYHOTO OIBITA, U U MpeACTaBICHUH, CTPOUTh YMO3AKIIOUEHUS U JIOTHYECKHE
LIENHU J0Ka3aTeNIbCTB, BEIPAXKaTh CBOU MBICIN YETKO, TOHITHO Ui JPYTHUX, YBEPEHHO U KOPPEKTHO
10 OTHOILLEHUIO K OKPYKAIOIIUM.

IIpu mnpoBeneHMH 3aHATUI O00S3aTENBHO YUMTBHIBACTCS paclpeiesieHue BpPEMEHH Ha
JIEKIMOHHBIA MaTepHall U BBIIOJHEHUE MTPAKTUUYECKUX 3aHITHH B COOTBETCTBUU C YTBEPKICHHBIM
y4eOHO-TEMaTUYECKUM TUIaHOM.

[TpoaomKUTETFHOCT ayIUTOPHBIX 3aHATHH — 2-4 ayAUTOPHBIX Yaca.

Ha nexnuoHHBIX 3aHATUSX U3JaratoTcs HauOojiee BaXKHbIE M CIIOKHBIE BOIIPOCHI,
SIBJISIFOLMECST TEOPETUYECKONM OCHOBOM HOPMATHUBHBIX JOKYMEHTOB M INPAKTUYECKUX JEHCTBHM.
YacTh JIeKIMH MOXET Hu3JaraTbcs MPOOJIEMHBIM METOJIOM C MPUBICUEHUEM CIyIIaTesed i
pelieHns chopMyIHPOBAHHBIX MPENOJaBaTEIeEM MPOOIIEM.

Kaxxnas nexkuus nomxHa:

— UMETb YETKYIO CTPYKTYPY U JIOTUKY PACKPBITHSI ITOCJIEJOBATEIbHO U3JIaraéMbIX BOIIPOCOB
(moHsITHITHAS TUHUS JIEKIUN);

— UMETh TBEPbIA TCOPETHUCCKUN U METOIMUECKHUI CTEPKEHB, BAKHYIO TTPOOIIEMY;

— MMETh 3aKOHYEHHBIH XapaKTep OCBEIICHUS ONpeAETICHHON TeMbl (IIpoOIeMbl), TECHYIO
CBSI3b C IPEABIAYIIAM MaTEPHAIIOM;
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— OBITh JOKA3aTENbHOM 1 apIyMEHTHUPOBAHHOM, COIEPKATh JOCTATOYHOE KOJMUYECTBO APKUX
1 yOeIUTEeNIbHBIX IPUMEPOB, PaKTOB, 000CHOBAHHUH, UMETh YETKO BBIPAXKEHHYIO CBSI3b C IPAKTUKOM;

— OBITh MPOOJIEMHOMN, PACKPBIBATH TPOTHUBOPEYHS M YKa3bIBaTh IIYTH MX PELICHUS, CTABUTD
nepez 00y4aroUMMHUCS BOIIPOCHI AJIS pa3MbIIIUICHUS;

— 00J1a1aTh CUJION JIOTMYECKON apryMEeHTAIlliH U BBI3BIBATh Y CIylIaTeieid HeoOXOAUMBIN
UHTEpEeC, AaBaTh HAIpaBJIEHUE Ul CAMOCTOSATENIbHOM padoThI;

— HaxOoJIUThCSl HA COBPEMEHHOM YPOBHE Pa3BUTHUS HAYKU U TEXHUKH, COJIEPKATh IIPOTHO3 UX
pa3BUTH Ha OiMrKaiiue rojsl;

— OTpakaTb METOJMYECKYI0 00pabOTKy Marepuana (BbIJCICHHE TJIaBHBIX MBICIEH U
MIOJIOKEHUH, TOAYEPKUBAHNE BBIBOJIOB, IOBTOPEHUE UX B PA3IMUYHBIX (POPMYIUPOBKAX);

— OBITh HAIJISIIHOM, COYETAaThCA MO BO3MOXHOCTU C JEMOHCTpalMed ayJuOBH3yaJIbHBIX
MaTepHualioB, MaKeToOB, MoJiesieil U 00pas3IoB;

— U3JIAraThCs YETKUM U SICHBIM SI3bIKOM, COZIEpXkaTh Pa3bsCHEHHE BCEX BHOBb BBOJUMBIX
TEPMHUHOB U IIOHSTHH;

— OBITh IOCTYITHOW ISl BOCHIPUSITHSI TaHHOW ayIUTOpHUEH.

Ha npaktudeckue 3aHATUS BBIHOCSTCS BOIPOCHI, YCBOGHHE KOTOPBIX TpeOyeTcsl Ha ypOBHE
HaBBIKOB U yMeHU . [Ipy mpoBeieHNH NPaKTHYECKUX 3aHATHI HEOOX0 MO 0TpadaTHIBAaTh 33aHNU,
YUUTBHIBAIOIINE CTIEHU(UKY BBIITOIHAEMbIX ()YHKIIMOHATIBHBIX 005S3aHHOCTEH CIIyIIaTeNIIMU KYpPCOB
0 CBOEMY NIpO(eCcCCHOHATHPHOMY IMpEIHAa3HAUCHUIO, B TOM YHCIE MPEIyCMaTpUBATh 3a/JaHUS C
IIPOBE/ICHUEM JICJIOBBIX UI'P (SMU30/10B) U CO3JaHUEM MOJEJIei TUIIOBBIX CUTYalUH.

JUia npoBeAeHHs] NPAKTUYECKUX 3aHATUN JIOJKHBI MCIIONB30BAThCSl METOAMYECKHE
pa3paboTKH, MO3BOJISIONME WHIUBUIYAIU3UPOBATh 33aJaHUs 00yyaeMbIM B 3aBUCHUMOCTH OT MX
JOJDKHOCTHBIX KaTeropuid. Takue 3agaHusi NmpeacTaBisioT co0o0il mpoOjeMHbIE CUTYallMOHHbIE
BapUaHThl, pPa3IMYaAIONIMEcs MOJEIAMU HH()OPMALMOHHBIX CHCTEM, U HAOOpPOM KOHKPETHBIX
NEHCTBUM, CYIIECTBEHHBIX JJIsl OINPEJENIEHHBIX KaTeropuii oOydaeMblX, OOBEIUHEHHBIX B
COOTBETCTBYIOILYIO IOArPYIILY.

Baxxneimmm 351eMEHTOM MPaKTUYECKOTO 3aHATHUS ABJISIETCS ydyeOHas 3amada (mpoosiema),
npeuiaraemas ais pemenus. [Ipernonasatens noadupaet npuMepsl (3a1a41 U JIOTHUECKUE 3aaHN)
JUIS TIPAaKTUYECKOTO 3aHSTHS, MPEACTABIAET ITUAAKTUUYECKYIO 1€ MPUBUTUE KaKUX HABBIKOB U
YMEHUH NPUMEHHUTEIbHO K KaXKIOM 3ajaye yCTAaHOBUTh, KAKUX YCHJIMI OT 0OydaromMxcs OHa
oTpedyeT, B UeEM JIOJKHO MPOSIBUTHCS TBOPUECTBO CIIyIIATENEH MIPHU PEIeHUH JaHHOH 3aauu.

[Ipy myaHMpPOBaHMU MPAKTHUECKOTO 3aHATHS M pa3paboTKe MHIUBUAYaAJIbHBIX 3aJaHUN
MpenoaBaTelio BaKHO YUUTHIBATh MOJATOTOBKY U MHTEPECHI KaXKI0TO CIyIIATeNs.

PexomeHnayercst cHauana JaBaTh JIeTKHME 3aJadd  (JIOTMYECKHE 3a/1aHusi), KOTOphIe
paccuuTaHbl Ha PENPOAYKTHBHYIO J€ATEIbHOCTh, TPEOYIOIIYI0 IPOCTOr0 BOCIPOU3BEACHUS
Croco0OB JCWCTBUS, JAaHHBIX Ha JIEKIMH Il OCMBICIICHUS U 3aKpeIuIeHus B namsTh. Takue 3a1aun
MIOMOTal0T KOHTPOJUPOBATh MPABHIBHOCTh MOHMMAHUS OOYYaIOIIMMUCS OTIENbHBIX BOIIPOCOB
M3Yy4EeHHOT'0 Marepuana HeOobIIoro oobemMa (Kak MmpaBuilo, B Mpejaeiax oAHOM jekiun). B atom
cilydae mpeobiiaziaeT pelieHre 3aaad no oopasiy, NpeayioxkeHHOMY Ha JIEKIIHH.

3arem coaep)kaHue y4eOHBIX 3a/1ad ycnoxkHsercd. [Ipeanaraiores 3agauu, pacCUUTaHHBIE
Ha PenpoaAyKTUBHO-TIpe00pa30oBaTeNbHYIO ACSITENbHOCTD, P KOTOPOU 00yJaroImeMycsi Hy>)KHO He
TOJLKO BOCIIPOM3BECTH M3BECTHBI eMmMy cmoco0 JAeHCTBHM, HO U JaThb aHAJIW3 €ro
11e71eco00pa3HOCTH, BBICKA3aThb CBOM COOOpa)KEHMsI, OTHOCSILIMECS K aHAIMW3y YCJIOBUN 3a/Jayu,
BBIIBUTAEMBIX TUIIOTE3, TIOJTYYEHHBIX PE3YIBTATOB. DTOT THII 3314 110 OTAEIbHBIM BOIIPOCAM TEMBbI
JOJKEH pa3BUBaTh YMEHHUS U HABBIKM IMPUMEHEHUS W3YYEHHBIX METOJOB U KOHTPOJIHPOBATH HUX
HaJIN4YKe y 00y4aromuxcsl.

B nanpHelimem conepikanue 3amaad (JIOTMUECKUX 3aJaHHI) CHOBA YCIOXXHSETCS C TaKUM
pacueToMm, 4YTOOBI HMX pelIeHHe TpeOOBaJl0 B Hayaje OTIEJIbHBIX DJIEMEHTOB IPOIYKTUBHOU
NeSITeNIbHOCTH, a 3aTeM — MOJIHOCThIO IPOAYKTHBHOM (TBOpueckoit). Kak mpaBuiio, Takue 3aauu B
LIEJIOM HOCAT KOMIUICKCHBIH XapakTep M TNpEeAHA3HAYEHBI A KOHTPOJS TIyOMHBI W3Yy4eHUS
MaTepuasa TeMbI WU Kypca.
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BricTpanBas cucreMy 3aiad MOCTENIEHHO BO3PACTAIONICH CIIOXKHOCTH, IMPENOIaBaTeNb
TOOMBAETCSl YCBOCHHS CIYIIATEISIMA HauOoJiee BaKHBIX METOZOB U MPUEMOB, XapaKTEPHBIX IS
JTaHHOU y4eOHOU AMCIUTLINHBL.

C uenplo ONpeneNieHus] KadyecTBa YCBOCHHUS MaTepuana MPOBOIUTCS IMPOBEpKAa 3HAHUHN
CIIymIaTeJe ¢ WCIOJIb30BAaHWEM COBOKYIMHOCTH KOHTPOJIBHBIX 33/laHUil M BOIMPOCOB B BHIE
TEKYILEr0 ¥ UTOTOBOTO KOHTPOJIS.

Texymuii KOHTPOJIb OCYIIECTBISICTCS Ha 3aHITHSIX B CaMbIX Pa3HOOOpPa3HBIX (GopMax —
orpoca ciymiaresield Mo M3y4eHHBIM BOIPOCaM, JUAJIOTa C IMPEerojaBaTelieM BO BpeMs JICKIUH,
MIPOMEXKYTOYHOTO TECTHPOBAHUS, BHITIOTHEHHSI CITYIIATEISIMA WHANBUIYTbHBIX 3aJaHHIA TI0 TEMaM
M3y4aeMOH JTUCIUTUINHBIL.

HpaKTuquRne 3aaHusA

1. Cdopmupylite nepedueHp HanpaBiIeHUN MPOBEPKH MPHU KOHTposie cocTosaus T3U ot
HC]] B opranusanusix.

2. OOocHyiTe HEOOXOIUMOCTh U IMpaBUJIa MPAKTHUYECKOTO MPUMEHEHHS] aHTUBUPYCHBIX
CpPEeACTB IIPY MPOBEIECHUH KOHTPOJIS 3aIMIICHHOCTH HH(pOpMAIU.

3. Hcnonp3ys METOIMKH aTTECTAMOHHBIX UCTIBITAHUI COCTaBbTE IJIAaH aTTECTAIIMOHHBIX
WCTIBITAHUH JJIs1 MHOTOIIOJIb30BaTEIbCKON aBTOMATU3UPOBAHHON CUCTEMBI U JUIsl TOCYAAPCTBEHHOM
nH(OPMAaLIMOHHON CUCTeMBI | Kilacca 3aIlUIEHHOCTH.

4. TloaroToBbTE 3aKIIOUEHHS TI0 PE3yIbTaTaM aTTeCTAllul 00BEKTOB HH(OPMATH3AIMH 110
TpeOOBaHUAM O€30MaCHOCTH MH(POPMAIIHH.

5. CocraBbTe mepedeHp padboT, BHITOIHAEMBIX MPU OCYIIECTBICHUH CEPTHPHUKAITMOHHBIX
UCIBITAHUNA HAa COOTBETCTBHE TpPeOOBaHHSAM IO 0€30MacHOCTH WH(GOPMAlMU TMPOAYKIUH,
MCTIOJIB3yEeMOM IS 3aIIUTHI KOH(PHUICHIIMATHHON HH()OPMAITHH.

6. IlogroToBpTe BCe HEOOXOAMMBIE ITOKYMEHTBHI [UIsl OpraHU3alud W TPOBEICHHS
aTTectaliud O0BEKTOB HMH(POpMaTH3allMd Ha COOTBETCTBHE TpeOOBaHMUSIM OE30MACHOCTH
uHpopMalnu.

7. HacrpoliTe cpeacTBo KOHTpOJS cocTosiHUS 3amuiénHoctd nHdopmanuu or HCJI Ha
peryiasipHblii MOHUTOPHHT.

Cnucok Jimreparypbl

a) OCHOBHas JTUTEpaTypa:

1.  Boctpenosa, E. B. OcHoBbl HHpOpMaLIMOHHOM Oe30macHoCTH: yyeOHoe mocodue s
ctynentoB By30B / E. B. Boctpernosa. — Exarepun0Oypr: U3n-Bo Ypan. yu-ta, 2019. — 204 c.

2.  HHdopmanmonHas Oe30macHOCTh B TabMuIaX M CXeMax: y4yeOHO-METOINYEeCKOoe
nocobue. Uzn-e 7-e. H.I'. JlaGyrun, O.U. KnumuenkoB. - H. Hosropox: [IpuBomxckuil MH-T
nosbleHus kanupukaun ®HC, 2024. - 100 c.

3. Kapmerues, B. 0. Texnudeckas 3ammra nHOOpMAIMHA: OPTraHU3AIMOHHBIE OCHOBBI:
VYuebnoe mnocobue / B.IO. Kapmbrue. - H. Hosropoa: IlpuBOMKCKHI HH-T TOBBIIICHUS
kBamudukammu OHC, 2021. - 44 c. : no.

4.  Kengeim, H.B. Cucremnas 3ammra MHQOpPMALUH KOMIBIOTEPHBIX ceTeil. YueOHoe
mocobne — M.: Mup wnaykm, 2022. — CereBoe wusmanue. Pexum goctyma: https://izd-
mn.com/PDF/43MNNPU22.pdf

5. 30, 10.K., Conossér C.B. Opranuzanus 3amutel ”HGOpMAIUU B THPOPMAIIMOHHBIX
crcTeMax OT HECAaHKIIMOHUPOBaHHOTO AocTyna. Monorpadus. - Boponex: Ksapra, 2022. - 588 c.

0) TOTOJIHUTENbHAS TUTEPATYpa:

1.  Kypuno AIlL, 3edpupo C.JI., T'onoBanoB B.b. Ayautr wunHdopmarmoHHON
6e3onacHoctH. — M.: 3narensckas rpynma «bJI1l-mpeccy, 2006.

2. Kypuno A.Il, Munocnasckas H.I'., Cenatpos M.IO., Toncroit A.M. Bompocs
yrmpasieHus: nHpopMannoHHo# O6e3onacHocThi0. KHura 15. YuebHoe mocobue s By30B. — M.:
I'opsiuas nuaus — Tenekom, 2012.
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3. Jlanonuna, O.P. OcHOBBI ceTeBOW 0€30MacHOCTH: KpUNTOrpadhuyeckre aaropuTMbl U
MPOTOKOJIBI B3ammojercTBus. Kype nekmuii. Yuebnoe mocodue. — M.: MHTepHET-yHUBEPCUTET
nH(POPMAIMOHHBIX TexHoiorui, 2005.

4.  Mamok A.A., Tlasuzun CB., Iloroxwuit H.C. Beeaenue B 3ammuty uHGOpManuu B
aBTOMATH3MPOBAHHBIX cHcTeMax: YueOHoe mocoOue st By3oB. M.: 'opsiuas nuuus Tenexow,
2004.

5. Memepskos P.B., lllenynano A.A. KommiekcHoe obecriedenrne HHGOPMAITHOHHON
0€30IacHOCTH aBTOMATH3WPOBaHHBIX cucteM: Monorpadwus. — Tomck: U3a-so B-Criektp, 2007.

6. 308 FO.K. OCHOBBI METOAOIOTHN KOJTMYECTBEHHON OLEHKHU (P (HEKTUBHOCTH 3aIUTHI
nH(popMaIuy B KOMIBIOTEPHBIX ceTAX. - PocToB-Ha-Jlony: M3narenscteo CKHII BIII, 2006.

B) HOpMaTUBHO-TIpaBoBbie akThl, ' OCThI, pykoBOSIINE U METOIUYECKUE IOKYMEHTHI:

7.  @enepanbHbll 3akoH oT 27 nekabps 2002r. Ne 184-@3 «O TexHMUECKOM
PEryJIUPOBAHUM.

8.  ®denmepaynbHbBII 3aK0H oT 27 HIOJIA 2006r. No 149-03
«O0 nndpopmaruu, THPOPMAIIMOHHBIX TEXHOJIOTUAX U O 3alIUTE HH(OPMALIUNY.

9.  ®enepanbHbBII 3aK0H oT 27 HIOJIA 2006r. No 152-03
«O mepCcoHaNbHBIX TAHHBIX.

10. VYxa3 Ilpesupenta Poccuiickoii @enmepanmu ot 6 wmapra 1997 r. No 188
«O0 ytBepxknenuu [lepeuns cBenennit KOHGUACHIIMATHEHOTO XapaKTepay.

11. Joxrpuna uHpopMamoHHoi Oe3omacHocTH Poccuiickoit @eneparuu. Y TBepKaeHA
VYkazom IIpesunenta Poccuiickoit @enepanmu 5 gexadpst 2016r. Ne 646.

12. Vxa3 [Ilpesunenta Poccmiickoit ®Depeparmum ot 17 wmapra 2008 .
Ne 351 «O mepax no obecnieuenuto nHbopMamonnou 6esonacHoctu Poccuiickoit denepanuu npu

=)

WCTIOJIb30BAHUHT MH(POPMAIMOHHO-TEJICKOMMYHHKAIIMOHHBIX cerei MEKTyHAPOIHOTO
MH(POPMALIMOHHOTO 0OMEHay.
13. TlocranoBieHue IIpaBuTenbcTBa Poccniickoit denepanun

oT 15 CeHTA0ps 1993 1.  Ne  912-51 «O6  yrBepxkaenun  Ilonoxenus
O TOCYIapCTBEHHOM cucremMe 3amuTel uHpopMauuu B  Poccuiickoit ~ Denepaunu
OT MHOCTPAHHBIX TEXHUYECKHUX PA3BEAOK U OT €€ YTEUKH 10 TEXHUYECKUM KaHaIaMm».

14. TlocranoBnenue IlpaBurensctBa Poccuiickoit ®@enepanmu ot 1 Hos0ps 2012 .
Ne 1119 «O0 ytBepkaeHHH TpeOOBAHUH K 3aIlUTE MEPCOHAIBHBIX JAaHHBIX MPH UX 00paboTKe B
MH(OPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX.

15. Tlocranosnenue IIpaBurensctBa Poccuiickoit denepannn ot 18 centsiops 2012 r. Ne
940 «O0 yTBepKJIEeHUH TPABHUJI COTJIACOBAHUS TPOCKTOB PEIICHHUI aCCOIMAIIHA, COF030B U HHBIX
00bEeTMHEHNH OIepaToOpoOB 00 OIpeIeIEHUH JONOIHUTENbHBIX YTPpo3 0€30MacHOCTH MEPCOHATBHBIX
JAHHBIX, AKTyaJIbHbIX MpPH 00pabOTKE MEPCOHANbHBIX JaHHBIX B MH()OPMALMOHHBIX CHCTEMax
MIEPCOHAIBHBIX JIAHHBIX, O3KCIUIyaTUPYEMBIX IPH OCYIIECTBICHUM OIPEIECIECHHBIX BHJOB
NEeSTeIbHOCTH YJ€HaMHM TaKUX AacCOIMallfii, COI030B M HMHBIX OOBEJAWHEHUH ONepaTopoOB, C
®denepanbHOil cmyx00i 6e3omacHoctu Poccuiickort @enepannu u degepanbHON CIyk00# 1O
TEXHUYECKOMY U HKCIIOPTHOMY KOHTPOIIION.

16. IlocraHoBieHue [IpaBuTenscTBa Poccuiickoi ®enepaunn
or 21 wmapra 2012 r. Ne 211 «OO06 yTBepXKICHUH TME€peUHsi Mep, HalpaBICHHbBIX
Ha oOecreyeHHue BBITIOJIHEHUSI O0A3aHHOCTEH, MPEeAyCMOTPEHHBIX (enepaabHbIM 3aKoHOM «O
MEPCOHANBHBIX JAHHBIX» U MPHUHITHIMH B COOTBETCTBHM C HUM HOPMATHBHBIMHU IPaBOBBIMU
aKTaMu, OIIEpaTOPaMH, SIBISIOUIMMUCS FOCYAAPCTBEHHBIMU UIM MYHULIUTIAIBHBIMU OpPraHaMm.

17. TlocraHnoBneHue [IpaBuTenscTBa Poccuiickoit ®denepannn
oT 3 HosOpst 1994 1. Ne 1233 «O6 yrBepxxaernu [lonoxenus o nopsake oopaiieHus co ciry>keOHoi
nH(popManvell OrpaHMYEHHOTO PacHpOCTpaHEHUs B (enepalibHbIX OpraHax HCIIOJHUTEIbHON
BJIACTH U YIIOJTHOMOUYEHHOM OPraHe yIpaBJICHUs UCII0JIb30BAHUEM aTOMHOM SHEPTUNY.

18. IlocraHoBienue [IpaBuTenscTBa Poccuiickoii depepanuu
or 3 dempans 2012 r. No 79 «O nuueH3UpPOBAHUH ACATEIHLHOCTH IO TEXHUYECKOW 3alluTe
KOH(pHUACHITMATHHOU HHPOPMAITAN.
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19. Tlocranosnenue IIpaBurenscTBa Poccuiickoit denepanuu ot 26 urons 1995 r. Ne 608
«O ceprudukanuu cpeacTB 3aMUTH HHPOPMAITHI.

20. Ilocranosnenue IIpaButenscrBa Poccuiickoit @eneparnyu ot 3 mapra 2012 . Ne 171
«O NUUEH3UPOBAHUM JNIEATEIBHOCTU MO pa3pabdoTKe U (MJIM) MPOM3BOACTBY CPEICTB 3alllUTHI
KOH(HIESHIIMATHHON HH)OpMAITHI.

21. TOCT P 52069.0-2013 3amurta uapopmanuu. Cucrema crasgaptoB. OCHOBHBIC
nonoxenus. Poccrangapr, 2013.

22. T'OCT P 50739-95. CpencTtBa  BBIYMCIMUTENIBHOH  TEXHUKH.  3alluTa
OT HECAHKIIMOHUPOBAHHOTO JocTyna K wuHpopmanuu. OOmme TeXHUYECKUE TpeOoBaHUS.
l'occrangapt Poccun, 1995.

23. TOCT P 50922-2006 3amwura  uHpopmauuu. OCHOBHBIE  TEPMHHBI
u onipenenenus. Pocrexperynmuposanue, 2006.

24. TOCT P 51275-2006 3amuta unpopmanuu. O0bekT uHPOpMaTuzanuu. Oakropsl,
BO3eicTBYOmUE Ha nHPopmanuo. OOrue nonoxenus. Pocrexperynuposanue, 2006.

25. TOCT P 53113.1-2008 NupopmarioHHast TEXHOIOTHA. 3amuTa HHHOPMAITHOHHBIX
TEXHOJIOTUH ¥ aBTOMAaTU3UPOBAHHBIX CHUCTEM OT Yyrpo3 HHGPOPMAIMOHHON 0e30MacHOCTH,
peann3yeMbIX C UCIOJIB30BAHNEM CKPBITHIX KaHaoB. YacTs 1. O0mue monoxxeHusl.

26. T'OCT P 53113.2-2009 NudopmaiimoHHas TEXHOJIOTHA. 3aluTa UHPOPMALIMOHHBIX
TEXHOJIOTUH W aBTOMAaTH3UPOBAaHHBIX CHCTEM OT Yrpo3 HH(pOpMaMoHHONW O€30MacHOCTH,
pealin3yeMbIX C HCIOJIb30BaHUEM CKPBITHIX KaHaloB. YacTe 2. PexomeHmaluu mo opraHusamnuu
3alUThl HTHPOPMALUHU, HHOOPMAITMOHHBIX TEXHOJIOTHHA U aBTOMAaTU3UPOBAHHBIX CHCTEM OT aTak
C HCTIOIb30BAaHUEM CKPBITHIX KaHAJIOB.

27. T'OCT P 54581-2011 Nudopmanmonnas TEXHOJIOTH. Mertoabl
u cpenctBa obecnedeHus OezomacHocTH. OCHOBBI JT0Bepus K 0e30MacHOCTH MH(OPMAIIMOHHBIX
texHosoruil. Yacte 1. O630p U OCHOBBI.

28. T'OCT P 54582-2011 Nudopmannonnas TEXHOJIOTH. Mertonabl
u cpenactBa obecnedueHus G6ezonmacHocTH. OCHOBBI J10BepUsl K 0€30MacCHOCTH HMH(DOPMAIIMOHHBIX
texHosoruil. Yacts 2. MeToibl 10BEepus.

29. TOCT P 54583-2011 Nudopmannonnas TEXHOJIOTHUSI. MeTtosl
U cpeacTBa obecriedeHus Ge3omacHOCTH. OCHOBBI JJOBEpHs K 0€30MacHOCTH MH(POPMALMOHHBIX
texHosoruil. Yacte 3. AHanM3 METOZ0B JOBEPUS.

30. T'OCT P UCO 74981-99 NndopmannoHHas TeXHOJIOTHs. B3aMMOCBSI3b OTKPBITHIX
cucreM. bazoBast atanonnas moaens. Yacts 1. ba3oBast Mozaens.

31. TOCT P UCO 74982-99 NndopmannoHHas TeXHOJIOTHs. B3aMMOCBSI3b OTKPBITHIX
cucteM. bazoBast atanonHas moaens. YacTs 2. ApXUTEKTypa 3aluThl HHPOpPMAIIH.

32. TOCT P HCO/M3K 133351-2006 WudopmanmonHas TexHOJIOTUA. MeTombl
u cpencrtBa obecrmeueHust Oe3zomacHocTu. Yactes 1. Konmenius W MOJenu MEHEIKMEHTa
6e301macHOCTH HH(POPMALIMOHHBIX M TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTHI.

33. T'OCT P UCO/M3K 15446-2008 NnpopmanimoHHast TEXHOJIOTHS. METOIbI M CPEeNICTBA
obecrieyeHuss Oe3omnacHocTH. PykoBoAcTBO mo pa3paboTke mpoduiei 3ammThl ¥ 3aJaHUi 110
0€301MacHOCTH.

34. TOCTP HUCO/M3K 27001-2006 MudopmarmonHas TexHoaorus. MeTobl U cpeicTBa
oOecnieuenus Oe3zomacHocTH. CHUCTEMBI MEHEIKMEHTa HMH(QOPMAIMOHHON  0e30macHOCTH.
TpeboBanust (Ha OCHOBE MpPSIMOro NPUMEHEHHs MexayHapoaHoro cranaapra HMCO/MOK
27001:2005).

35. TOCT P MCO/M3K 27002-2012 MudopmarmonHas TeXHOI0THs. MeTo bl U CpeicTBa
oOecnieueHus Oe3omacHoctd. CBOJ TMpaBWJI U HOPM MEHEIKMEHTa HMHPOPMAIIMOHHOM
0€30MacHOCTH.

36. T'OCT P MCO/MDBK 270331-2011 HudopmannoHHas TexHOJIOTHSA. Metombl
cpeacrtBa obecniedenus 6e3onacHocTH. bezonmacnocts cereit. Yacts 1. O030p M KOHLEIIIHH.

37. TOCT P HCO/MBK 270331-2011 HamwonaneHbiii cranmapt Poccuiickoit
@enepanun. MapopmannonHas texHojorus. Metoasl U cpeicTBa obecrieueHust 0€30MacHOCTH.
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beszonacnocts cereil. Yacts 1. O630p u KoHIenuu (YTBEPXKAEH U BBeleH B aeicTBue [Ipukaszom
Poccranmapra ot 01 nexadpst 2011 r. Ne 683cr).

38. T'OCT P HUCO/MDBK TO 18044-2008 WudopmannonHas TexXHOJOTHSI. MeToabl
U cpeactBa obOecrneueHuss 0€30MacHOCTH. MEHEIKMEHT HHIMJIEHTOB HHGOPMAIMOHHON
0€30MaCHOCTH.

39. TOCT PO 0043-003-2012 3amura wuHdopmanuu. ATrecTanus OOBEKTOB
uHpopmatuzanuu. OOIIUE MOI0KEHHS.

40. TOCT PO 0043-004-2013 3amura wuHbopmanuu. ATrecTanus OOBEKTOB
nHpopmaruzauuu. [IporpaMma U METOIMKH aTTECTALIMOHHBIX UCIIBITAHUH.

41. M  bazoBas Mozaenb  yrpo3  0€30MacHOCTH  MEPCOHAIbHBIX  JTAHHBIX
npu ux o0paboTke B HMH(MOPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX JaHHBIX. (YTBEpXkKaeHa
3amectutenem nupekropa ®CTIK Poccun 15 despans 2008 r.).

42. Meronuka OIEHKH yrpo3 0e30macHOCTH MH(OpMauu. (YyTBEpKIeHa 3aMEeCTUTENIEM
nupektopa @CTOK Poccuu 5 dpespans 2021 r.).

43. Meronnveckui JIOKYMEHT. Mepsbl 3allUTHI UHpOpMaLIUN
B TOCydapcTBeHHbIX HHpopManmoHHbiX cuctemax (yrBepxaeH DPCTIK Poccum 11 despans
2014 1.).

44. TlepeueHb TEXHUYECKON JIOKYMEHTaIUH, HallMOHAJIbHBIX CTaHJapTOB
U METOAMYECKHX JIOKYMEHTOB, HEOOXOJWMBIX JIJIsi BBIOJIHCHUS pPa0OT M OKa3aHHWS YCIYT,
YCTaHOBJIEHHBIX [Tonoxenuem 0 JIMLEH3UPOBAHUU JIeATEIbHOCTH
M0 TEXHUYECKOW 3amuTe KOH(PUACHIHMAIbHOW WH(OOpPMAIUU, YTBEPKIACHHBIM MOCTAHOBIECHUEM
[IpaBuTenncTBa Poccuiickoit denepanuun oT dheBpans 2012 T.
Ne 79 (yrBepxaen ®CTOK Poccuu 04ampens 2015 r.).

45. Ilepeuenp TEXHUYECKON JIOKYyMEHTaIUH, HallMOHAJIbHBIX CTaHJapTOB
U METOJWYECKUX JTOKYMEHTOB, HEOOXOJMMBIX JIJIsi BBITIOJHEHUS BHIOB Pa0OOT, YCTAaHOBICHHBIX
[Tonoxenuem 0 JULEH3UPOBAHUN JeATETbHOCTH no pa3paboTke
U TPOU3BOJCTBY CPEICTB 3alUThl KOH(PUIACHIHAIbHOW HWHGOPMAIMH, YTBEPKICHHBIM
IIOCTAHOBJIEHUEM [IpaBuTenscrBa Poccuiickoit ®denepanuu

ot 3 mapta 2012 r. Ne 171 (yrBepxaen @®CTOK Poccuu 09 anpens 2012 r.).

46. Tlopsmok oOpraHuM3alMd W OpoOBeAEeHUS padoT Mo  aTTecTalud  OOBEKTOB
nH(POpPMATHU3aLMU Ha COOTBETCTBHE TPEOOBAHMSM O 3alIUTE HHPOPMALIUU OTPAHUICHHOTO JIOCTYTIA,
HE COCTaBJIAIOILEH rocyaapcTBeHHYI0 TaiiHy. YTB. nnpukazoM @CTOK Poccun ot 29 anpens 2021
r. N 77.

47. TIlpuka3  PocmkomHamzopa or 5  ceHtsiops 2013  roma Ne 996
«O0 yTBepkIeHNHN TPeOOBAaHUN U METOJIOB M0 00€3IMUYNBAHHUIO TIEPCOHATBHBIX JTAHHBIX).

48. Ilpuka3 ®CTIK Poccun ot 11 ¢espans 2013 r. Ne 17 (pen. ot 15.02.2017) «O6
YTBEPKICHUHN TPpeOOBaHUMN O 3aIuTe MHPOPMAIIMH, HE COCTABIISIONIEH TOCYIapCTBECHHYIO TailHY,
cojiepKalieiics B TOCyAapCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMAX.

49. Tlpuka3z ®CTIK Poccuu ot 18 deppans 2013 r. Ne 21 (pen. ot 23.03.2017) «O6
yrBepkaeHnn CocTaBa U CcOJEpKaHMsl OPraHU3allMOHHBIX U TEXHHYECKHUX Mep MO 00ecreueHHIo
0€30MacHOCTH TEpPCOHAJbHBIX JAaHHBIX INpPU HUX 00paboTke B HHGPOPMAIMOHHBIX CHCTEMaX
MEPCOHATBHBIX JAHHBIX).

50. TIlpukaz ®CTIK Poccum or 27  cenrsiops 2013 r. Ne 119
«O06 yTBepx/1eHUHN TpeOOBAHUM K CPEICTBAM JIOBEPEHHOM 3arpy3Km».

51. [Tlomoxxenwe o OaHke yrpo3 Oe3omacHOCTH WH(MOpMAIUU. YTBEPKICHO MPUKA30M
OCTIK Poccun ot 16 dpespans 2015 r. Ne 9;

B) 0a3bl MaHHBIX, WH(OPMAIIMOHHO-CIIPABOYHBIE W IOMCKOBHIE CHCTEMBI: BaHK TaHHBIX
yrpo3 Oe3omacHocTr uHpopmaruu  Www.bdu.fstec.ru, www.pravo.gov.ru, www.fstec.ru,
www.gost.ru/wps/portal/tk362;  mpaBoBble  CIPAaBOYHO-TIOUCKOBBIE  CHUCTeMbl  («['apaHT»,
«Koncynbrant Ilnrocy).
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OPI'AHM3AIIMOHHO-ITEJAT'OT'HYECKUE YCJIOBUA

[ToBbileHre KBATM(PHUKAUU TPAXKIAHCKUAX CIYKalIUX OCYIIECTBISETCS B OYHOU (opme
IyTEeM HEMOCPEJCTBEHHOTO OOILICHMS CIIyIIaTels ¢ IpenojaBareieM. B comepikaHum oOydeHUs
MIPUOPUTET OTIAETCS MPAKTUYECKOM HAIIPABICHHOCTH O0YUYECHHUS.

[Ipu mpoBereHMH 3aHATUN 00SA3aTENBHO YYMTHIBACTCS pACHpelelieHHe BpEMEHH Ha
JIEKIMOHHBIA MaTepUas U BHIIOJHEHUE MPAKTUUECKUX 33JJaHUIl B COOTBETCTBUU C YTBEPKICHHBIM
yueOHO-TeMaTnyeckuM IiaHoM. [Ipu 3Tom oO1iiee Bpemst Ha JIEKIIMOHHBIN MaTepHrall He IPEBBIIIAeT
30%. IlpakTuyeckue 3agaHusl MPEANONAralOT pa300p CIOPHBIX M MPOOJEMHBIX CUTyallUd W3
MPAKTUYECKON paboThl, TOATOTOBKY PACHOPSAUTEIbHO-OPTraHU3aMOHHBIX JOKYMEHTOB, PEIICHHUE
MPAKTUYECKUX BOIPOCOB U3 MPOPECCHOHAIBHOMN 1eATEeIbHOCTH 00yUatoIUMUCS.

[Ipu BbIMONHEHUH JA0OPATOPHBIX pabOT 0O0ydYaroIIMecs CAMOCTOATENBHO BBITOIHSIIOT
MIPaKTUYECKHE 3a/1aHus [0 YCTAHOBKE U HACTPOIIKe MPOrpaMMHBIX CPEJCTB 3alIUThl HH(POPMAIUH.

OCHOBHBIMH ~ BHJIaMH  CaMOCTOSITENIBHOW ~ paboThl  oOydarommxcss 0e3  ydacTHs
npenojaBaTeneil IBISIOTCS:

— (opmupoBaHue 1 yCBOEHHE COEPKAaHMSI KOHCIIEKTA JICKIMI Ha 0a3e peKOMEHI0BaHHON
JIEKTOPOM YUeOHOW JUTEepaTyphl, BKJIIOYas HWHGOpPMAlMOHHBIE O0O0pa30BaTENbHBIE PECYPCHI
(97eKTpOHHBIE Y4eOHUKH, SJICKTPOHHBIE OMOIMOTEKH U JIp.);

— TOJTrOTOBKA K TPYIMIIOBBIM 3aHATHIM I10 ONPEACTICHHON TEME TUCIUTUIHHBI.

Kaxnprii oOyuarommiics Ha Becb Mepuoa OOydeHHs oOecriedeH WHAWBUIYAIbHBIM
HEOTPAaHWUYEHHBIM JOCTYIIOM K DJEKTPOHHBIM YUeOHBIM MaTepuanaM, COJEpKalliM BCIO
HEOO0X0IMMYI0 YUeOHYI0 M y4eOHO-METOIMYECKYI0 MH(DOPMAIUIO 10 H3y4aeMbiM MoayiasMm. Ha
JMEKUMOHHBIX 3aHATUSAX U3JaralTcs Hauboyiee BaKHbIE M CIOXHBIC BOIPOCHI, SIBIISIOIIUECS
TEOPETUYECKON OCHOBOM HOPMATUBHBIX ITPABOBBIX AKTOB M IIPAKTUYECKUX AEUCTBUN. HacTh neKuui
MOXKET H3JIaratbcs MPOOJEMHBIM METOJOM C TMpUBJICUECHHUEM OOydYaloIIUXCS M pelIeHus
c(OpMyJIMPOBAHHBIX MIpENoaBaTeseM NpoodeM.

Ha npaktuyeckue 3aHsATHS U Ja0OpaTOpHbIE PaOOTHI BBIHOCATCS BOIIPOCHI, YCBOEHHE
KOTOPBIX TpeOyeTcsi Ha ypOBHE HABBIKOB M yMeHHH. [Ipu mpoBeeHUM NMPaKTHYECKUX 3aHATHIM
oTpalaThIBAIOTCS  3aJaHUs, YUYUTHIBAIOIIME CHEIU(PHUKY BBIIOIHIEMBIX (DYHKIIMOHAIBHBIX
00s13aHHOCTEH O0yJaroImuxcs Mo CBOEMY NPOQPECCHOHATbHOMY NpEeAHa3HAYEHHI0, B TOM UHCIE
NPEJYCMOTPEHbI 33/1aHusl C MPOBEJICHHEM JENOBBIX WIp (3MMU30[0B) M CO3JaHHUEM CHUTYyalluH,
MOJISIIMPYIOIINX THUIIOBBIE HapylIeHus. B mporecce npakTndeckoro o0y4eHus: ocoboe BHUMaHKE
ynensercss (OpMUPOBAHUIO U PA3BUTHIO Y OOYYAIOIIUXCS MPAKTUUYECKUX YMEHUH, HaBBIKOB U
KOMITIETECHITUH.

Jlis mpoBeneHMs NPAKTUUYECKUX 3aHATHH HCMONB3YIOTCS METOJMYecKHe pa3paboTKH,
MO3BOJISIIONIAE  WHIMBHIYATH3UPOBATh 3a/JaHUs OOydJalOmMMCS B 3aBHCHUMOCTH OT HX
JOJDKHOCTHBIX Kareropuid. Takue 3amgaHus NpeAcTaBiIsAOT co0OW NpoOJIeMHBbIE CUTYallMOHHBIE
BapHaHTHI, PA3MYAIONINECS MOJEISIMHA OOBEKTOB HH(OpMAaTH3aIMH, U HAOOPOM KOHKPETHBIX
JeUCTBUHM, CYIIECTBEHHBIX U1 ONpEACNEHHBIX KaTeropuil oOydarounmxcs, OoObeIUHEHHBIX B
COOTBETCTBYIOIIYIO MOJIPYIIITY.

B xonme camoctosTensHOM paboThl oOywaromuecss Oojee IETaabHO paccMaTpUBAIOT
BOTIPOCHI, H3y9aeMbI€ B X0/I€ JICKITHOHHBIX 3aHATHIA, TOTOBATCS K IPOBEICHUIO TPYIIITOBBIX 3aHATHIA
U 3aKpeIUIAIOT YMEHHUS U HaBbIKH, IMOJyYE€HHBbIE TpU OTpabOTKe Ha MPaKTHUECKUX 3aHATUAX. B
nensx Oonee 3hdexTuBHON paboThl OOydaromMecs, TOTOBATCA Y4YEOHbIE W KOHTPOJBHO-
MIPOBEPOYHBIE MaTEPHAIIBI.

B xome camocrosTenbHON paboThl 00ydaromMMCS MPEJOCTaBISETCS BO3MOXKHOCTH
MOJIb30BaHMS MHTEPHET pecypcamMy y4yeOHOTo 3aBelIeHHsI, HA KOTOPBIX pa3MeEIleHbl AJIEKTPOHHbBIE
Y4eOHHKH, TPOOHBIE TECTHI, & TAKXKe POPYM IS TOTyYSHHS KOHCYIBTAIIMOHHBIX YCIYT OT BEIYIINX
nperoiaBaTenei.

JlaGopaTopHas 0aza AkaaeMuu OCHAI[EHAa COBPEMEHHBIM OOOPYIOBAaHHEM W CPEICTBAMHU
BBIUUCIIUTENILHONM TEXHUKHU, TO3BOJISIOIIMMH PEATU30BaTh CPEAY BUPTYaIU3AIMH, B KOTOPOU MOKET
OBITH BBITIOJIHEHO OOJIBIITMHCTBO MPAKTHYECKUX 3aHATHH M JaOOPATOPHBIX padoT, s TOTYICHHS
YMEHUH M HAaBBIKOB YCTAHOBKHM, HACTPOWKHM U HCHOJB30BAHUS MPOTPAMMHBIX U TPOTPAMMHO-
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TEXHUYECKUX CPEJICTB 3alUTHl HH()OPMAIIH.

KomnbroTepHble Kiaccsl 000pyJOBaHbl aBTOMAaTHU3UPOBAaHHBIMM pabOuYMMHM MECTaMU ISt
MPOBEICHUS 3aHATHHA MO y4eOHBIM TUCHMIUIMHAM M3 pacdyéra OJHO pabodyee MECTO Ha OJHOTO
o0yyaroIerocsi pu MpOBEIECHUM 3aHATUI B JAAaHHBIX Kilaccax. AKaJeMHs UMEeT HeoOXOIUMBIN
KOMIUIEKT JIMIIEH3MOHHOTO MPOTrPaMMHOTO OOECTICYeHHUS U CePTU(GUIMPOBAHHBIX MPOTPAMMHBIX
CPEeACTB IO 3aluTe HHPOPMAIUH.

@®opmupoBaHue  MPOPECCHOHANBHBIX  KOMIETEHIMH  00ecredyrnBaeTcss  IUPOKUM
UCIOJIb30BAHUEM B YU€OHOM MPOLIECCE AaKTUBHBIX M MHTEPAKTUBHBIX (POPM IPOBEACHUS 3aHATUH
(KOMIBIOTEPHBIX CUMYJISALUMN, IEJIOBBIX WIpP, pa300pa KOHKPETHBIX CHUTYyalllil) B COUYETAaHUU C
BHEAyJAUTOPHOW paboToil ¢ Lenbio (GOpMUPOBAHUS M pa3BUTHs NMPO(HECCHOHAIBHBIX HABBIKOB
00yJaromuXxcs.

Peann3anuss  mporpammbl  o0ecrieuMBaeTcsli  KaK — INTaTHBIMU  IIPENOJAaBaTENIsIMU
CIELMANIN3UPOBAHHBIX Kadenap AKaleMHH, TaK U PYKOBOISAIIMMU M HAyYHO-TIEAArOTHUYECKUMHU
paOoTHHKaMu opraHu3anuii ¥ Beaymux BVY3oB, a Takke BbICOKOKBaJIU(UIMPOBAHHBIMU
crenuagucTaMu B oosnactu uHpopmanroHHoi Oe3onacHocTy YrpasieHus denepanbHoil ciryKObl
[0 TEXHUYECKOMY M SKCIIOPTHOMY KOHTposto 1o IlpuBomxkckoMy denepaibHOMY OKpYTY,
MIPUBJIEKAEMBIMU K pEaM3allid IPOrpaMMbl Ha YCIOBUSAX TIPakJaHCKO-IIPAaBOBOIO JIOTOBOpa
(KoHTpaKTa).

[IporpamMma TOBBIIIEHUS KBIM(UKAIUK IPEIyCMaTpUBACT IPOBEACHHUE 3aHATHIA B
COOTBETCTBUM C II€JI€BBIMH YCTAaHOBKAMH IPOIPaMMbl, KOTOpbIE OO0ECIEeYMBaIOT TPeOyeMblii
YpOBEHb YCBOEHHUS yuyeOHOro Marepuaja. 3HaHUS IPUOOPETAIOTCS B OCHOBHOM IPOBEICHHUEM
JEKIUH, MPaKTUYECKUX 3aHATHH M caMOCTOATENbHON paOOThl. YMEHHUS M HaBBIKU JIOCTUTAIOTCA
MIPOBEJICHUEM Dpsila B3aMMOCBSI3aHHBIX IPAKTHUUECKUX 3aHIATUH M JAOOpaTOpHbIX padoT,
KOMIIBIOTEPHOT'0 MOJEIIMPOBAHMSI IOCIEACTBUN IPUHUMAEMBIX PEILIECHUMN, IEJIOBBIX U POJIEBBIX UIP,
pa3bopoM KOHKPETHBIX CHUTYalluid, TPDEHUHTOB U JIp.

Ha nek1inOHHBIX 3aHATUSAX U3JIAraloTCs TEOPETUUYECKHE OCHOBBI 00ecrieueH st 0e301acHOCTH
nHpopmanuu. Ha nekuusax, myreM IOCTAaHOBKM MPOOJIEMHBIX BOINPOCOB, COBMECTHBIM HX
00CYXJIeHUEM U pacCMOTpPEHHEM HanOoJsiee 11eIeco00pa3HbIX MyTel pelleHus, y o0yJaromuxcs
YIIyOJIsIIOTCS M 3aKPEIUISIFOTCS 3HAHUS, MOJIYyYeHHbIE UMHU B IPOLECCE CAMOCTOATEIbHOW paboThI
HajJ y4eOHbIM MarepuajoM. JIeKIMHM U NPaKTUYECKHUE 3aHATHS TMPOBOAATCS B ayIUTOPHSIX,
OCHAIIEHHBIX KOMITBIOTEPOM, MYJIbTUMEAUIHBIM IPOEKTOPOM, SKPAHOM U JOCKOH.

Ha mpaktuueckue 3aHsATHs U Ja0opaTOpHble pabOThl BBIHOCATCS BOIPOCHI, YCBOCHHE
KOTOpBIX TpeOyeTcs Ha ypOoBHE HaBBIKOB M yMeHuH. Ilpu mpoBeneHUM NpakTUYECKUX 3aHSITUN
oTpalaThIBAIOTCS  3a/laHUsl, YUYUTHIBAIOIIME CHEUU(UKY BBINOJHEHHUS  (YHKIMOHAIBHBIX
00s13aHHOCTEHN 00y4aroIIMMUCS 0 CBOEMY IMpo(deccnoHalIbHOMY IMpeIHAa3HAYEHUIO, B TOM YHUCIIE
3aJJaHMA C UCTIOJIb30BAHUEM CHELMATU3UPOBAHHOTO IPOTPAMMHOTO 00€CTIeYeHNs] KOMITBIOTEpA 115
3aIUTHl HHHOPMAITUH.

JUist TpoBeleHUs TPAKTHUECKUX 3aHATUH M JAaOOpaTOpPHBIX PpabOT HCHOIb3YIOTCS
ayTUTOPUH, OCHAILIEHHBbIE HEOOXOAWMBIM HH(OPMALMOHHO-TEXHUYECKUM O0OpYJOBaHHEM U
IIPOrpaMMHBIMH CPEACTBAMH, O3BOJIAIOIIMMHU MOJIEIMPOBATh U3y4aeMbl€ IPOLIECCH IEPCOHAIEHO
KaKJIbIM 00y4aroIuMCSl.

B nporiecce n3yuenus: yueOHOM MporpaMMbl HCIONIB3YIOTCS JEHCTBYIOIINE HAIIMOHAIBHBIE
CTaHJIapThl, HOpPMaTHBHbIE MIpaBOBbIE aKTBI u WHBIE JTIOKYMEHTBI
B obnactu T3, HopMaTHBHBIE, pykoBojsAue U Meroaundyeckue nokymeHTsl PCTOK Poccun, a
TaK)X€ COOTBETCTBYIOIINE YUEOHO-METOANYECKHE TOCOOUS U MPE3EHTAIIH.

Jlnst obecrieueHust yueOHOU, yueOHO-MEeTOANYEeCKON, HayqyHOH, CIIPaBOYHOM JTUTEpaTypoid,
JIOCTYyTa K COBPEMEHHBIM PO(ecCHOHATBLHBIM 0a3aM JIaHHBIX, CIIPABOYHO-TIPABOBBIM CHCTEMAM U
K riobansHOM cetn MHTEpHET, nMeercs 6ubnnoreka. Kaxmnomy obydaromemycsi odecrieunBaeTcs
J0CTyM K OnbnuoreuHomy (GOHAY, YKOMIUIEKTOBAHHOMY MEYATHBIMU U 3JI€KTPOHHBIMU U3JTAHUSMU
OCHOBHOH y4eOHOM JInTepaTypbl, U3JaHHBIMU 32 nocienHue 10 set, u3 pacuéra He MEHee OJIHOTO
IK3eMITIsIpa Ha 4-5 00ydJaroImxcs.

[epenaua mporpamMMbl OBBIIIEHUS KBATU(HUKAIIMU IPYTroil 00pa30BaTebHON OpraHu3auu
JOTTyCKaeTCs TPU CO3JaHUU YCIOBHI U COOJIOICHNs TPeOOBaHMI 3aKOHOIaTeIhCTBA Poccuiickoi
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Qenepanui 0 MOpAaKe  oOpameHHss CcO  CIy)XeOHOH  uH(popManMel  OrpaHUYEHHOTO
pacnpocTpaHEeHUs] M HaU4YMM paspelieHus (eaepaibHbIX OPraHOB I'OCYIapCTBEHHOW BJAcTH, B
BEJICHUH KOTOPBIX HaXOIUTCSI OPraHU3aLUH1, OCYILECTBIISIONINE 00pa30BaTENbHYIO JESITENBHOCTD.

Buecenne — u3MeHeHMII B OporpaMMy  OCYLIECTBIIIETCS B COOTBETCTBHHU
C TpeOOBAHMSIMM, YCTAHOBJICHHBIMU 3aKOHOJATEIbHBIMU M WHBIMU HOPMAaTUMBHBIMH IPAaBOBBIMU
aktamu Poccuiickoii deneparuu B 00JaCcTH 00pa30BaHUs M TOPSJIKOM OOpaIIeHHs CO CITyKeOHOM
uHpopManuei OrpaHUuYEHHOTO PAaCIIPOCTPAHEHUSL.

[IporpaMMa MoOXeT  pealu30BBIBATBCA B OYHO-3a04HOW  (dopMe, TMpuU  ITOM
B YaCTH MPUMEHEHUS 3JIEKTPOHHOTO OOYYECHHUS U JAUCTAHIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHIA
UCKIIIOYAeTCsl H3Y4YEHHE BOIPOCOB, CBSI3aHHBIX C M3YYCHHEM JOKYMEHTOB, COJAEpKaIIuX
CITy>KeOHYI0 HH(OPMAIUIO OrPaHHYEHHOTO PACTIPOCTPAHEHHUSL.

®OPMbI ATTECTALIUA

OneHka KayecTBa OCBOEGHMSI IPOTpaMMbl  BKJIKOYAE€T BXOJHOM, TEKyLIIUMH WIK
IIPOMEKYTOUHBIA KOHTPOJIH, @ TAKXKE UTOTOBYIO aTTECTALIMIO O0OYUYaIOIIUXCS.

BxoaHON KOHTPOJIb JOJDKEH OXBATBIBATh BCEX OOYYAIOMIMXCS W MPOBOAMTCS B (hopme
TECTUPOBAHUS U TIOCIEAYIOIIEro cobecefoBaHusl C BEAYIIMMHU IPErNoAaBaTesIIMU y4eOHOIro
3aBefieHHs. Llenpio sSBiseTcsl onpeaeneHne ypOBHS 3HAHUH 00ydJaromuxcst Uil KOPPEKTUPOBKU U
ajanTalnuy y4eGHOro mpoliecca MmoJi KOHKpeTHbIE MOTPEeOHOCTH 00YyJaroUINXCsl, ¢ Y4ETOM YPOBHS
OCBOCHHS YYEOHOTO Marepuaja, W3Yy4eHHOrO0 HMH paHee B paMKax IOJXydeHHs 0a30BOro
00pa30BaHMs UM HA Kypcax MOBBIICHUS KBATU(PHUKALUH.

Texymmii KOHTPOJIb MIIM IPOMEKYTOYHBIA KOHTPOIb TPEATIONaraeTcsi IpOBOJIUTH B (popme
3a4€TOB 1O OTJCJIBHBIM pasjenaM U TemMaMm y4yeOHOM mnporpammbl. /[lias mpoBeaeHus
MIPOMEKYTOUYHOTO KOHTPOJS Pa3padaThIBAIOTCS TECTOBBIC 3aJaHMS, BKIIOYAIONIME BOIPOCHI I10
HauboJiee akTyaJbHBIM MaTepuaiaM, u3ydyaeMbIM oOydaromumucs. Ob1iee KoIM4ecTBO BOMPOCOB
B TE€CTax HE JIOJHKHO MPEBBIIIATH IBAILATH.

KonkperHble GopMBbl M MPOLEAYpPhl BXOJHOTO, TEKYILEro M MPOMEKYTOUHOTO KOHTPOJIS
3HAHUW MO KaXJIOMy pas3fielly U OTAEIbHBIM TeMaM pa3palaThIBalOTCS YYEOHBIM 3aBEICHHEM
CaMOCTOSITENILHO U JIOBOJATCS /IO CBEIEHUS 00YJaromuXcsl.

HtoroBas arrectanusi oOydaroluxcs MpeaycMaTpyUBaeT IMPOBEJEHHE dK3aMeHa B (opme
TECTUPOBAHUS.

[lopsnox mpoBeneHus HUTOroBoM arrectanuu omnpexaeneH [lomoxennem 00 HTOroBOM
aTTeCTalluy, yTBEP)KIEHHBIM PEKTOPOM AKaJEMHUH.

[lepeueHb BOIPOCOB, UCIOJIB3YEMBIX JUIsSl IPOBEAEHUS dK3aMeHa, (OpMUPYETCS] HA OCHOBE
NEPEYHsI OCHOBHBIX BOIPOCOB (TECTOB), COCTABISIEMbIX [l KOHTPOJIS 3HAaHUI 00ydaromxcs, Ipu
MIPOBEJICHUU IPOMEKYTOUHOIO KOHTPOJI 3HAHUM MO Y4eOHBIM AMCHMILIMHAM (MOIYJISIM),
MPEJCTAaBICHHBIX B paboyell mporpaMMe MOBBIIIEHHS KBATU(UKAIIIH.

OLHEHOYHBIE MATEPHUAJIBI

Hepeqenb BOIIPOCOB, BLIHOCUMBIX HA IK3aM€CH

[TepeyeHs OCHOBHBIX BOMPOCOB, BBIHOCHUMBIX JUISI KOHTPOJIS 3HAHHWH, OOy4JarONIMXCs IO
UTOTaM M3y4eHHUsl yueOHOro Kypca:

1. OcHoBHble TepMuHbI 1 onpenenenus B oonactu T3U. Henn u 3anaun T3U.

2. TlonsTue 3ammiiaeMoro o0bekTa HHpopMaTU3aKuu. ITarbl KiacCuuKauu 00bEKTOB
nHpopmaruzanuu. HopmMaTHBHBIC JOKYMEHTHI.

3. Buasl o00bekTOB UWH(pOpMATHU3ALMU: KpaTKas XapakTepucTuka. HopmaruBHbBIE
JTOKYMEHTBHI.

4. Cucrema 1okymMeHTOB B obnactu T3U.

5. Cucrema crannaptoB B obmactu T3U.

6. OTBETCTBEHHOCTH 3a NMPaBOHAPYIIECHHS B 00JaCTH 3aIIUTHI HHPOPMALIUH.
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7. OCHOBHBIE MEpPONPUATHS, MPOBOAWMBIC il OOECIEYeHMs 3allUThl HH(POpMALUH,
coJiep Kalieics: B TOCy1apCTBEHHOM HH(POPMAITMOHHOM CHCTEME
8. TpeboBanus  MEXKIYHAapOAHBIX  CTaHJAPTOB MO  3ammre  HWHGPOpMAIHUU
ot HCJI.

9. Craauu ¥ 3Tanbl CO3JAHMSI CUCTEMBI 3aIIUTH HH()OPMAIIH.

10. T'ocynmapcTBeHHbIE HH()OPMAITMOHHBIE CUCTEMBI.

11. TlousTHe u obmas kiaccupukamus yrpo3 0€30MacHOCTH MH()OPMAIUH, CBI3aHHBIX C
HC/I.

12. MeTto/ibI BBISIBICHUS M aHATN3a YIPo3 0€30MacHOCTH HH(POpMAIIHH.

13. Metonsl BBISIBJIGHHS M aHalu3a YSA3BHUMOCTEH MPOrpaMMHOTO OOecredyeHus,
MCIOJIb3yeMOr0 B aBTOMaTH3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEMAX.

14. Ob6ecneuenue 3amutbl uHGopmaruu ot HCJ[ B Xome sKCITyaTaliii aTTeCTOBAaHHOMN
MH(POPMAIIMOHHOMN CUCTEMBI.

15. OGecneuenue 3ammtbl uHGopmaiuun oT HCJI mpu BbeIBOgE H3 IKCIUTyaTallUH
aTTeCTOBaHHOW WH(POPMAIMOHHON CHCTEMBl WIHM TOCIE NPUHATHA pEIIeHHs 00 OKOHYAHUH
00paboTKu nHbOpMaIUH.

16. TpeboBanmst k wmepam 3amutel uHQOpMmamuu ot HCJ, peamnsyembiMm B
uHpopmannoHHou cucteme. Mepsl 3amutsl uHGopmarmu ot HC/I.

17. CpenctBa 3amutsl naGopmarmu ot HCJI.

18. Knaccudukanus BunoB koutposis coctossaus T3U or HCI.

19. Cucrema noxymenToB 1o koHTpoito coctosiaus T3U ot HC/I.

20. Knaccudukamnuss MeToqoB KOHTpois 3amuineHHoctu uHpopmamuu ot HCI u ux
XapaKTePUCTHKA.

21. CkaHepbl 0€30MaCHOCTH M X XapaKTEPHUCTHKA.

22. CpenctBa aHanm3a TPOTPaMMHBIX KOJIOB M HMX Xxapakrepuctuka. Cpencrtsa
AHTUBUPYCHOM 3alTUTHI U UX XapaKTePUCTHKA.

23. 3ammTa HHPOPMALIUU B BBIYMCIUTEIBHBIX CETAX: CIIOCOOBI 1 OCHOBHBIE CPE/ICTBA.

24. TloHATHE U OCHOBHBIE BHJIbI BPEIOHOCHBIX ITPOrPaMM.

25. KommbroTepHble BHPYCHI: ONpEICIICHHe, KiacCu(UKAIMs, OCHOBHBIC (YHKITUH
(Bo3melicTBUA).

26. CriocoObI M CpeICTBA 3AMIUTHI OT BPEIOHOCHBIX MPOTPAMM.

27. OcHOBHBIE C€IIOCOOBI W cpencTBa oOecreueHHust 0e30MacHOCTH HMH(OpMaluu Mpu
MEXCETEBOM B3aUMOJICHCTBUN: KPaTKask XapaKTePUCTHKA.

28. TlonsTue uaeHTHU(PUKAIUH, ayTeHTU(DUKAIIUY, aBTOPU3AIMHU. YTIpaBlIeHUE JOCTYIOM K
pecypcaM CeTeBOM CUCTEMBI.

29. TloHsATHE MEXCETEBOr0 SKPaHUPOBAHUS, TUIIBI MeKCETeBbIX 3kpaHoB (MD). IIpumepst
1 OCHOBHBIE (DYHKIIMU COBpeMEHHBIX MD.

30. HasnaueHue v mpUHLUIBI pabOTHI cUcTEM 0OHapyxeHus BTopxkeHuit (IDS).

IIpumepsI TeCTOBBIX BONIPOCOB

1. Yro siBasieTcsi 6a30BbIMH CBoOiicTBaMu 6e3onacHOCTH UHGpopmanuu?

Be3onacHoCTb, aKTyanbHOCTb, 0OBEKTUBHOCTh

CeKpeTHOCTb, 3alUIIEHHOCTb, OBICTPOeCTBHE
KondpuneHmaabHOCTb, ETOCTHOCTD, IOCTYITHOCTb
KonduaeHmaibHOCTh, HEMPUKOCHOBEHHOCTH, 3alTUIIIEHHOCTD

2. Kakoe cBoiicTBo 0e3omacHocTH HMH(pOPMALUHM O03HAYaeT €€ HEU3MEHHOCTh B
YCIOBHSAX CJYYAHHOI0 MJIH NPEIHAMEPEHHOI0 HCKAKEHHA ?

KoupuneHnmansHOCTh
lenoctHOCTH
AKTyaJIbHOCTh
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JocTynHocTh

3. CoOBOKYNHOCTH OPraHOB M (MJIM) HMCIOJHUTEJeH, UCMOJb3yeMOii UMH TeXHHUKH
3alMThl MHPOPMAMHM, a TaKKe 00BEKTOB 3alUTHI WHGOPMALUH, OPraHU30BAHHAS H
(QYHKIHOHUPYIOMIAsi 1O NPaBWJIAM M HOPMAM, YCTAHOBJIEHHBIM COOTBETCTBYIOUIMMH
JAOKYMEHTaMH B 00JiacTu 3amuThl nHpopmanuu B coorBercrBuu ¢ 'OCT P 50922-2006
ITO

Crpykrypa 3ammThl HHGOpManuu
[Tonutrka 6e30macHOCTH WH(pOPMAIHN
Cucrema 3amuThl HTHOOPMALUH
TexHuka 3amuTH THPOPMALIUU

4. Kakmne cymecTByIOT BHABI CeTeil 10 YNIPaBJIeHHIO pecypcamMu?
MIPOBOHBIE ¥ OECIIPOBOIHBIE

OIHOPAHTOBBIC U KIIMCHT-CCPBCPHBIC

JIOKaJbHbIE U TEPPUTOPHUATIBHBIE

OJIHOPAHIOBbIE U OECIIPOBOAHbIE

5. Moaeanr Oe3onacHoctu '"'PaGouasi rpynma': kakoe ycJoBHe [10/LKHO OBbITh
BBINOJIHEHO /ISl ABTOPHU3AIMHU N0J1b30BaTe/Isl padoyeil cTaHIMKM Ha cepBepe?

HaJMyue y4€THOM 3amMcy C OJMHAKOBBIM HMMEHEM M IaposieM Ha pabodeil CTaHUMM U
cepBepe

HAIMYUE Ha cepBepe W pabodell CTaHIMK YYETHBIX 3alUCeH C OJMHAKOBBHIM HMEHEM
MOJIb30BATEJIS], HO Pa3HBIMH MaPOJISIMU

HaJM4Khe Ha cepBepe M pabouel CTaHIMHM yYETHBIX 3aMMCel C OJMHAKOBBIM MapojieM, HO
pa3HBIMH UMEHAaMU TOJIb30BaTeNen

BCTpOCHHAaA y‘IéTHﬁfI 3alucChb C AAMUHUCTPATUBHBIMU IIpaBaMu

6. Moneanr 6e3omacHoctu "/loMeHHas ceTh'': MPeMMYIECTBO B MCHOJIb30BAHUHU
3aKJII0YAeTCsl B TOM, 4TO

N0JIb30BaTENb JOMEHA I0JDKEH ObITh YKa3aH B yUETHBIX 3anmucsax Windows Kak JIOKaJIbHO Ha
y3Ile, TaK M Ha cepBepe

M0JIb30BaTENb JOMEHA KECTKO MPUBSA3aH K CETEBOMY Y311y

H0JIb30BaTENb JJOMEHA MOXKET 3apEeTHCTPUPOBATHCSA B CETH Ha 000 paboueil cTaHINU B
3TOM JIOMEHE U MOJIyYUTh JJOCTYII K €r0 pecypcam

KOHTpPOJUIEP JOMEHA HCIOIb3yeTcs Kak (paiIoBbIil cepBep

7. 4Yto Takoe Active Directory (ciy:k0a KaTajoroB)?

ceTeBas (ailioBasi cucrema

0a3a 1aHHBIX, B KOTOPOU XpaHUTCS MHPOPMAIIHSI O PaClOIOKEHNN CETEBBIX KaTaJIOTOB

HepapXUUeCK OPraHU30BaHHOE XPAHUIIHUIIE JAaHHBIX 00 00bEKTaxX CeTH, 00eCTIeunBaroIee
yA0OHBIE CPEICTBA JIsl TTOMCKA U UCTIOJIb30BAHUS ATUX JTAHHBIX

Tabnuia pa3menieHus (aiioB Ha AUCKeE

8. Uro saBasercss /JA0OMEHOM 2-T0 YpOBHSI B MNpPeACTABJIEHHOM NpHUMepe:
www.dev.microsoft.com?

microsoft
dev

com
WWwW

9. Kakoii u3 mnpeacraBjeHHbIX auana3zoHoB IP-aapecoB 3ape3epBHpoOBaH 1O
JIOKaJIbHBbIE ceTH?
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176.18.1.0/16

192.168.0.0 /24
162.198.0.0 /24
192.168.0.0 /16

10. YTo moHmMaeTcsi moj ceTeBbIM NMPOTOKOJIOM (MPOTOKOJIOM Mepeaayu JaHHbIX)?

HaGop npasu (mporieaypa), Mo3BOJISIONIHA OCYIIECTBISATH COCTMHEHHE M OOMEH JTaHHBIMHU
MEXIy ABYMs U O0jiee ceTeBbIMH a0OHEHTaMU

[TpaBuna (mponeaypa) oOpabOTKH TaHHBIX B KOMITBIOTEPHON CETH

[Tpouieaypa MOAKIIOYCHUS KOMITBIOTEPOB K KOMMYHUKAIIMOHHOW TTOJICETH

PernameHT paGoThl ceTEeBOM CITYKOBI

11. Kakoro ypoBHsi He cyuiecTByeT B Mojiejin B3aUMO/IeiiCTBUSI OTKPBITHIX CHCTEM
OSI/1SO?

Pu3n4ecKoro
TpancriopTHOTO
YpoBHS npeACcTaBICHUI
YpoBHS 00beAMHEHUS

12. Jlns yero mpeaHa3HavYeH MeKCeTeBOM IKpaH?

st oOHapyeHHs BTOP)KEHUH Ha y3€Jl CeTH

Jlns 3ampeta 3anmycka NPHIOKEHUN HAa KOMIIBIOTEPE

Jnist pasrpaHnyeHns Mporycka Tpaduka 1mo aapecaM UCTOYHUKA/ HA3HAYCHHS U OTKPBITHIM
MIPUIIOKEHUAMH (CITy>k0aMu) mopTam

Jiist oOHapyXeHHS U YCTPaHEHHS BPEIOHOCHBIX MIPOTPaMM

Jlunam, ycHemHo OCBOMBUIMM JIOMOJHUTENBHYIO MPOQECCHOHANIBHYIO IPOTrpaMMy

MOBBIIIEHUS KBATM(PUKALUU U TPOLIEAIINM HUTOTOBYIO aTTECTAIMIO, BBIAAETCS yJOCTOBEPEHUE O
MOBBIIIEHUH KBATM(PUKAIIUN YCTAaHOBJIEHHOTO 00pas1ia.

[TpopexTop mo yuebHol pabore / U@‘%L// N.B. Koxxanosa
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