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BBEJAEHUE

[Iporpamma moBbIICHUS — KBajduukamuu  «3ammra HUHPOpMAUUU €
UCIOJIb30BAaHUEM OTEUYECTBEHHOI'O MPOrpaMMHOro oOecnedyeHus» paszpaboTaHa c
y4eTOM TpeOOBaHUIA:

- ®epnepanpHoro 3akoHa oT 29 gekabps 2012 rtoma No 273-03
«O0 oOpazoBanuu B Poccuiickoit deaepanumny;

- [TocranoBnenus IIpaBurensctBa Poccuiickoit @enepanmu ot 6 Mas 2012 roxa
Ne 399 «0O6 opranuzanuyd TOBBIIICHUS  KBaNU(UKALWK  CHEIHAIKCTOB
Mo 3amure WHOOPMALKU U JOJHKHOCTHBIX JIMI, OTBETCTBEHHBIX 32 OPTaHU3AIIUIO
3aUThl UHQOpPMAlMM B OpPraHax TOCYIapCTBEHHOM BJIACTH, OpraHaXx MECTHOTO
CaMOYyIPaBJICHUs, OPraHU3alUAX C TOCYJIapCTBEHHBIM YYacTHEM W OpPraHU3aLUIX
00OpPOHHO-TIPOMBIIIIIEHHOTO KOMIUIEKCAY;

- IlocranoBnenus IlpaButensctBa P® ot 3 Hos0ps 1994 r. Ne 1233
"O06 yrBepxaenuu [Tonoxxenus o nopsake oopanieHus co cyeOHoil nadopmanuen
OTPAaHUYEHHOTO pAaclpoCTpaHeHHs] B (enepalibHbIX OpraHax HCIOJIHUTEIbHON
BJIACTH, YIIOJJHOMOYEHHOM OpraHe YIPaBJCHUS MCIOJb30BAHUEM AaTOMHOM 3HEPIUU
u YIIOJTHOMOYEHHOM oprase 10 KOCMHYECKOU NEeATEIBHOCTH "
[B pen. moctanoBieHuii [IpaButenbctBa Poccmiickoit ®eneparuu ot 20.07.2012
Ne 740, o1 20.02.2016 Ne 123, ot 18.03.2016 Ne 214];

- Ilpuxaza MuHuctepcTBa Haykd M BbIclIero oOpa3zoBaHus Poccuiickoi
®enepanuu oT 19 okTa06ps 2020 r. Ne 1316 «O0 yTBepKIeHUH MOPSAKA pa3padOTKU
JOTOJHUTENbHBIX  MPO(ECCUOHANBHBIX MPOrpaMM, COJEpXKAIIMX  CBEIACHUS,
COCTABJISIFOLIME TOCYAAPCTBEHHYIO TailHy, U JTOMOJHUTEIBHBIX MPOPECCUOHATBHBIX
nporpamMm B 06Js1acTi “UHGOPMAIMOHHON O€30MTaCHOCTH;

- Ilpukaza MunuctepcTtBa oOpa3zoBanus U Hayku Poccuiickoit ®denepanuu
or 1 wurons 2013 1. No 499 «llopsgok opraHu3alii W OCYLIECTBICHUS
0o0pa30BaTeNbHON  JAESATENIBHOCTH 1O  JOIMOJIHUTENbHBIM  NMPOQECCHOHATbHBIM
nporpaMmamy;

- IIpukaza Muntpyna Poccun ot 14.09.2022 Ne 536H "OO6 yTBepkaCHHUH
npodeccuonansHoro crangapra "Coenuanuct To 3amuTe UHpopMmanuu B
TEJIEKOMMYHHUKAIIMOHHBIX CcUCTeMax U ceTsx" (3apeructpupoBaHo B MUHIOCTE
Poccun 18.10.2022 Ne 70596);

- Ilpukaza Muntpynga Poccun ot 14.09.2022 Ne 533u "OO6 yTBepxkaeHHUU
npodeccuoHanbHoro crangapta "Crnenuanuct Mo 0e30MacHOCTH KOMITBIOTEPHBIX
cucteM U ceteit" (3apeructpupoBano B Munrocte Poccun 14.10.2022 Ne 70515);

- Ilpukaza Muntpynga Poccun ot 14.09.2022 Ne 5251 "OO6 yTBepxkaeHHUU
npodeccuoHanbHOro craHjgapra "Chnenuaadct 1o 3almMTe HUHpOpMaluu B
aBTOMATH3UPOBaHHBIX cuctemax" (3apeructpupoBano B Muniocte Poccun
14.10.2022 Ne 70543);

- IIpukaza Muntpynga Poccun ot 09.08.2022 Ne 474m "OO6 yTBepkKICHHUH
npodeccHoHalbHOrO  cTapgapra "CHenMaJMcT 1O  TEXHHYECKOM  3aIluTe
uHpopmanun" (3apeructpupoBano B Muntocte Poccun 09.09.2022 Ne 70015).

Br160p TeM nporpamMmbl ¥ €T0 OCHOBHOTO COACPKAHUS MPOU3BEACH C YIETOM
o0ecrnedeHns MPeeMCTBEHHOCTH K TOCYIapCTBEHHOMY 00pa30BaTeIbHOMY CTaHIapTy



4

BBICIIIETO  MPO(ECCHOHATBLHOTO  OOpa30BaHUS  HAMPABICHWA  MOATOTOBKHU
«udopmanronnas 6e3omacHoCTh» (YypoBeHb OakanmaBpuar) - [Ipukaz MuHoOpHayKu
Poccun ot 17.11.2020 Ne1427.

Hean peanu3zannu nporpaMmbl NOBbIIEHUS] KBAJTU(UKATMT

Llenpto peanu3aluyl MPOTPAMMBl  TOBBIIICHUS KBIM(UKALUN  SBISIETCS
COBEpIIICHCTBOBAHUE KOMTICTCHIIHIH, HEOOXOIUMBIX ISt MOBBIIICHUS
po(hecCHOHANFHOTO YPOBHS B paMKaX MMEIOLIEHCS KBanu(pUKalUU CIIEUATICTOB
(BKITFOYAsl TOCYNAPCTBEHHBIX TPAXKIAHCKUX CITY)KAIIKUX), paOOTaoMIUX B OOJIACTH
3amuThl uHGopMaruu B uHpopmamnoHHbix cucremax (MUC) u mubopmanmoHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CETAX (Janee — oOydaromuecs), B YaCTH UCIOIb30BAHUS
CIOCOO0OB M CPENCTB 3aIIMThl MH(OPMALMKU OT HECAaHKIIMOHUPOBAHHOIO JOCTYIA
(HCD.

OOyuaromuecs 1O @porpaMMe MOBBILICHUS KBaJU(UKALKUNA TOTOBSATCS
K OCYLIECTBICHHMIO CIIEAYIOIIEro BUAA NPOPECCHOHATIBHOU  JEATEIbHOCTH:

OKCILTyaTalluOHHAaA.
OOBexTaMu HpO(l)CCCI/IOHEUIBHOf/'I ACATCIIBHOCTHU 06yqa}oumxc;l SIBIISIFOTCHL.
O0OBEKTBI I/IH(l)OpMaTI/BaI_[I/II/I, BKJIIOYAKOIHUe ABTOMATU3UPOBAHHLIC

(MHpOpPMALIMOHHBIE) CHUCTEMBl pA3JIMYHOTO YPOBHS M HA3HAYEHHs, CpPEACTBa
Y CUCTEMBI 00pabOTKH MH(DOPMALIU U CPEICTB UX OOCCIICUCHHUS;

yIPO3bI 0e301acHOCTH uH(popmanun B ABTOMAaTU3HPOBAHHBIX
(MHpOPMALIMOHHBIX) CUCTEMAX;

criocoObl U cpeacTBa 3anuThl nHbopmanuu (31) B UC;

CUCTEMA HOPMATUBHBIX IIPAaBOBBIX AaKTOB, METOJUYECKUX JIOKYMEHTOB
Y HAllMOHAJIbHBIX CTaHAAapTOB B obsactu 3U.

3anagamu MpoeccCUOHANBbHOMN 1eATEIbHOCTH 00yUYaIOIIUXCS SBIISIOTCS

a) B 9KCIUTyaTal[HOHHOM JIeSITeIbHOCTH

obecrieuenne 3 B UC ¢ wncnonp3oBanuem otedectseHHoro 110 B xoze
IKCIUTyaTaIliil 00BEKTOB HH(DOPMATH3AIINY;

obecnieuenue 31 B MIC ¢ ucnonp3oBanuem oreyectBeHHOro 1O mpu BeiBOzE
13 DKCIUTyaTallud 00BEKTOB HH(OpMATH3AIUH.

TpeOoBanus K KBaIM(PUKALMH MOCTYNAONIET0 HA 00y4YeHue

VYpoBeHb oOpa3oBaHMs JMIA, MOCTYNAOIIEro Ha OOydYeHHe — BbICIEE
oOpa3oBaHM€ IO HAMpPAaBJICHUIO TOJATOTOBKM (CIEUUAIbHOCTH) B o0JacTu
nH(OpMAITMOHHOW  0€30macHOCTH, MpOo(ecCHOHAbHAS —TEPENnoJroTOBKa ISt
BBITIOJTHEHHUS HOBOT'O BH/1a PO ECCHOHATBHOMN IEATENBHOCTH « TexXHudIecKas 3ammuTa
uHdopMaIuny», WM MHOE BbIcIIee OOpa3oBaHME M CTaXX pPabOThl B 00JacTH
TEXHUYECKOM 3anuThl HHGOpMaluu He MeHee | ropa.

IIJTAHUPYEMBIE PE3YJIBTATBI OBYUYEHUSA

I[poriecc OCBOCHUST 00YYAIOLMUMHUCS TPOTPAMMBI TIOBBIIICHHUS KBATU(PUKAIIMH
HarpaBJIeH Ha COBEPIIICHCTBOBAHUE CIICAYIONIMX KOMITCTEHIIHA:
a) o0menpohecCuOHATBHBIX:
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CHOCOOHOCTh HCIIOJIb30BaTh HOPMATHUBHBIE IMPABOBBIE AKThl, METOIMYECKHE
JOKYMEHTBI, HAIMOHAJIbHBIE M MEXIyHApoAHbIe cTaHAapThl B oOxactu 33U
u obOecrnieueHuss 0e30MacHOCTH HMHGPOPMAIMOHHBIX TEXHOJOTMH B  CBOEH
npodeccroHanbHOM 1eITebHOCTH,

CIIOCOOHOCTh OMpENeNsTh BUIBI U (QopMbl MH(DOpMAIUHU, MOABEPKEHHON
yrpo3aM, BO3MOKHBIE METOJIbI M IIyTH pPEaIu3alld yrpo3 Ha OCHOBE aHaIM3a
CTPYKTYpBhl M cojAepkaHus HH(POPMAIMOHHBIX MPOIECCOB OpraHu3alluu, lesei
Y 33J1a4 JIeSITeIbHOCTH OOBEKTA 3aIMTHI;

CIOCOOHOCTh HCIIONB30BaTh JOCTIKEHUS HAyKH M TeXHUKU B oOmactu 3U,
MOJIb30BAaTbCA pe(epaTUBHBIMU U  CIIPABOYHO-MH(POPMAIIMOHHBIMHU  W3/IaHUSIMU
B oOJractu 3U,

0) npodecCUOHAIbHBIX:

B AKCIUTyaTallAOHHOW €S TEIbHOCTHU:

cnocobHocTh obecnieunBath 31 B UC ¢ ucnonbs3zoBanuem oreduectBeHHOro [10
B XOJI€ 9KCIUTyaTalluu 00bEKTOB MHPOpPMATU3ALHH;

cnocobHocTh obecnieunBath 31 B UC ¢ ucnonbs3zoBanuem oreuectBeHHOro [10
IPU BBIBOJIE U3 KCIUTyaTallul 00bEKTOB HH(OpMATU3ALIH.

B pesynpraTe OCBOEHHMSI TPOrpamMMbl  TOBBIIEHUS  KBaJu(UKAIUH,
oOyuaronuecs: JODKHBI MOJIyYNUTh 3HAHMS, YMEHHUS U HaBBIKH, OOECIEUMBAOIINE
COBEPILECHCTBOBAHUE KOMIIETCHIUH.

[lepeuenb 3HaHWN, YMEHUH W HABBIKOB (OpMUpYETCS Ha OCHOBE
HIKEITPUBEIEHHOTO CIIUCKA.

OOyuaronuecs T0KHbI:

a) 3HATh:

HOpMaTWBHBIE TNpaBOBble akThl Poccuiickonn denepanny, HOpPMaTHUBHBIC
Y METOJAMYECKHUE IOKYMEHTHI B 001acTH 3auThl nH(opmauu B UC;

OCHOBHBIE MOHATHS B 00sactu 3U;

CUCTEMY OpraHu3alliy 3alMThl HH(OpMalMM, AECUCTBYIOUIEH B oOpraHe
rocyJapCTBEHHOW BJIACTH, OpPTraHU3ALINH;

OCHOBBI MeTojosiorun u meroauku nposeneHus T3 or HCJ B oprane
rocyJapCTBEHHOW BJIACTH, OPTaHU3ALINY;

MPOIICAYPHl BBISABICHUS yIrpo3 Oe3omacHOCTH HHGOpMAIMU Ha O0OBEKTax
nH(pOpMaTH3aINH, OpTaHU3AIIHH;

obuue TpedoBanus no 3amure nugopmanuu or HCJl B AC (MC), TpeboBanus
Y PEKOMEHJIAINU TI0 3alUuTe 00bEKTOB HHPOPMATH3ALINH;

Mepsl U cpeactsa 3amuThl nHGopmanuu or HCJl B AC (UC);

TpeboBanus K cpenctsam 3anuTsl nHGopmanuu or HCI B AC (UC);

npaBuia pa3pabOTKH, YTBEPKACHHUS, OOOCHOBAHHUS M OTMEHBI JIOKYMEHTOB
B oOmactu 3U;

LEIH, 3aJla4yd, OCHOBHBIE NPHUHIMIBI OpraHU3allHd, METOJAbl U CPEIACTBA
BEJCHHUSI KOHTPOJSI COCTOSIHUSL — 3aIMIIEHHOCTH HMHQOpMAalMK B  OpraHe
rocyJapCTBEHHOM BJIACTH, OPTaHU3ALINY;

OpsAA0K 0(hOPMIIEHHUS] TEXHUUECKON JOKYMEHTAIINH 110 3aIIUTe HH(POpMaIUy;

0) yMeTh:

aHaJIM3UPOBATh YIPO3bl 0€30MaCHOCTH HHPOPMAIIHH;
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IPOBOAUTH 0OOCHOBaHHME BHIOOpPA COBPEMEHHBIX CIIOCOOOB U CPEICTB 3AIIUTHI
uHpopmaiuu, npumensemsix B AC (UC);

MPOBOJUTH MeporpusaTus 1o 3amute nHpopmanuu B AC (UC);

yCTaHaBJIMBATh, IPUMEHATh U HACTPaUBaTh OTE€UECTBEHHBIC CPEACTBA 3AIIUTHI
uHpopmaruu, npumensemsie B AC (MC);

OCYUIECTBJISTh  MPOBEPKY  BBIMIOJHEHHS  TPEOOBAaHMM  HOPMATUBHBIX
nokyMeHTOB 1o 3amute uHpopmaruu B AC (UC);

OCYILIECTBISATh KOHTPOJIb 3auuiménnoctu nupopmanuu ot HC/I;

POBOAUTH Pa0dOTHI O KJIacCU(PHUKAIINH 3aLTUIIIEHHOCTH aBTOMAaTU3UPOBAHHBIX
(uadopmarnmonnsix) cucteM ot HCJI x undopmaruy;

IPUMEHSATH HA IPAKTUKE MOJIOXKEHUS HOPMATHUBHBIX JOKYMEHTOB B yactu T3U
or HCJI;

B) BJIaJICTh HABBIKAMM:

paboThl ¢  HOPMATHBHBIMH  [PABOBBIMH  aKTaMU, METOJUYECKUMHU
JIOKyMEHTaMu, HAIIMOHAJIbHBIMU ¥ MEXXIYHAPOIHBIMU CTaHaapTaMu B obnactu 3U;

pa3paboOTKu HEOOXOJIMMBIX JOKYMEHTOB B MHTEpecax OpraHuzauuu padboT
o 3amure uapopmanuu ot HC/I;

poBeIeHUsI padboT, cBsi3aHHbIX ¢ 3amuToi nHbopmanmu B AC (UC);

YCTaHOBKH, IEPBUYHON HACTPOMKH KOMIIOHEHTOB OTEYECTBEHHBIX CPEJICTB
3amuThl nHGopMmarmu (C3U) moBepeHHOM 3arpy3KH U pa3rpaHUICHUs IOCTYIIA;

HACTPOWKM M  HUCIOJIb30BAHUS  OCHOBHBIX  3alIUTHBIX  MEXaHU3MOB,
peaT30BaHHBIX B OTEYECTBEHHBIX ONEPALMOHHBIX CHCTEMAX;

pasrpaHu4eHMsl MpaB IMoJib30oBaTesle B 0a3e JaHHBIX OTEYECTBEHHOTO
ITPOU3BOJICTBA, HACTPOMKE OrPAHUYEHUM, IPABUJI U TPUITEPOB;

YCTAHOBKHM, HACTpOMKM u aamuHuctpupoBanuss C3M oredecTBEHHOrO
MIPOU3BOJICTBA B KOMITBIOTEPHBIX CETSX;

BBISIBJICHUS YIrpo3 0€30MacHOCTH HH(OpMaAlMd B aBTOMAaTHU3UPOBAHHBIX
(MHGOPMAIIMOHHBIX ) CUCTEMAX;

ydacTusi B pa3pabOTKe OpraHU3alMOHHBIX M TEXHUYECKUX MEPONPUSTHIMA
no 3amure 00bekToB uWHGMopmatusauuu ot HCJl x wuHbOpMammu, KOHTPOJIS
WX BBITIOJTHEHHUS;

MPOBEICHUSI padOT MO KOHTPOJIIO 3amuiieHHocTr nuapopmanmu ot HCJI.

YUYEBHBIN ILIAH

JOTIOTHUTEIbHON MPOo(dhecCHOHANBbHOM MporpaMmbl
«3ammTa HHGPOPMALMH € HCIIOJIb30BAHUEM 0TE4eCTBEHHOI0 IPOrpaMMHOI0
odecrneyeHus»

110 NOBbIMEHUI0 KBAJINPUKALMHU (eepalbHbIX TOCYAAPCTBEHHBIX I'PAKIAHCKUX
CIIYKALUX

Hean:  Cosepuiencmeosanue u (unu) noayyeHue HO80U KOMHEmMeHyul, HeooXo0UMoll Oisl
npogeccuoHanvbHol 0esimeIbHOCU, ¢ Y4emoM UsMeHeHUll 8 3aKOHo0amenbcmae,
HOPpMAMUBHLIX AKMAX U NPOCPAMMHOM 0becneyeHuu, ucnoavsyemom ¢ ®°HC Poccuu,
U (u1u) nogwvluieHUs NPoGeccuoHaIbHO20 YPOBHSL 8 PAMKAX UMeoulelicsl
K8anupurayuy no 60npocam 3auumsl UHGOpMayuu om HeCaHKyuoOHUPOBAHHO20
00CMyNna ¢ UCNOIb308aHUEM OMEYECMBEHHO20 NPOSPAMMHO20 0becnedets.
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6edywas, cmapuias, Miaowas spynnvl O0IHCHOCMEU, Kame2opuu.:
PYKOBOOUmenu, cneyuaiucmol, obecneuusaioujue cneyuanucmol

O4YHAA nymem H€I’l0€p€0€7’l’l6€HHOZO 83AUMOO0EUCEUS Ne0A202UYECKO20

pabomuuka ¢ 0OYHUAIOWUMCA C  OMPbLIBOM  OM  UCHOJHEHUS
OO0JIDICHOCMHBIX — 00SI3AHHOCMEN  NO  3ameuaemol  OOJIHCHOCIU
20CY0apCmeenHol 2padcOAHCKOU CLyHCObL
IIpono/ukuteabHocTh 54 uaca
00yueHus:
Pesxxum 3aHsITHIL: 6-8 uacos 6 denv
KoJunuecTBo yacoB
Ne HaumeHoBaHue 110 BUJIAM 3aHATHI ®opma
MPOMEKYTOY
n/ pa3zesioB U NPaKTHYECKUE 3aHATHS .
Bcero | jekn HOH
n AUCHUNIAH caMocCTosTe b
UM | ayauTOpHBIE aTTecTamuu
Has pabora
[IpaBoBeIEe U
OpraHu3aIMOHHbBIE
1 |°P N 8 8 0 0 3auer
OCHOBBI 3aIIUTHI
nHpopmauu
Crnioco0sl 1 cpeacTna
3alUThl HH(GOPMAIHU
C MCIIOJIb30BAaHHEM
2 36 8 28 0 3a4er
OTEYECTBEHHOTO
MIPOrPaMMHOTO
obecrnieueHus
KonTposb cocrosaus
TEXHUYECKOH 3aIUThI
3 | mHbOpMAITUH OT 8 0 8 0 3a4eT
HECaHKIMOHUPOBAHH
OT0 JIOCTYyTIa
Hrorosast DKSAMCH B
2 2 ¢dopme
arrecranus TECTUPOBAHUA
UTOro 54 16 36 2
KAJIEHIAPHBIN YYEBHBIU I'PA®HUK
Cpok 00y4eHUs 110 TPOrpaMMe TTOBBIIIICHUS 1 5

KBaJ'II/I(I)I/IKaI_[I/II/I, HCACIN

Cpok 00yueHHs 110 IporpaMMe MOBBIIICHUS

KBaJIM(UKALMY, THU

Buasl 3aHsaTHH, IPEyCMOTPEHHBIE IIPOrPAMMON
MOBBIIICHHS KBATH(PHUKAIIIT

AK | A | AU

A- ayauTopHas ¥ caMOCTOsATEIbHAs paboTa
W — nrorosas arrecrarus

K — xaHHKyJIBI.
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PABOYUE IMTPOTPAMMBI JUCIIUILIAH (MOYJIEIT)

PABOYAS ITPOI'PAMMA JTUCIUITJINHBI

IIpaBoBbie M OpraHNU3alMOHHbIE OCHOBBI 3aIIUTHI HH(OPMALHT

BBenenue

Pabouas mporpaMMa IUCHUIUIMHBI pa3paboTaHa JjIsl MPOrpaMMbl MMOBBIIICHUS
kBaMpukanmnu «3ammTa  HUHQOpPMAIMU €  HCMHOJIB30BAaHUEM OTEYECTBEHHOTO
MIPOTrPaMMHOTr0 00ECIIEYEHUS».

B pesynbpraTe 0CcBOEHUS JAHHOU JUCHHILUIMHBI TOCYAAPCTBEHHBIE IPAXKIAHCKUE
cinyxaimue unenekuuii u ynpasienniit ®HC Poccuu coBepIieHCTBYIOT CBOU 3HAHUS
IIPaBOBBIX OCHOB 3aKOHOJATENbCTBA P®d, MO3BOJAIOMIKE CIEHUAINACTY IO 3aLIUTE
UHPOpMAIlMU OpPraHU30BaThb MEPONPUATUS 1O O00ECIEeYeHHI0 Oe30MacHOCTH
UH(POpPMaAIMU U IPUMEHSATH B CBOEH E€ATEIBHOCTH MO TOJKHOCTHBIM 00513aHHOCTAM
OTEUYECTBEHHOE IIPOrpaMMHOE 00ecIiedeHHe JUIsl 3allluThl HH(OpMaLUK.

esnun, 32124 1 MeCTO Y4eOHOM JUCUUILJIMHBI B poIecce MOBbIIIEHMSI
KBAJIH(PUKAIIMA

[enb yueOHOM AUCIUIIIIMHBI — COBEPIIICHCTBOBAHUE U (MJIH) MOTYyYEHHUE HOBBIX
3HAHUW, YMEHUW W HAaBBIKOB CHEUUAIMCTAMU MO BOIPOCAM OPTraHU3alMOHHO-
paBoBbIX OCHOB B o0nactu T3KU.

3anaun yuyeOHOI JUCHMILIUHBI.

AKTyanu3anus 3HaHUM 0 1EeJsX, 3a/a4aX TeXHUUECKOM 3aiuThl HHPOpMaIuH,
€€ OCHOBHBIX HANpPaBJIEHUSAX, COCTABE U CTPYKType [ 0CyaapCTBEHHOW CHCTEMBbI
3aIIUATHl THPOPMALIHH.

CoBepIieHCTBOBaHME 3HAHUN O BUJAX WH(DOpPMAIIMK OTPAHHUUYEHHOTO JOCTYyTa
no Poccuiickomy 3akoHogaTenbCcTBY. KakuMu HOpPMATUBHBIMU aKTaMH 3TO
3aKperyieHo?

CoBepIlleHCTBOBAHKE 3HAHUHN O (DYHKIMSX U TTOJJTHOMOYHSAX TOCYAapCTBEHHBIX
peryiasTopoB B cdepe 3ammThl HUHPOpPMAIMK, O CHUCTEME NPOTUBOICHCTBUS
MHOCTPAHHBIM TEXHUYECKUM Pa3BEIKaM.

3akperuieHre 3HaHUM 00 OTBETCTBEHHOCTH 3a HapylleHue TpeOoBaHUM
3aKOHOJATEILCTBA O 3aIUTEe HH(HOPMAIIUH.

VYueOHas TUCHUIUIMHA SBJISETCS BBOJHOM B JIAHHYIO IIPOTrpaMMy TOBBIIIIECHUS
KBau(pUKaUU. 3HAHUS, YMEHUSI U HABBIKHU, TMOJYYCHHBIEC B pe3yJibTaTe H3Yy4YCHUS
JAHHOW y4eOHOW JUCIMIUIMHBI, HUCIHOJIB3YIOTCS TPU HW3YYEHUH TMOCICAYIONUX
y4eOHBIX AUCHUIUIMH: «CrnocoObl M CpelIcTBa 3alluThl  MHOpPMALUM €
WCIIOJIb30BAaHUEM OTEYECTBEHHOTO MPOTPaMMHOI0 oodecriedeHus», «KoHTpob
COCTOSIHUSI TEXHMYECKOW 3amuThl HMHPOPMAIMM OT HECAaHKIIMOHUPOBAHHOTO
JOCTYTIa.

Ilnanupyembie pe3yabTaThl 00y4eHHA

B pesynbrare OCBOEHMS NHUCLMIUIMHBI OOYYarOIIMKCA JOJDKEH IOJTYYUTh
3HAaHUA, YMEHUS U HABBIKH, KOTOPHIE MO3BOJAT CPOPMHUPOBATH COOTBETCTBYIOLINE
KOMIIETEHIIMH 711 €r0 HOBOTO BUJa Npo(eCCHOHAIbHON NesTenbHOCTH. [lepeuenp
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Pa3BUBAaEMbIX M KOHTPOJIMPYEMBIX B 00pa30BaTEILHOM IIPOIIECCe 3HAHUHN, YMEHUHN U
HABBIKOB (DOpMUpPYETCs Ha OCHOBE HIKETIPUBEIEHHOTO CITUCKA.

OOyyaromuics JOJKEH:

3HaTh:

HOPMAaTUBHBIE MPABOBBIE AKThI, METOAUYECKHE TOKYMEHTBI, MEXIYHAPOIHBIE
U HaI[MOHAJIbHBIE CTaHAAPTHI B obnact 3U;

OCHOBBI (PYHKIIMOHUPOBaHUsS rocyaapctBeHHoil cuctemsl 1[I UTP u T3U,
reau u 3agaun T3KU;

BU/IbI KOH(HICeHIIMAIbHON uHdopmaIm, NEpEeYHU CBEJICHUI
KOH(DUIEHIIUATLHOTO XapaKTepa;

IPaBOBYIO OTBETCTBEHHOCTh 32 HAPYIICHHE TPEOOBAHUM 3aKOHOATENHCTBA O
3amure nHpopmauu

THTIOBYIO CTPYKTYPY, 33/1a4d U IMOJTHOMOYHMS noapasaenenus mo T3U;

YMETh:

MPUMEHATh Ha TPaKTHUKE TpeOOBaHUSI HOPMATHBHBIX IIPAaBOBBIX aKTOB,
METOJUYECKUX JOKYMEHTOB, MEXIYHapOJHBIX M HAIMOHAJIBHBIX CTAaHJIAPTOB B
o6nactu 3U;

BJIaJICTh HABBIKAMM:

paboThl ¢ ACHCTBYIONIEH HOPMATUBHON MPABOBOM M METOAWYECKOW 0a3zoil B
obnactu 3.

Neni/mm HanMeHoBaHHe TeM Bun 3anarus
1. TpeHuHr-3HaKOMCTBO. AKTyaJbHbI€ BOIPOCH! 3a1IUThI HH(OpMaLUU IIpaKTHKa
2. Henu n 3anaun T3KU. 3amuiiaemslie uHpopManus u [
nH(popMaloHHbIE pecypchl. OObEKTHI 3aLUTHI !
3. ITpaBoBbIe OCHOBBI 3aIUTHI HHPOPMALIUU JEeKIHS
O0bem 3anstuii 1o gucuuminHe — 8 4acoB (15% or Bcero oObema
MIPOrpamMBbl).

PedepaTuBHOE OnMcaHue TeM

Tema Nel. TpeHHHr-3HAKOMCTBO. AKTYyajbHbIe BOINPOCHI 3alHUTHI
uHdopmanuu.

3HAKOMCTBO C TPYNNOM M CO ChymaTeasMu. TeKylue BOMPOCHI 3allUThI
uHpopmanmu. HeoOxoauMocTh Tiepexojla Ha OTEYECTBEHHBIC IMPOrPAMMHBIE
cpeacTBa 3amuThl  uUHpopmaruu. [lpoGiembl U pelieHUss BO  BHEAPEHUU
OTEUECTBEHHOTO0 TporpaMMmHoro obOecriedyeHus. OOMEH ONBITOM B NPUMECHECHHUH
cpeacts 3ammThl B THO.

Tema Ne2. Ieam u 3amaum 3amuthl uHpopManuu. 3anuiiaemMbie
uHopmanus u MHpopMaUuOHHBIE pecypcbl. O0bEKTHI 3a1UTHI.

OcHoBHBIE TepMuHBI U omnpeaenenuss B obmactu T3U. [NocymapcrBeHHas
cuctema I1JI UTP u T3U. Mecto T3U B cucreme MeponpHsITHI MO 00SCIICUSHHUIO
uHpopmanonHo 6e3onacHoctu B Poccuiickont ®enepanuu. Lenu u 3agaun T3U.

OOBekThl  3amuThl  WHpoOpManuu.  3amuiiaeMmble  WHPopMarus U
uHpopmalmoHHble pecypcbl. OO0BEKTHl HH(POpPMATU3ALMK, UX KiIaccuduKanus u
XapaKTEpUCTHKA.

['ocynapcTtBeHHble  MH(GOPMAIIMOHHBIE  PECYPChl,  HETOCYIapCTBEHHbIE
UH(OPMAIIMOHHBIE PECYPCHI, HaXOMSIIMECS B BEJACHUM OPraHOB IOCY/IapCTBEHHOMN
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BJIACTH U OpPraHU3ALUH.

[TonsiTus, kiaccupukanys U TEXHOJIOTHMM TOCTPOEHUs MH(POPMALMOHHBIX
cucteM. HpopMmanmonnsle cucteMsl kak 00bekThl 3amuTel oT HC/I. CrannaptHas
MOJIelb B3aUMOJICUCTBUSL  OTKPBITBIX CHCTEM W IPOTOKOJBI MEXKCETEBOTO
B3aUMOJECHCTBUSL.

Tema Ne2. IIpaBoBbie ocHOBBI 3.

[IpaBoBble OCHOBBI 3aliUThl MHPopManuu. Cuctema JOKYMEHTOB B 00J1acTH
T3U. HopmatuBHble mnpaBoBble akThl. HopmaTuBHblie npaBoBbie akThl PCTIOK
Poccun. Meroguueckue AOKYMEHTHI. TeXHUYECKHE AOKYMEHTHI (JIOKyMEHTalus).
[TnanoBeie pokymeHThl. WH(DopMannoHHble TOKyMEHTHI. JOKyMEHTHI B 00JacTH
TEXHUYECKOTO PEryJMpOBaHus U craHaapTu3auuu. Cucrema cTaHIapToOB B 00JaCTH
3amuThl  uHpopmamuu. OOmMe BONPOCHl  OpraHU3alMHU  JIMLEH3UPOBAHUS
nestenbHocTH B obOnactu T3U, ceprudukanus cpeacTtB 3auliuThl MH(DOpMaLuH,
aTrectauuss OOBEKTOB HH(pOpMAaTHU3alUU N0 TpeOOBaHUAM  OE30MACHOCTH
uHpopManuu. OTBETCTBEHHOCTh 3a IpPAaBOHAPYIIEHHS B O0JacTU 3allUTHI
uHbOopMaIuu.

IIpakTH4eckue 3agaHus

1. Tlepeuucnute BuUIbI UHOOPMAIIUU OTPAHUYECHHOTO JOCTYIA C YKa3aHUEM
HITA, KxOTOpbIMH OHH YCTaHOBJICHBI.

2. HazoButre HIIA, pernamentupyoomue 3ammrty HHbOpMAIMK B
roCyJIapCTBEHHBIX UHPOPMAITMOHHBIX CUCTEMAX

3. Tlepeuncnure MOA3aKOHHBIC AKTHI, PETYIUPYIOIIHE 3AIIATY HHPOPMAITUN B
roCyJIapCTBEHHBIX HUHPOPMAITMOHHBIX CUCTEMAX

4. Tlepeunciute COCTaB W COJEpKaHHE Mep MO 3amuTe uHbopMmaluu, He
COCTABJISIIOLIEH TOCYAapCTBEHHYIO TalHy, COJAEpXalleiics B TOCYAapCTBEHHBIX
MH(POPMAITMOHHBIX CUCTEMAaX

5. HazoBute TtpeboBaHusi 1o 3amuTe WHOOpPMAIMU, HE COCTABIISIONIEH
roCyJapCTBEHHYIO TailiHy, COJepKalleics B TOCYAapCTBEHHBIX WH()OPMAIMOHHBIX
cucremax

6. KakoBel wmepsl 1o 3ammre UWHGOpMAIMK, HE  COCTaBISIONICH
rOCyJapCTBEHHYIO TaliHy, COJEpKamielcs B TOCYAapCTBEHHBIX WH()OPMAIMOHHBIX
cucremax kinacca K17?

7. YKaxuTe MEponpusITHs O0OeCledeHHs] 3almuThl WHOOpMAIuu, He
COCTaBISIIOIIEA TOCYJAPCTBEHHYK) TaWHY, COAEPXKALIEHCS B TOCYAapCTBEHHOMU
uH(popMaIMoHHOU cucteMe kiacca K3.

8. Paspabortaiite [lepeuenn KOH(HIeHIIMATTbHON uH(popmarm,
obpabarteiBaemoii B IC 1nipu yCcIoBUM HATUYUS CIIYKEOHON TallHBI U MEPCOHATBHBIX
JAHHBIX 3 YPOBHS 3alIUIIIEHHOCTH.

9. IlpaBoBoe peryaupoBaHHe 3alIUThl HHPOpMAIUU B HHOOPMAIIMOHHBIX
cucremax ®HC Poccun: nepeurcinTe HOPMATUBHBIE JOKYMEHTHI

10. TocynapctBenusie uHpopMmanmonusie cucreMbl ®HC Poccuu: kakoi
KJIACC UM MIPUCBOECH?

11. HazoBute undopmarmonnsie pecypcst ®HC Poccun
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MeToanuyeckue peKoMeHAaluu

3aHATUS MO AUCIHUIUIMHE MPOBOIATCS B (opMe JIeKIUH; MPaKTUYECKUX
3aHATUNA U CEMUHAPOB MO JAHHOW JUCHUIUIMHE HE npeaycMoTpeHo. [Ipu npoBenenun
JeKIUi 00s3aTENIbHO HAJIWYUE TMPE3CHTAMU W HCIOJIb30BAHUE MYJIbTUMEIUUHON
TEXHUKHU.

[Ipn peanuzanuu AUCHUIUIMHBL B paMKax MOPOrpaMMbl ITOBBILICHUS
KBATU(PUKAIUA TPUOPUTET OTIAETCA MPAKTUUYECKON HANpaBICHHOCTU OOYUEHHS:
MPAaKTUYECKHE AaCHEKThl MPUMEHEHUs 3aKOHOAATEIbCTBA M  HOPMATHBHBIX
I0KyMeHTOB P®; peanuzamusi TpeOOBaHMN HOPMATUBHBIX JOKYMEHTOB IIpHU
opranuzamuu 3amuTel uHGopMarmu oT HCJ[ Ha 00bekTe 3amuThl, 0COOEHHOCTH
MOATOTOBKM JIOKAJBbHBIX AKTOB, PETJAMEHTUPYIOIIHMX HCIOJIb30BAHUE CPEJICTB
3aIUThl UHGOPMALMH, a TaKXKe, MPAKTUYECKUE ACIEKThl 3allUThl MH(OPMAIUU C
HCIIOJIb30BAaHUEM OTEUYECTBEHHOTO MPOTPAMMHOI0 00YUYEHUS.

JUIst IpOBEIEHNs BCEX 3aHATHI IO JUCLUIUIMHE PEKOMEHAYETCS NPUMEHSITh
COBpEMEHHBIE (DOPMBI U METO/IbI O0YUYEHUS, BKIIOYAsl aKTUBHBIE M MHTEPAKTUBHBIE.

JUIst poBeeHUsT JEKUHUOHHBIX 3aHSATHI HMCIOJB3YIOTCS AKTUBHBIE METOJbI
oOyueHus1, CTUMYJIUPYIOLIUE TO3HABATENIBbHYIO JEATEIbHOCTD CIIyIIaTelel, Onupasch
Ha METOAMYECKUE OCHOBBI NEAArOrM4ecKol TEXHOJIOTrMU «Pa3BuTHE KPUTHUYECKOTO
MBILIJICHUSD .

TexHoI0rnYeCKy0 OCHOBY COCTaBJISIET Oa30Basi MOJEIb TPEX CTaJAUN «BBI30B
— peanuzanus cMmbicia (ocMmbiciieHue) — pediekcus (pa3MblIICHUE)», KOTOpas
MO3BOJISIET TOMOYb CIYIIATEISIM CAMUM ONPEAEIATh HEeIH 00yUYEeHHUs], OCYIIECTBIISTH
AKTUBHBIA MOMCK MH(OPMAIMU U PA3MBILUISATh O TOM, YTO OHU y3Hau. Ha ctaauu
BbI30Ba (evocation) B CO3HAHUU CIyHIaTeNed MPOUCXOAUT MPOIECC AKTYaTU3alUU
MMEIOLIMXCS 3HAHUW U MPEJICTABICHUM O IpeaMeTe n3ydeHus. [lockonbKy rmpu sTom
COUETAIOTCS MHAMBUAYalIbHAA U TpynnoBas (GopmMbl pabOThl, y4acTHE CIIyllIaTeNel B
oOpa30BaTebHOM TIpollecCce AaKTUBU3HpYeTCsa, (OpMUPYETCs MO3HABATEIbHBIN
uHTEpeEC. Pe3yapTaTOM JaHHBIX MPOLECCOB SBIISIETCS CAMOCTOSTENBHOE ONPEIEICHUE
YUMH LIeJIH JajJbHEeHIIeH yIeOHOM NesITeIbHOCTH.

Ha cramuu  ocmbicnenus  (realization)  cimymiarenb — BCTymaeT B
HEMOCPEICTBEHHBI KOHTAKT C HOBOM MH(OpMalveld — HOCUTEJIEM HOBBIX HIEH.
[Tpoucxoaut ee cuctemaruzanus. Ctaaus pedaekcuu (reflection) xapakrepusyercs
TEM, YTO CJIyIIATEIW 3aKpEIUIIOT HOBBIE 3HAHUS M AKTUBHO INEPECTPAUBAIOT
cOOCTBEHHbIE MIPEJICTABIICHUS C TEM, YTOOBI BKIIFOYUTH B HUX HOBbIE OHATHS. Takum
o0pa3oM, MPOUCXOAUT “NPUCBOCHUE” HOBOTO 3HAHUS U (POPMUPOBAHHE HA €ro
OCHOBE CBOETO ApIYMEHTHUPOBAHHOTO MPEICTABICHUs 00 U3yyaeMOM OOBEKTeE.

B xoxe paboTel mo Takoil Mojenu o0ydarouiyecsl OBJaJeBalOT pa3IundHbIMU
crnoco0aMy HMHTErpupoBaHUsl MHGOPMAILIMM, y4daTcs BbIpadaThIBaTh COOCTBEHHOE
MHEHHE Ha OCHOBE OCMBICJICHHSI pa3JIMYHOIO OIbITa, MU U IPEeICTaBICHUA, CTPOUTD
YMO3aKJIFOUE€HHSI ¥ JIOTUYECKUE LIETIH JTI0KA3aTENbCTB, BEIPAXKATH CBOM MBICIIN YETKO,
MOHATHO ISl APYTHUX, YBEPEHHO U KOPPEKTHO IO OTHOIIEHUIO K OKPY’KAFOILHM.

C uenbro onpeieneHusl KauecTBa yCBOCHHSI MaTepraia MpOBOAUTCS IPOBEPKa
3HAHUM CIIyIIATEJIE C HMCIIOJIb30BAHHUEM COBOKYITHOCTHM KOHTPOJBHBIX 3aJaHUN U
BOITPOCOB B BUJI€ TEKYLIETO U UTOTOBOT'O KOHTPOJIS.



12

Texymmii KOHTPOJIb OCYIIECTBIISETCA Ha JIKITUSIX B CaMbIX Pa3HOOOpA3HBIX
dopmax — ompoca ciymareled IO U3YYEHHBIM BOMpocaMm, Jualiora ¢
IPENOAABATENIEM BO BpEMS JIEKIHM, IPOMEKYTOUYHOTO TECTUPOBAHUS, BBIIIOJHEHUS
CIyIIATEIIMU UHAWBUIYAJIbHBIX 3aJJaHUN 10 TEMAM U3y4aeMOM JUCUUILIAHBI.

Cnucok aureparypsl

a)  OCHOBHas JIUTEpaTypa:

1. WudopmammonHass 0e30MacHOCT, B TaONMIIaX M CcXeMax: Yy4eOHO-
Metoauueckoe nocooue. 7-¢ uzg. H.I'. Jlabytun, O.U. Knumuenkos. — H. HoBropo:
[TpuBomxckuit uu-T nosbienns kBamuduxaruun PHC, 2024. — 106 c.

2. Kapmeraes, B. HO. Texunueckast 3amurta nHGOpPMAIIN: OpTraHU3aIIMOHHbBIE
ocHOBBI: YuebHoe nocobue / B.}O. Kapneiues. — H. HoBropoa: [TpuBoikckuii uH-T
noBsieHus kBamudukanun GHC, 2021. — 44 c. : u.

3. OpraHuzailiOHHOE U TpaBOBoe oOecrmedyeHne HHDOPMAIMOHHON
0€30MacHOCTH: yUeOHHUK U MPaKTUKYM JUIsl By30B / o peaakiueit T. A. IlonsikoBoii,
A. A. CrpenbiioBa. — MockBa: M3narensctBo FOpaiit, 2022. — 325 c.

4. Kengpim, H.B. Cucremnas 3amura uHGOPMAUA KOMIBIOTEPHBIX CETEH.
YuebHoe mocobue — M.: Mup Hayku, 2022. — CereBoe u3nanue. Pexum nocryna:
https://izd-mn.com/PDF/43MNNPU22.pdf

0) JONOJHWTEJIbHAs JIUTEpaTypa, HOPMATHBHBIE M  METOIUYCCKHE
JOKYMEHTBI:

1. Karopun 10.®., Pazymonckuii A.B., CnuBak A.W. 3anmra undopmanuu
TexHU4YeckuMu cpeactBamu: yued. [locobue / mox pen. }0.®. Karopuna — CIIO:
HUYUTMO, 2012. — 416 c.

2. Cémxun C.H., Cémxun A.H. OcHOBBI MpaBOBOTO 00ECTIEYCHHS 3aIlUThI
uHpopManuu. YuebHoe nocodbue s By308. M.: 2008. - 238 c.: ui.

3. MensuukoB B.B. beszonacHocTs mH(pOpManuu B aBTOMaTH3WPOBAHHBIX
cuctemax / B.B. MenbuukoB. — M.: ®unHancel ¥ ctatuctuka, 2003.

4. HopmaTuBHO-TIpaBOBBIE aCIEKTHhl 3alUThl WHMOpMaimu: YdebHOe
nocobwue / A.A. Ilapommn. — BnaguBocTtok: U3a-Bo lansHeBoct. denep. yH-Ta, 2010.
—116c.

5. Konctutymus Poccuiickoii ®enepanuu (OpuHSATA HA BCEHAPOIHOM
rojjocoBaruu 12 nexadbps 1993 r.) (¢ yueroM nompaBok, BHeCeHHbIX 3akoHaMu PD o
nonpaBkax kK Koncturyuu PO ot 30.12.2008 N 6-OK3, ot 30.12.2008 N 7-OK3) //
Poccuiickas razera. —2009. — 21 suBapsi. —Ne 7.

6. Hoxtpuna undopmanuonnou 6e3zonacHoctu Poccuiickoit denepaiuu (yTB.
VYkazom [Ipesunenta P® or 9 cenrsadps 2000 r. [1Ip-1895) — Poccwmiickas razera. —
2000. — 28 centsops. — No 187.

7. ®enepanpHbiit 3aK0H oT 27.07.2006 N 149-d3 (pexn. ot 27.07.2010) «O6
uHpopmalui, HHMOPMALMOHHBIX TEXHOJOTUSAX W O 3aluTe HHPopMauumw». //
Poccuiickas razera. —2006. — 29 utons. — Ne 165.

8. ®enepanphbiii 3akoH oT 10.04.2011 N 63-D3 (pen. or 01.07.2011) «O6
ANEKTPOHHOM moanucuy. // Cobpanue 3akoHomarenscTBa PO, 11.04.2011, N 15, cr.
2036.
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9. ®epepanbhbiii 3akoH oT 27.07.2006 N 152-®3 (B pen. 261-d3 261 or
04.06.2011) «O nepcoHanbHbIX AaHHBIX». // Poccuiickas razera. —2006. — 29 utonsi.
— No 165.

10. 3akon ot 21.07.1993 N 5485-1 (pexn. ot 15.11.2010) «O rocynapcTBeHHOM
TaiiHey. // Poccuiickas razera. —2006. — 29 urons. — Ne 165.

11. Konuenimuss nHdopManrionHoit 6e3omacHoct denepanbHON HaI0TOBOM
ciyx0bl (yTBepkneHa npukazoM DenepanbHON HAIOTOBOW CiyXObl oT 13 stHBaps
2012 r. Ne MMB-7-4/6 @)

12. KoHueniusi CUCTEMBbI YIpaBieHUd HH(DOPMAIMOHHONW O€30MacHOCTHIO
®HC Poccun (ytBepxknaeHa mpuxazom dDegepaibHOW HAJIOTOBOM CIIYyKObI OT 25

depaist 2014 r. Ne MMB-7-6/66@).

PABOYAS ITPOT'PAMMA JUCHUIIJIMHBI

Cnoco0bl H cpecTBa 3a1IMTHI HHPOPMALMHE ¢ HCIOJIb30BAHHEM
0Te4YeCTBEHHOI0 MPOrPaMMHOI0 o0ecneyeHust

BBenenue

PaGouast mporpamMma JUCIUIUIMHBI pa3padoTaHa Jisi TPOrpaMMbl MTOBBIIICHUS
KBAIM(pUKALIMK «3aliuTa HHPOPMALUU C HUCIOJb30BAHUEM OTEYECTBEHHOIO
MIPOrPaMMHOTr0 00ECTICUEHUS.

B pe3ynbrare 0CBOCHHUS JaHHOW AUCLMILIMHBI TOCYJaPCTBEHHBIE TPaKIaHCKUE
cinyxamue nacnekiui u ynpasiennii ®HC Poccun coBEpIIEHCTBYIOT CBOM 3HAHUSA
U TOpUOOPETAIOT MPAKTUUYECKUE HABBIKM  MCIOJB30BAHHUS  OTE€YECTBEHHOTO
MPOrpaMMHOro 00€ecTeueHus, MO3BOJIAIONINE CIEIUANNCTY 0 3aluTe HH(pOpMauu
BBITIOJIHATh MEPOTPUATHST 1O oOO0ecrneyeHuto Oe3onmacHocT HWH(opManuum ¢
UCIIOJIb30BaHUEM CPEACTB 3aIIUThI HH(POPMALIUH.

Iesau, 32124 1 MeCTO Y4eOHOM JUCUUIIMHBI B MIPOIecCe NMOBBIILIEHMS
KBAJIH(PUKAIIMA

Lenp yueOHOM AUCLMIIMHBI — COBEPLIEHCTBOBAHUE U (MJIM) TIOJTy4€HHE HOBBIX
3HAHWM, YMEHHMM M HaBBIKOB CIEHHAIUCTAMU [0 BOIPOCAM HCIHOJIb30BAHUS
OTEUECTBEHHOI'0 MPOrPaMMHOIO oOOecnedeHus: il 3aluThl HHPOpMalHUHU B
aBTOMaTU3UpOBaHHbIX (MH(DOpMarmoHHbIX) cuctemax (AC (UC)).

3agaun y4eOHON AUCITUTIIUHBIL:

N3yuenue yrpo3 OezomacHoctn wuH(popMmanuu, cBsizanHbix ¢ HCJ, mnsa
npuoOpeTeHus: (COBEPIICHCTBOBAHUSI) HABBIKOB IOCTPOCHUS MOJAEIU  Yrpo3
6e3omacHOCTH UH(POPMAIIUH.

CoBeplIeHCTBOBaHME YMEHHMM W HaBBIKOB (pOopMUpOBaHUS TpeOOBaHUM IO
3amuTe MHPOPMAILIMK U CO3/1aHne CUCTeMbI 3aiuThl nHpopmaruu ot HCJI.

[lonyyeHue NPAKTUYECKUX HABBIKOB HCIOJB30BAHUS  OTEYECTBEHHOTO
MIPOTPaAaMMHOTO 00eCTIeUeHUs TSl 3aIUThl HH()OPMAITUH.

VYyebHas MUCHUIIIMHA SBISICTCS OCHOBHOM M MAaKCHUMaJIbHOW MO OOBEMY B
JAHHOM TMporpaMMe TOBBIIECHUS KBaIU(PUKAUUU. 3HAHHUS, YMEHUS U HAaBBIKH,
MOJIyYEHHbIE B PE3yJIbTaTe U3yUCHHUsI IaHHON y4eOHOU TUCUUILTUHBI, UCTIONb3YIOTCS
CIyIIAaTeIsIMU TPU U3YYEHUU TMOCIeayrome yuyeoHoi nucuuruinibl «KoHTponb
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COCTOSIHUSI TEXHHUYECKOW 3alUThl HHQOpPMAIMM OT HECAHKIIMOHUPOBAHHOTO
J0CTYyTa» U B CBOEH AalibHEHIIeH MpodecCnoHaIbHOM e TeTbHOCTH.

Ilnanupyembie pe3yabTaThl 00y4eHHUs

B pe3ynpTaTe u3yueHus JaHHOM TUCIUILUIMHBI 00yYatoIecs TOIAKHBI:

a) 3Hamb.

npoueaypsl BoisiBiaeHus yrpo3 HCJl 6e3onacHocTy nHGOpManuu Ha 00beKTax
MH(pOpMaTU3aLMKU, OPraHU3alluu;

o6mue Tpedosanus o T3U (mo 3ammre unpopmaruu ot HCJI), TpedoBanus u
PEKOMEH/IAllMU TI0 3alUTe 00BEKTOB HH(OPMATHU3AIINH;

MepbI U cpecTBa 3amuThl nHopmanuu ot HCJL;

TpeOOBaHUS K OT€YECTBEHHBIM cpeacTBaM 3amuTsl nHpopmaimu B AC (MC);

nopsI0K 0(pOPMIIEHU TEXHUYECKON TOKYMEHTALUHU T10 3a1UTe HHPOPMALINH;

0) ymems:

aHaJIM3UPOBATh YIPO3bl O€30MACHOCTH UH(DOPMALINH;

OIpeNeNsATh TpeOOBaHUA K cpeacTBaM 3auThl nHpopManuu ot HC/I;

yCTaHaBJIMBAaTh, IPUMEHATh U HACTPANBAaTh OTEUYECTBEHHBIC CPEACTBA 3AILNTHI
unpopmaruu, npumensiemsie B AC (MC);

IPUMEHATH HA IIPAKTUKE MTOJIOKEHUSI HOPMATUBHBIX JOKYMEHTOB B yactu T3U
ot HC/I;

B) BJIa/ICTh HABBIKAMMU:

IPOBENECHUS padoT, CBSI3aHHBIX ¢ 3amuTol nHpopmanmu ot HC/L;

YCTaHOBKHU, MEPBUYHON HACTPOMKH KOMIIOHEHTOB OTEUYECTBEHHBIX CPE/CTB
3amuThl nHGopmanmu (C3U) noBepeHHOM 3arpy3Ku U pa3rpaHUyEHus JOCTYIa;

HACTPOWKM M  HUCIHOJIb30BAHUS  OCHOBHBIX  3aIIUTHBIX  MEXaHU3MOB,
peaIn30BaHHBIX B OTEYECTBEHHBIX ONEPALIMOHHBIX CHCTEMAX;

pasrpaHUyYCHHUS MTPaB MOJIb30BaTeNel B 0a3e JaHHBIX, HACTPOIKE OTpaHUYEHUH,
IpaBUJI U TPUITEPOB C UCIOIb30BaHNEM oTedecTBEHHbIX CYDB/I;

YCTAaHOBKH, HACTPOMKM M aJMUHUCTPUPOBAHMs oTeyecTBeHHbIX C3M B
KOMITBIOTEPHBIX CETSIX.

Neni/m HaumenoBanue TeM Bup
3aHATHSA

1. | Yrpo3sl 6e30macHOCTH HH(POPMAIIUU, CBSI3aHHBIE C N
HECaHKIIMOHUPOBAHHBIM JOCTYIIOM

2. | Ilopsnok Mcnosib30BaHUs CPEJICTB 3aLIUTHl HHGOpMAIIUU IpaKTHKa

3. | Mepsl u cpencTBa 3aIUThHl HHGOPMAIIMU OT HECAHKIIMOHUPOBAHHOTO
JIOCTYTA ¢ UCTIOJIB30BaHNEM oTedecTBeHHoro [10 JIeRII

4. | AAMUHHUCTPUPOBAHHUE U MIPUHIIMIIBI paOOThI C COBPEMEHHBIMU MIPaKTUKA
OTIepaIlMOHHBIMH cucTeMamu Linux

5. HaCTpOI\/'IKa " UCIIOJIB30BAHNEC OCHOBHBIX 3alllTUTHBIX MEXaHHU3MOB, IMpaKTHUKa
pealn30BaHHBIX B OMEPAIMOHHBIX cUcTeMax Linux

6. | CrocoObl U cpeAcTBa OTpaHUYEHHUS [TOJIHOMOYHI U pa3peleHui MpaKTHKa
oJIL30BaTeIeH 633 JAaHHBIX C UCIIOJIb30BAHHUEM OTCUYCCTBCHHOI'O 110

O0beM 3aHaTui 1o aucnumimHe — 36 yacoB (67% oT Bcero oObeMa

IPOrpaMMbl).
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7. | YcraHoBKa, HACTpOMKa U aIMUHUCTPUPOBAHUE CPEACTB 3aIUTHI MpaKTUKa
MH(OPMAIIUY B JIOKATLHBIX BEIYUCIUTEIBHBIX CETSAX M IPU MEKCETEBOM
B3aMMOJICIICTBUH C UCIOJIb30BaHEM oTedecTBeHHOro [10

8. | Ympasienue kiroueBoil HHPpOpMAIEH ¢ UCTIOTb30BAHUEM MPaKTUKA
otedyecTtBeHHOro [10. Y nocroBepsitoiine eHTpPhI.
9. | YcraHoBKa, HACTPOMKA M UCIIOJIB30BAHUE CPEJICTB KPUNTOrPaQUUECKON | TMpaKTHKa
3a1uThl HH(GOPMALIUU U 3JICKTPOHHOM MOANUCH C UCTIOIb30BAHHEM
oreuectBeHHoro [10

PedepaTuBHOE OnMcaHue TeM

Tema Ne 1. Yrpo3sl 0e3onacHocTu nHpopmanuu, cesazannbie ¢ HCI.

[lonsitne m kinaccudukanus yrpo3 0e30MacHOCTH MHGOPMAINH, CBS3aHHBIX
¢ HC/I. Uctounuku yrpo3 6e3omacaoctu uadopmarmu ot HCJI.

Mopenu yrpo3 6e3onacHoctu napopmanuu or HCJI.

Meroabl BBISBIEHHS M aHaiau3a yrpo3 0€30MacHOCTH HWH(OpManuu,
ySI3BUMOCTEMN IPOrpaMMHOT0 oOecrieueHus, UCIIOJIb3yEMOT0
B aBTOMATHU3UPOBAHHBIX (MHPOPMALIMOHHBIX) CUCTEMAX.

bank gaHHBIX yrpo3 0e30macHOCTH HH(OpMAIK, BKIIOYAIOINK 0a3y TaHHBIX
ySI3BUMOCTEMN IPOrpaMMHOT0 oOecrieueHus, UCIIOJIb3yEMOI0
B aBTOMATU3UPOBAaHHBIX (MH()OPMALIMOHHBIX) CUCTEMAX.

Onucanue ys3BUMOCTEM MPOrpaMMHOTO OOecleueHus, BKIIOUYEHHBIX B 0azy
TAHHBIX ySI3BUMOCTEN IPOrPAMMHOTO oOecrnievyeHus, UCITIOJIB3yEMOTO
B aBTOMATU3UPOBAaHHBIX (MH()OPMALIMOHHBIX) CUCTEMAX.

MexIyHapOoAHBIA TMOJIXOJ K BBISBICHHUIO M aHAJIU3Y YSA3BUMOCTEH, Oa3bl
JAHHBIX, coJepiKamye ysa3BUMoCcTH, B ToM umcie CVE. OO6mias cucteMa OLICHKH
ysizBuMocTel (crangapt CVSS).

VYrpo3sl Oe3omacHOCTH nepcoHabHBIX AaHHBIX ([1/[H) mpu nx oOpadoTke B
MH(OPMALIMOHHBIX cUCTEMaX nepcoHanbHbIX AaHHbIX (MUICITIRH).

Tema Ne2. ITopsiiok HCI0/1b30BAHMS CPEACTB 3alIUTHI HH(POPMALIMH.

Knaccudukauusa u tpedoBaHus K MH(OOPMALMOHHBIM (aBTOMATHU3UPOBAHHBIM)
cucteMaM 1o 3anute uHbopmarmu ot HCJI.

Knaccudukanus u TpeboBaHus K cpecTBaM BeiuuciuTeabHon TexHuku (C3N)
no 3amuméHHoctTy ot HCJI. Tlonstue CBT, otimume CBT OT CpeACTB 3alllUThI
unpopmarmu (C31) ot HC/I.

Knaccudukammss C3U or HCJ mo 3amuménnoctu or HCJl. TpeGoBanus
HOPMAaTUBHBIX JJOKYMEHTOB K KaxaoMy tuity 1 kiaccy C3U or HC/I.

TpeOoBaHuss  HOPMATHBHBIX  JOKYMEHTOB P® 1o  uCHogb30BaHUIO
ceprudunmpoBanabix CBT u C3U ot HC/I.

[Topsanox ucnons3oBanus cepruduurpoanubix C3U B THO: nonyuenne C3U
U3 BBILIECTOSALIEN OpraHu3aiuu, perucrpamus u yu€r C3U, npasuna ycranoBku C3U
Ha APM, Hactpoiika u ucnons3oBanue C3U B Xone 3KCIUTyaTalldH. Y CTAHOBKA,
HACTpOlKa W HCIOJIb30BAaHWE OTEUECTBEHHBIX CEPTUPUIMPOBAHHBIX CPEJICTB
KoMIuiekcHOM 3amuThl oT HC/I.

Tema Ne3. Mepsl u  cpeacTtBa 3amiMThl  HHpOpPMAUMU  OT
HECAHKLIMOHMPOBAHHOIO I0CTYIIAa ¢ HCIOJb30BaHHeM oTedecTBeHHOro 110,

Kommnekc wmeponpusituit mo T3U or HCJl. OOmas xapakrepucTuka u
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Kjaccuukanys Mep u cpeacTs 3amuTsl nHbopmaru ot HCJI.

TpeboBanuss k wmepam 3amuTthl uMHpopmammu ot HCJ, peanuszyembim
B aBTOMAaTU3UPOBAHHOM (MH(POPMAITMOHHOI ) cucTeMe. Mepbl 3aluThl UH(QOpMaI|K OT
HCJI. OcobenHoctu co3manusi cucteMbl 3amuTbl uHGopmammu oT HCJ kak
oOecrevynBaroiei moCuCTeMbl ABTOMAaTU3UPOBAHHON (MH(GOPMALIMOHHON) CUCTEMBI.
CucreMHbIe U JOKYMEHTAIMOHHBIE YAaCTH cucTeMbl 3amuThl uHopmaru ot HCJI.

Tema Ne4. AAMUHUCTPUPOBAHUE U NIPUHIUNBI PA00THI C COBPeMEHHBIMH
onepanMoHHbIMH cucTemamu Linux.

[TpuHIMIBI TOCTpOEHUA U CTpyKTypa omnepaunoHHbix cucreM (OC) knacca
Linux. I'padpuueckue oboouxu Fly, GNOME, KDE u npyrue.

[Tosb30BaTeny ¢ TOYKM 3PEHHSI CHUCTEMBI, NMOHATHE TepMmHuHana. Pabota c
KOMaHIHOM CTPOKOM, CTpyKTypa daitnoBoit cuctembl Ext2 (Ext3, Ext4) u pabota ¢
oOBbekTaMu (paiisioBoii cucteMsl ((ailiiaMu, narnkamu, TMCKaMH, YCTPOHUCTBAaMU ), paBa
ngoctyna B Linux, BO3MOXHOCTM KOMaHJIHOW OOOJIOUKH, TEKCTOBBIE PENAKTOPHI.
OnemenTsl agmuHucTpupoBanus OC Linux: 3Tambl 3arpy3Kd CUCTEMBI, TEXHOJIOTUU
pa®oThl C BHEIIHMMHU YCTpPOHCTBaMHM, (aillloBbIMU cHcCTeMaMH U ceTblo B Linux,
aJIMUHUCTPUPOBAHUE CHCTEMBbl  IOCPEACTBOM  KOH(UI'YpalMOHHBIX  (haiiios,
yIIpaBJIEHUE ITaKETaMHU.

Tema NeS. Hacrtpoiika ¥ HCHOJb30BAHHE OCHOBHBIX 3alUTHBIX
MEXaHM3MOB, PeaJIN30BAHHBIX B ONEPALlMOHHBIX cucTemMax Linux.

CpenctBa 3amuThl HH(QOPMAIK, BCTPOCHHBIE B onepaiioHHbie cucteMsl (OC)
Linux. Cucrema pasrpaHudeHusi JOCTyNa IMOJb3oBaTelell K oOBekTam Linux.
Hasznauenue paspelieHuil moiab30BaTesIM Ha JOCTYN K (aiijiaM, mankam, JTUCKaM,
ycTpoiictBaMm. KOHTpOJIb 3amycKka Mmojap30BaTENs MU MPUII0KEHUHN U ITPOLIECCOB.

[IporpamMMHbIE CpencTBa JTOBEPEHHOW 3arpy3Kd M pa3rpaHUYEHHs] KOHTPOJIS
noctyma Linux. CpencrBa peructparmu U ydera Linux. CpenctBa (MexaHHU3MBbI)
obecriedyeHus 1eTIOCTHOCTH nH(popMaruu LinuX. MIx HacTpolika 1 UCTIOIb30BaHHKE.

Tema Ne6. CnocoObl u cCpeAcTBa OrpaHUYEHHS] MOJTHOMOYMH H
pa3pelieHuil moJib30Baresieil 0a3 JaHHBIX ¢ MCIOJb30BAHHEM OTe4eCTBEHHOIO
IO.

[Tonsitue 0Ga3pl JaHHBIX, CUCTeMbl ympaBieHus Oazamu naHHbix (CYB).
MexaHu3Mbl pa3rpaHUyeHHs] AOCTYyNa MOjib3oBaTeled K oObeKkTaM 0a3 JlaHHBIX.
VYcraHOBKa, HACTPOMKA M HWCIOJIB30BAHWE MEXAaHW3MOB pPAa3rpaHUYEHUs] JOCTYIIA,
BcTpoeHHbIX B CYBJ] My SQL (PostGreSQL).

OcHOBBI UCTIONIB30BaHM si3bIKa [ransact SQL mis ynpaBieHus MmexaHuzMaMu
3amuThl uHGopmaiuu ot HCJI B 6a3ax gaHHBIX.

Tema Ne7. ¥YcraHoBka, HACTPOMKAa W AJMHUHHCTPUPOBAHHME CPEIACTB
3alUThl MHPOPMALMH B JIOKAJbHBIX BBIYHCJIUTEIbHBIX CeTAX W IpPH
MeKCeTeBOM B3aUMO/IeiiCTBHHU C HCIOJIb30BaHNeM oTedecTBeHHOro I10.

MesxceTeBble 3KpaHbl, TpeOOBaHUS K HUM M CIIOCOObI mpuMeHeHus. Cructembl
oOHapyXeHHUSI BTOPKCHMI, TPeOOBaHUS K HUM M CIOCOOBI mpuMeHeHus. CpeacTBa
AHTUBUPYCHOM 3alUTHI, TPEOOBAaHHUS K HUM U CIIOCOOBI IPUMEHEHHUS.

Hacrpoiika BctpoeHHbix B OC mexcereBbix 3kpaHoB (iptables mnm ipchains),
HACTpPOIKa MpaBwJI PHIIBTPAIINH, TO €CTh, 00paboTKu |P-makeToB, ocHOBBIBasICh Ha [P-
azipece UCTOYHMKA TakeTa, |P-aapece HazHaueHusi makera, uHTepderice, KOTOPHII
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IIPUHS ITAKET, POTOKOJIE, 10 KOTOPOMY OCYILECTBIIIETCA IIepeaayda IakeTa, Ha OpTy
Ha3HAYCHMSI [TaKeTa.

YcTaHOBKA, HAcTpOMKa M HMCIOJB30BAaHUE  OTCUYECTBEHHBIX  CPEICTB
KoMmIuIekcHoM 3amuTthl oT HC/I.

Tema Ne8. Ynpapienue kio4deBoil mHpopmManueid ¢ HCHOJb30BaAHHEM
oredecTBeHHOro I10O. YaocroBepsitonue meHTPHI.

Ha3zHaueHue M NOpSAIOK MCIOJIB30BaHUS aIlllapaTHBIX KIIOYEH B KadeCTBE
KITIOYEBBIX HOcuTelnel. Mcnonbp3oBanne MOMONMHUTENBHBIX CIy 0 B HH(pacTpyKType
OTKPBITBIX KIIFOUEH.

OcHoBuble noHsATUS K omnpeneneHuss PKI. Hasnauenue m B3ammopeiictBue
anemeHToB PKI. CoctaB PKI. Cuctemsl crangaproB B obsnactu PKI. IIpoTokossl,
ucnoisibzyembie B PKI. OcHOBHBIE rpyIibl npuioxeHuit-notpeduteneit ycayr PKI.

Ha3nauenne, cocTtaB M NOPSAOK HMCHOJIB30BAHUS NPOrPAMMHO-AINIAPATHBIX
CPEICTB aBTOMATH3ALMU JIEATEIILHOCTU Y JOCTOBEPSIOLINX LIEHTPOB, PaOOTaIOIIMX
nox OC Linux.

ABTOMaTH3aIUs YIIPABICHUS )KU3HEHHBIM [IUKIIOM CEpTU(PUKATOB, U3JaHHBIX C
IIOMOILBIO CPELICTB Y IOCTOBEPSAIOLIETO LEHTPA.

Tema Ne9. VYcraHoBka, HacTpoilka ¥ HCIOJb30BAHHE CPEACTB
Kpunrorpapuyeckod 3amuTbl UHGPOPMAIMH U IJIEKTPOHHOH NOAINMCH C
HCI0JIb30BaHueM oTedecTBeHHOro I1O.

Kpunrorpaguueckue cpeacrsa 3ammrtel uHpopMauuu (CK3U): cocras,
MPUHLIMIBI paOOTHI, YTO K HUM OTHOCUTCS. Y CTAHOBKA, HACTPOMKA U UCIOJIb30BAHUE
CK3U Kpunrollpo CSP u KpuntoAPM. Hcnonn3oBanue Kpuntollpo CSP mns
ITOCTAHOBKH 3JIEKTPOHHOU MOANMCH U €€ ITPOBEPKHU.

IIpakTHyeckue 3aaHus

1. BeInonHuUTE peKOMEHAyeMble TMpaBujia OE30MacHOr0 HCIOIb30BaHUS
yu€THBIX 3alMced: CHavaja IepeMMEHYWTe BCTPOCHHYIO YUYETHYIO 3aIucCh
AnmunuctpaTtop B Sysadmin, 3aTeM 100aBbTE YUETHYIO 3alUCh AJIMUH, BBEAUTE €€
B rpynmny AamuHucTpatopsl. OTkimounte YYETHYIO 3anuch Sysadmin jyis
0e301acHOM pabOThI C CUCTEMOM.

2. HasnaubTe u mpoBephTe MpaBa mosib3oBateneit Astra Linux mis goctymna k
Iarke Ha cepBepe.

3. HasnaubTe u mpoBepbTe MpaBa il YAAIEHHOTO JTOCTYIIA MOIh30BaTECH K
Nanke Ha CEeTeBOM pecypce.

4. PasrpaHuuyuTh TOJHOMOYMS  TOJIb30BaTeNled Ha 3alyCK  Pa3HbBIX
npuioxenuit Astra Linux.

5. Hactpoiite mnepBoHavalbHbIE MapaMeTpbl O€30MaCHOCTU: OTKIIOYEHUE
NOTEHIMAIBHO OMAaCHBIX CIYX O, MCIOJb30BAHHE JIOKAJBHBIX IapaMeTpOB
0€30MacHOCTH.

6. C momompto [lucnerdyepa koudpurypamuu PostGre SQL Ha cepsepe
HacTpoiite noctyn k SQL Server’y ¢ paboueii cTaHIMH.

7. Ortkpoiite cpeny PostGre SQL, Boitnute ¢ npoBepkoit noamuaHoctu SQL
Server — uMms BXoJa sa, apoJib sa.
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8. Co3zmaiite B SQL-cepBepe s nocryna k b/l Toprosis HoBble MeHa BXoAa
C pa3HbIMU cepBepHbIMU possiMu: Mst1 — porb sysadmin; M2 — poss serveradmin.
[IpoBepbTe UX mpaBa U NOTHOMOYHS.

9. Co3spnatite monw3oBarenst bl Toprosms Userl, cornocraBsTe €ro ¢ MMEHaMu
Bxoga — Ilomp3oBarenmu Astra Linux, cxemoit B/l — db datareader um posbio —
db_datareader. IIpoBeprTe nomnomouns nons3zoBarens Userl B b/ Toprosis.

10. B SQL-cepBepe s 3THX Y4Y€THBIX 3allMCe CO3/MaiiTe MMEHa BXOJa:
reader ToBapel W reader MOKymKH ¢ poiiblo cepBepa Public, comoctaBuB ux c
MOJIb30BaTEISIMH 0a3bl JaHHBIX TOproBs.

11. HactpoliTe ceTeBbIe MOAKIIOUSHHS B BUPTyaabHON MamuHe ¢ Astra Linux:
1-e coequnenue — 10.0.1.100, 2-e coeqnuenue — 10.0.2.100.

12. HactpoliTe MexcereBoi aKkpaH Astra LinuX, wcrons3ys BXOISIIAE |
ucxonsnpe GUIBTPHI Ha 3ampeT NMpoIycKa IMakeToB mo npotokonam ftp, http, smtp,
pop3. [IpoBepbTe neicTBrUE PUIBTPOB.

13. HactpotiTe B MexceTeBoM 3kpaHe Astra Linux mpeoOpa3oBaTelib CETEBBIX
anpecoB (NAT).

14. 3anpetuTe mnonb3oBaTeat0 USErl Ha paboued CTaHIIMM BBITIOJHEHHE
HEKOTOPBIX MPUIIOKEHUH, Hanpumep, nporpamm |E u Paint.

15. YcranoBute u HactpoiTe mon Astra Linux MexceTeBOH SKpaH U
kpunronuto3 VipNet Coordinator.

16. Hactpotite tpansutabie pmibTpel VipNet Coordinator Ha 3amnper makeToB
o potokoiiaM ftp, http. IlposepsTe neiicTBre GrIILTPOB.

17. Hactpotite nokansHble GribTpbl VipNet Coordinator va 3amper makeros
o rpotokoiiaM ftp, http. IlposepsTe neiicTBHUE PUIBTPOB.

18. Ycranosure CK3U Kpuntollpo CSP u KpuntoAPM Ha BupTyalibHYyIO
marray ¢ OC Astra Linux.

19. C momompto KpuntoAPM cdopmupyiite 3ampoc Ha cepTudukar K
yaocTtoBepstomemy nentpy Kpunrollpo, pa3sBépHyroMy B BUPTyaldbHOUW CETHU IO
aapecy 10.0.1.250. Tlomyuute OT Hero cepTHU(UKAT CBOETO OTKPBHITOIO KIIHOUa,
cepTUPUKAT KOPHEBOTO  YJOCTOBEPAIOIIETO IIEHTPA, CIHMCOK OTO3BAaHHBIX
ceptudukaroB (CRL); yctanoBute ux B Kpuntonpo CSP Ha cBoeit paboyeii cTaHIuu.

20. Co3paiite JOKYMEHT TIPOM3BOJIbHOTO cojaepxkaHusi. C  MOMOIIbIO
nporpammbel  KpuntoAPM moamummTe 3TOT JOKYMEHT CBOMM CepTU(PHUKATOM
(3aKpBITHIM KJIFOYOM), COXPAHUTE €ro B BUE (aiiia.

21. CxomupyiiTe w3 mankd Kirouw TOMNMHACAHHBIA COCEIOM JIOKYMEHT,
npoBepbTe ¢ ToMmolplo KpuntoAPM moanwchk Ha MONMYYCHHOM JOKYMEHTE H
M3BIICKUTE U3 TIOJYYEHHOTO OT COCe/Ia MOAMMUCAHHOTO (aiiyia HICXOMHBIN TOKYMEHT.

22. OOMeHsiTeCh € cocelloM cepTUdUKaTaMu OTKPBITOro Kitova. st aToro
CHavajga CKONMUPYHTe CBOM cepTudUKaT Kioda B manky Kirouw, HaXoasuryrocs B
nanke O6mas Ha 10.0.1.253, 3aTem ckonupyiTe OTTyJa U YCTAHOBUTE CEPTU(PHUKAT
cocella Ha CBOM KOMITBIOTED.

23. Co3paiite JTOKYMEHT TPOU3BOJIBHOTO cojaepxkaHus. C  MOMOIIBIO
nporpamMmmbl  KpuntoAPM  3ammudpyiite ero ceprudukarom Bamero cocena.

3amudpoBaHHbIi (ailn ornpaBbTe B ceTeByro manky Kimiounm B manke OOmas Ha
10.0.1.253.
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MeToanuyeckue peKoMeHAaluu

3aHATHA 1O AMCLUMIUIMHE MPOBOAATCS B (OpMe JEKIUM, MpaKTUYECKUX
3aHATUI U JabopaTopHbIX padoT. Ilpu npoBeneHnu ekl 00A3aTENbHO HAIUYUE
MIPE3CHTAIMU U UCTIOIb30BaHUE MYJIbTUMEIUIMHON TEXHHUKHU.

[Ipn peanuzanuum AUCHUIUIMHBL B paMKax MOPOrpaMMbl ITOBBILICHUS
KBAUTU(PUKAIUUA TPUOPUTET OTIAETCA MPAKTUUYECKON HANpaBICHHOCTH OOYYECHMUS:
NPAaKTUYECKUE AaCIEKThl IPUMEHEHHUS 3aKOHOJATENIbCTBA M  HOPMATHUBHBIX
IO0KyMeHTOB P®; peanuzamuss TpeOOBaHMN HOPMATUBHBIX JOKYMEHTOB IpHU
opranmzanuu 3amuThl uHGopMarmu oT HCJ[ Ha 00bekTe 3amuThl, 0COOEHHOCTH
MOATOTOBKM JIOKAJBbHBIX AKTOB, PETJAMEHTUPYIOIIMX HCIIOJIb30BAHUE CPEACTB
3aIuUThl MHGOPMALIMK, a TaKKe, MPAKTUUYECKHE ACMEKTHl 3allUThl UHGOPMAIUU C
MCIIOJIb30BAaHUEM OTEUYECTBEHHOTO MPOTPAMMHOI0 00YUYEHUSI.

JUist mpoBeieHHs BCEX 3aHATHI MO AUCIUIUIMHE PEKOMEHAYETCS MPUMEHSTh
COBpEMEHHBIE (DOPMBI U METO/IbI OOYUYEHUS, BKIIOYAsi aKTUBHbIE M HHTEPAKTUBHBIE.

JUIst poBeEeHUsl JEKUHUOHHBIX 3aHSATHI MCIOJB3YIOTCS AKTUBHBIE METOJbI
oOyueHus1, CTUMYJUPYIOLIUE TO3HABATENIbHYIO JESTEIBHOCTD CIIyIIaTeNel, Onupasich
Ha METOAUYECKUE OCHOBBI NEAArOrM4ecKol TEXHOJIOrMU «Pa3BUTHE KPUTHUYECKOTO
MBILIJICHUS .

TexHoIOrnYeCKy0 OCHOBY COCTaBJISIET Oa30Basi MOJEb TPEX CTaUl «BBI30B
— peanu3anus cmbiciia (OcMbIciieHue) — pediekcus (pa3MbIIIEHUE)», KOTopas
MO3BOJISIET TOMOYb CIYIIATESIM CAMHUM ONPEAEIATh UEIH O0yUYEeHHs], OCYIIECTBIISTH
AKTUBHBIA MOMCK MH(OPMAIMU U Pa3MBILUIATh O TOM, YTO OHU y3Haiu. Ha craguu
BbI30Ba (evocation) B CO3HAaHUU CIIylIaTesed MPOMCXOAUT IMPOLECC aKTyaJu3alHu
MMEIOLIMXCS 3HAHUW U MPEJICTABICHUM O IpeaMeTe n3ydeHus. [lockonbKy rmpu sTom
COUETAIOTCS MHAMBUAYaJIbHAA U TpynnoBas (GopMbl pabOThl, yUacTHE CIIyllIaTeNel B
0o0pa3oBaTeNbHOM TIPOLIECCE AKTUBU3HUpYETCs, (OPMHUPYETCS TO3HABATENbHBIN
uHTEpEC. Pe3yapTaTOM JaHHBIX MPOLECCOB SBIISIETCS CAMOCTOSTENBHOE ONPEEICHUE
YUMH L] JaJbHEeHUIIeH yIeOHOM NesITeIbHOCTH.

Ha cramuu  ocmeicnenus  (realization)  cimymiarenb — BCTymaeT B
HEMOCPEICTBEHHBI KOHTAKT C HOBOM MH(OpMalMel — HOCUTEJIEM HOBBIX HJEH.
[Tpoucxoaut ee cucrtematuzanus. Cranus pedruekcuu (reflection) xapakrepusyercs
TEM, YTO CJyIIATEeIM 3aKpEIUIIIOT HOBBIE 3HAHUS M AKTUBHO IEPECTPAUBAIOT
COOCTBEHHbBIE MPEJCTABJICHUS C TEM, YTOOBI BKIIFOUUTH B HUX HOBbIE MOHATHA. Takum
o0pa3oM, MPOUCXOAUT “NPUCBOCHUE” HOBOIO 3HAaHUA M (HOPMUPOBAHHME HA €ro
OCHOBE CBOETO ApIYMEHTHUPOBAHHOTO MPEICTABICHUS 00 U3yyaeMOM OOBEKTE.

B xoxe paboThl mo Takoil Mojenu o0ydarouiydecsl OBJaJeBal0T Pa3IundHbIMU
crnoco0aMy HMHTErpupoBaHUsl MHGOpPMAIMK, ydarcs BbIpadaThiBaTh COOCTBEHHOE
MHEHHE Ha OCHOBE OCMBICJICHHS PA3JIMYHOTO OIbITa, U U IPEeICTaBICHUIA, CTPOUTD
YMO3aKJIIOUEHHUS U JOTHYECKUE LIETIH J10Ka3aTENbCTB, BEIPAXKATh CBOM MBICIIU YETKO,
MOHATHO JUJISl APYTHUX, YBEPEHHO U KOPPEKTHO IO OTHOIIEHUIO K OKPY’KAFOILHM.

C uenbro onpeeneHus KauecTBa yCBOCHHS MaTepraia MpOBOAMTCS IPOBEPKaA
3HAHUU CIIyLIaTelIed ¢ MCIOJIb30BAHMEM COBOKYITHOCTH KOHTPOJIBHBIX 3aJaHUU U
BOITPOCOB B BUJI€ TEKYLIETO U UTOTOBOT'O KOHTPOJIS.

Texymmii KOHTPOJIb OCYIIECTBISAETCS HA 3aHATHUSX B CaMbIX Pa3HOOOPAa3HBIX
dopmax — ompoca ciuymareiael 1Mo HM3y4YeHHBIM BOIIpOcaM, JAuajora ¢
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MpenojaBaresieM BO BPeMs JIEKIUH, TPOMEXYTOUYHOTO TECTUPOBAHUS, BBIITOJIHEHUS
CIIymaTesIsIMU UHAUBUAYATbHBIX 3aIaHUM 110 TEMaM U3y4aeMOU JTUCHUTIITUHBI.

[Ipu mpoBeAeHUM TPAKTUYECKUX 3aHATUH W JAOOpATOPHBIX  PabOT
PEKOMEHIOBAHO UCTIOIb30BAHUE JTUIIEH3MOHHOTO MPOTPAMMHOT0 00€CIIeUEHUSI.

Cnucok aureparypsl

a)  OCHOBHas JIUTEpaTypa:

1. WudopmammonHass 0e30MacHOCT, B TaONMIIaX M CcXeMax: Yy4eOHO-
meroandeckoe mocodue. H.I'. Jlabytun, O.M. Kimumuenkos. Yacts 1, 6-¢ uzn. — H.
Hosropox: IlpuBomkckuii nH-T nobienus kpanupukannu GHC, 2023. — 106 c.

2. "bezomacHocTh omepanuonHoi cucteMbl Astra Linux Special Edition"
Yueb.mocobue st By30B. — ExatepunoOypr: QPSoft, 2019.

3. be3omacHOCTH OmepanMoOHHON CHUCTEMBI CIICIIHAIBHOTO Ha3Ha4YeHHs Astra
Linux Special Edition. Bypenun I1. B., leBsinun I1. H., Jlebenenxo E. B., ITpockypun
B.T'., Hubyns A. H. — M.: Topsiuas Jlunust — Tenexkom, 2019.

4. Kenppiu, H.B. Cucremnas 3ammra nHGOpMAaluy KOMIIBIOTEPHBIX CETEH.
YuebHoe mocobue — M.: Mup Hayku, 2022. — CereBoe u3nanue. Pexum nocryna:
https://izd-mn.com/PDF/43MNNPU22.pdf

5. Ilawprun, B.®. 3amura uHbOpManuu B KOMIBIOTEPHBIX CHCTEMaxX M
cetsix: yueoHoe nocodbue / B.®. [llansrun. — M.: JIMK Ilpecc, 2023. — 594 c.

0)  [OMONHWTENbHAS JIUTEpaTypa, HOPMATUBHBIE M  METOAMYCCKUC
JOKYMEHTBI:

1. Karopun 10.®., PazymoBckuii A.B., CniuBak A.W. 3amura undopmanuu

TexHu4YeckuMu cpeactBamu: yueob. [Tocobue / mox pen. FO.d. Karopuna — CII6:
HUYUTMO, 2012. — 416 c.

2. lllansrun, B.®. KommiekcHas 3ammra WHGOPMAIMA B KOPIOPATUBHBIX
cuctemax: yuebnoe nocooue / B.®. llanbrun. — M.: ®OPYM, 2016. — 592 c. —
(Briciiee o6pazoBaHue).

3. Jlanmonmna O.P. OcHOBBI ceTeBOil 0€30macHOCTH: KpHOTOrpadHuuecKue
aIrOpPUTMBI U MPOTOKOJIBI B3aumoencTBus. Kype nekumii. YuebHnoe nocodbue. — M.:
WNuTtepHeT-yHUBEpcUTET MH(POPMAIMOHHBIX TeXHOI0TuM, 2005.

4, Mamok A.A., IMasuzun CB., Iloroxwuit H.C. Benenue B 3amury
uH(pOpMaIlMi B aBTOMaTU3UPOBAHHBIX CUCTEMaX: Y4eOHoe nocodue /st By30B. M.:
INopsuas muans Tenexom, 2004.

5. Memepsikos P.B., lenymanoB A.A. KommuekcHoe obOecrnieueHue
nH()OpMAITMOHHOW 0E€30MaCHOCTH aBTOMATHU3MPOBAHHBIX cucTeM: MoHorpadus. —
Tomck: U3n-Bo B-Cnextp, 2007.

6. MuwunocmaBckas H.I'., Tomncroit A.M. Wnatpacetn: oOHapyxeHHE
BTOp>KeHui: YueObHoe mocodue. M: KOHUTUJIAHA, 2001.

PABOYAS ITPOI'PAMMA JTUCIUAIIJINHBI
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KoHTpob COCTOSIHUA TEXHUYECKOH 3alUThl HHGOPMALMU OT
HECAHKLIMOHMPOBAHHOI0 J0CTYIIa

BBenenue

PaGouast mporpamMma quCHUIUIMHBL pa3padoTaHa Juisi TPOrpaMMbl OBBILICHUS
kBaMpukanmuu «3ammTa  HUHQOpPMAIMU €  HCHOJIB30BAaHHUEM OTEYECTBEHHOTO
IIPOrPaMMHOTr0 00ECIIEYEHUS».

B pesynbpraTe 0CBOEHUS JAHHOU JUCHHILUIMHBI TOCYAAPCTBEHHBIE IPAXKIAHCKUE
ciykaimue unenekuuii u ynpasienniit @®HC Poccuu coBepIieHCTBYIOT CBOU 3HAHUS
Y HaBBIKM 110 BBIIIOJIHEHUIO MEPOIIPUATHN IO KOHTPOIIO COCTOSHUS 3aIUIIEHHOCTH
00BEKTOB MH(POPMATHU3AINH, TTO3BOJIAIONINE CICIMATUCTY O 3aluTe UHpopMauu
OpraHU30BaTh  MEPOIPHUATUS MO TEXHUYECKOM 3ammure UuHbOpMaIlu  OT
HECAaHKIIMOHMPOBAaHHOIO  JOCTyIla M HIPUMEHATh B CBOEH  JIEATEIIBHOCTH
OTEUYECTBEHHOE IIPOrpaMMHOE 00€ecIIedeHHe JUIsl 3allluThl HH(OPMaLUK.

esun, 32124 1 MeCTO Y4eOHOM JUCUUIJIMHBI B poIecce NMOBbILIECHNS
KBAJIH(PUKAIIMA

[enb yueOHOM TUCHUIUIUHBI - COBEPIICHCTBOBAHUE U (MJIN) MOJTYyUYEHHE HOBBIX
3HAaHUW, YMEHUI U HABBIKOB CIEIHAIUCTAMU MO BONPOCAM KOHTPOJI COCTOSIHUS
TEXHUYECKOM 3aUThl HH(OOPMAIIMU OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

3agauu:

[IpuoOpeTeHue (COBEPILICHCTBOBAHNWE) HABBHIKOB MPOBEACHUS MEPONPUSITHI
KOHTPOJISI COCTOSIHUSI TEXHUYECKOH 3aluThl UH(POpMAITUH.

[Tonyuyenne HaBBIKOB pPa3paOOTKH JAOKYMEHTOB JIOKAJIBHOTO YpPOBHS JUIst
OpraHu3alid W TMPOBEJICHUS MEPONPUITHI MO KOHTPOJIIO COCTOSHHS 3alIUTHI
nH(popmManuu Ha OOBEKTE.

[TonyyeHne TpPaKTUYECKUX HABBIKOB HCIIOJb30BaHUSA OTEYECTBEHHOTO
MIPOrpaMMHOro o0ecreyeHust 1Jisi MOHUTOPUHTa 6€301acCHOCTH HH(OpMaLUK.

Mecto yuyeOHON IUCHMIUIMHBI B CTPYKTYype MIpPOrpaMMbl MOBBIIICHUS
KBaJIM(PUKALIH.

YueOHas NUCHUIUIMHA BXOJUT B MPOrpaMMy TOBBIIIEHUS KBATU(PUKAIIUU U
Ipy €€ U3YYCHUH HWCIIOJIb3YIOTCS 3HAHUS, YMEHHUS U HABBIKU, CHOPMHUPOBAHHEIE B
X0JIe OCBOCHHS y4eOHBIX AUCIUIUINH: «IIpaBoBbIe W OpraHWU3AIMOHHBIE OCHOBBI
3amuThl uHpOpMarmu» u «CrnocoObl W cpeAcTBa 3alUThl MHGOPMAIMH C
MCIIOJIb30BAaHUEM OTEUYECTBEHHOTO MPOTPAMMHOTO 00ECTICUCHUS .

Jlannas yueOHasi AWCIUIUIMHA SIBJISIETCS UTOTOBOWM y4E€OHOW TUCIUTIITUHOM
MIPOTPaMMBbI TMIOBBIIICHUST KBATHU(PUKAIINH.

Ilnanupyembie pe3yabTaThl 00y4eHHsA

[Ipomiecc ocBoeHusi y4uyeOHOW JUCHUIUIMHBI HAMpaBJIeH Ha TOJy4YEHUE
(bopmupoBaHue) 00YUAIOITUMUCS TAKUX KOMIETEHIINN, KaK:

a) o0menpodecCUOHANbHBIX:

CIIOCOOHOCTh MCIIOJIb30BaTh HOPMATHBHBIE MPABOBBIE aKThl, METOAUYECKUE
JOKYMEHTBI, HAIMOHAJIbHBIE M MEXIyHapoAHble CcTaHAapThl B obOmactu 3U
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u oOecrieueHuss 0Oe30macHOCTH HWH(GOPMALMOHHBIX TEXHOJOTUH B  CBOEH
po(heCCUOHATIBHON €S TENbHOCTH;

CHOCOOHOCTh OIpEAEsATh BUIABI U (OpPMBI HHPOPMAIMH, IMOABEPKEHHOU
yrpo3aM, BO3MOXHBIE METOJbl MU IIyTH peaju3allMd yIpo3 Ha OCHOBE aHAIN3a
CTPYKTYpBl M COJEpKaHusl HH(OPMALMOHHBIX IPOLECCOB OpraHu3aluu, Lenen
U 3371a4 JAeSITeIbHOCTH O0OBEKTA 3alUThI;

CHOCOOHOCTh MCIIONIb30BaTh JTOCTHKEHUS HAyKH M TE€XHUKU B oOnactu 3U,
MOJIb30BAaThbC pe(epaTUBHBIMH U  CIIPABOYHO-MH(POPMAIIMOHHBIMHU  W3/IaHUSIMU
B oOJractu 3U,

0) mpodecCHOHATBHBIX

B AKCIUTyaTallAOHHOW A€ TEIbHOCTH:

criocoOHOCTh 00ecnieunBaTh KOHTPOJIb cocTosiHus 3U B VIC ¢ rcnosib30BaHremM
oreuectBeHHOr0 [1O B X0/1€ 3KCIUTyaTauu 00bEKTOB HHPOPMATU3ALINH;

CoCcOOHOCTh 00ecreunBaTh KOHTPOIb coctosiHus 3U B IC ¢ ucnonb3zoBaHueM
oreuectBeHHOTO [10 npu BbIBOJIE U3 AKCIUTyaTallMl OOBEKTOB HH(OPMATHU3ALIHH.

B pe3syabrare oOcCBO€HUS ~NPOrpaMMbl  IOBBIIIEHUS  KBaJIH(PUKALUU
oOyuaronuecs: TOJKHbI TOJYYUTh 3HAHMSI, YMEHUS U HaBBIKU, KOTOPHIE MO3BOJIST
COBEpUIEHCTBOBAaTh M (WJIM) IMOJIYyYUTh HOBBIE KOMIIETEHIIMHM, HEOOXOAMMBIE UM
U1 OCYLIECTBIIEHUSI CBOEH NMPO(ECCUOHANBHOM 1eATEIbHOCTH.

OcBouBIIME IPOrpamMmy JOJIKHBIL:

a) 3HATh:

HOPMATUBHBIE TMPaBOBbIE aKThl Poccuiickoii Penepanuu, HAUIUOHAIbHBIE
CTaHAApThl, HOPMATUBHBIE M METOJMYECKHE JOKYMEHTHI B OOJACTH TEXHUYECKOU
3aldTBl  MHGQOpPMAMM W  KOHTPOJISI COCTOSIHUA 3alluThl HMHPOpMALMM Ha
3alUIIaEMOM OOBEKTE;

npaBuia pa3pabOTKH, YTBEPKACHUS, OOOCHOBAaHUS U OTMEHbI JOKYMEHTOB
B obsactu kouTposs T3U;

LEIM, 3aJla4d, OCHOBHBIE NPHUHIMIBI OpraHU3alllHd, METOJAbl U CPEIACTBA
BEJCHHUSI KOHTPOJSI COCTOSIHUSL — 3alMIIEHHOCTH HMH(pOpMAlMM B  OpraHe
rocyJapCTBEHHOW BJIACTH, OPTaHU3ALNY;

nopsAA0K 0(hOPMIIEHUS] TEXHUYECKOW JOKYMEHTAIMH 110 3alI1Te HH(POpMAaLIHH.

0) yMeTh:

OCYIIECTBISITh ~ MPOBEPKY  BBIMOJHEHHUS  TpeOOBAaHMH  HOPMATHBHBIX
JOKYMEHTOB 1o 3amute nHdopmanuu ot HCJL;

OCYUIECTBIISATh KOHTPOJIb 3auuiiéHHocTd nadopmanuu or HCJL;

MPOBOJUTH PA0OTHI MO KIACCU(PUKALIMH 3aTUIIEHHOCTH aBTOMaTU3UPOBAHHBIX
(napopmanronssix) cucreM oT HCJ x undopmanuu;

NPUMEHATh Ha MPAKTUKE MOJIOKEHUS HOPMATHBHBIX JOKYMEHTOB B YacTH
koHTpous coctostHus T3U ot HC;

B) BJIaJICTh HABBIKAMH:

paboThl ¢  HOPMATHUBHBIMU  TMPABOBBIMH  aKTaMH, METOJUYECKUMU
JOKYMEHTaMH, HallMOHAJIbHBIMHU U MEXIYHapOAHBIMU CcTaHaapTaMu B obmactu T3U;

pa3paboTKu HEOOXOJUMBIX JOKYMEHTOB B MHTEpEcax OpraHu3auuu padboT
10 KOHTPOJIIO 3amuiménHoct nHpopmanuu ot HC/I;
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ydacTusi B pa3pabOTKe OpPraHWU3alMOHHBIX M TEXHUYECKUX MEPONPUSTHMA
no 3amure 00bekTOoB uHHGMopmaTuzauuu ot HCJ x wuHpopManuu, KOHTPOJIS
UX BBITIOJTHEHUS;

MPOBEICHUsI padOT MO KOHTPOJIIO 3amuieHHocTr nugopmanuu ot HCJI.

Neri/m HaumeHnoBaHue TeM Bup
3aHATHUSA
1. | Merons! u cpenctBa KOHTpous 3amuiéanocty nadopmarmu ot HCJI ¢
MpaKTUKA
HCII0JIb30BaHUEM oTedecTBeHHOro [10
2. | MonuTopuHr nH(pOpMaMOHHON 0€30aCHOCTH CPEJICTB U CHCTEM
MpaKTUKA

I/IH(l)OpMaTI/IBaHI/II/I C HCIIOJIb30BaHUEM oTeuecTBeHHOTO I10

OOmmii 00beM BpPEMEHHU, OTBOJUMOIO Ha OCBOCHHE YYEOHOW TUCUUILIMHBI,
cocraniseT 8 yacoB (15% ot Bcero o0béMa nmporpaMmai).

PEDOEPATUBHOE OIIUCAHUE TEM

1. MeToabl M cpecTBa KOHTPOJIs 3amuiéHHocT nugpopmanun ot HC/I ¢
HCI0JIb30BaHMeM oTedecTBeHHOro IO

HeoOxoaumocTh poBeAeHUST KOHTPOJIS 3alIUIIEHHOCTH MH(OPMALMOHHBIX.
Opranbl, UMEIOIIKME MPAaBO MPOBEACHUS KOHTPOJIS 3aLIUILEHHOCTH MH(POpMAIUHU B
UH(OPMAITMOHHON CHUCTEME.

Knaccuduxkaiums meTo10B KOHTpoIIs 3amuiieHHoctd nuapopmanuu ot HC/I u
ux xapakrepuctuka. CkaHepbl Oe€30MacHOCTH M HMX Xapakrepuctuka. Cpenctsa
aHaJaM3a NPOrpaMMHBIX KOJIOB M HX Xapakrepuctuka. CpeacrBa aHTHBUPYCHOM
3aIIUTHI U UX XapaKTEPUCTHKA.

YcTaHOBKa M HACTPOKKa CKaHepoB Oe3omacHoCTH oy Linux.

2. Monutopunr uH(GOPMAUMOHHOW 0€30MACHOCTH CPEACTB M CHCTEM
uHopMaTH3alUM ¢ UCII0JIb30BaHHeM oTedyecTBeHHOro IO

Knaccudukauus BunoB kontpods cocrosHus T3M or HCJ. Cucrema
TOKYMEHTOB 10 KOHTpoJro cocrosiaus 13U or HC/I.

Bomnpocsl, nomnexainue nposepke npu KoHtposie coctosinua T3U ot HCJY
B opraHuzanuu. OpraHu3alMOHHBIN U TEXHUYECKH KOHTpoJb coctossHus T3U ot
HCI.

[IpoBeneHre MOHMTOPHMHIa  3aUIUMIIEHHOCTH CPEACTB M CHCTEM C
UCIIOJIb30BaHuEM oTedecTBeHHOro 110.

IIpakTH4eckue 3agaHUus

1. ®opmupoBaHuE TIEPEYHS HAMNPABJICHUN TMPOBEPKH MPHU KOHTPOJIE
coctosiHusa T3U ot HCJ/I B opranusanusx.

2. IlpakTHyeckoe TPUMEHEHHE AHTUBUPYCHBIX CPEICTB TIPH IPOBEIACHUHU
KOHTPOJIS 3aIIMIIICHHOCTH HH(OpMAaIIHH.

3. IIpakTtuyeckoe NpUMEHEHUE METOJIMK ATTECTAllMOHHBIX UCTIBITAaHUA.

4. TloaroTroBka 3aKkjlOYEHUsT MO pe3yjibTaTaM aTTecTallud Oo0beKTa
uH(popMaTh3auK Mo TpedoBaHUSIM O€30MaCHOCTU UH(POPMAITUH.
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5. Opranmzamnusi mpoBeAeHUS PadOT, BBIMOTHSIEMBIX TPH OCYIIECTBICHUU
cepTU(MKAIMMOHHBIX UCTIBITAHUN HAa COOTBETCTBHE TPeOOBAaHUSAM IO OE30MaCHOCTH
MHPOpPMAIIUU TPOMYKIIUU, HCIOJB3YeMON [UIsl 3aIluThl  KOH(MUICHIIMATBLHON
uHopMaIu.

6. IloaroroBka MTOKYMEHTOB JJisi OpPTraHU3allMd M TIPOBEICHHS aTTECTAIUU
0o0BeKTOB MH(pOpMATH3alMK HA COOTBETCTBHE TpPEOOBAHUAM OE30MACHOCTH
uHopMaIu.

7. Hcmomp30oBaHWE CPEICTB MOHHUTOPHHTA 3aIUIIEHHOCTH HWH(POPMAIIUH.
AHanu3 0T4ETOB CPEACTB MOHUTOPHHTA.

MeTozmqecKne PERKOMEHIAUNA

3aHATHA MO TUCIUIUIMHE MPOBOASATCS B (QopMe MPaKTUUECKHX 3aHATHH. B
npoliecce U3ydyeHus yueOHON AUCIUIUIMHBI JEKIUA HE TPETYCMOTPEHO.

[Ipn peanuzanmu JUCHMIUIMHBI B paMKaxX HOPOrpaMMbl  MOBBIIICHHS
KBAJIM(UKALIUYA TPUOPUTET OTIACTCS MPAKTHMUECKON HANpPaBJIEHHOCTU OOYYEHMS:
OPAKTUYECKUE ACMIEKThl NPUMEHEHUS 3aKOHOJATENbCTBA M HOPMATHBHBIX
IOKyMeHTOB P®; peanuzanuss TpeOOBaHMN HOPMATUBHBIX JOKYMEHTOB IIpHU
OpraHM3alMi KOHTPOJS COCTOSHUSI TEXHUYECKOW 3allluThl KOH(UIEHIMAIbHOM
UHpOpMaIMU Ha OOBEKTE 3alIUTHl, OCOOEHHOCTH MOJATOTOBKU JIOKAJIbHBIX AKTOB,
pPErIaMEHTUPYIOIIMX IPOBENCHHUSI KOHTPOJISI COCTOSIHUS TEXHUYECKOM 3alUThI
KOH(DUICHIIUATEHON HH(POPMAIIUH.

Bce 3aHsaTus MO AaHHOW AWCHUIUIMHE - MPAKTHYECKUE, ISl MPOBEACHUS
KOTOPBIX PEKOMEHJIYeTCSl MPUMEHSITh COBpPEMEHHbIE (POPMBI U METOJbI 00y4YeHUH,
BKJIFOYAsl AKTUBHBIE U HHTEPAKTUBHBIE.

JUist mpoBeieHUsT PAKTUYECKUX 3aHSATUN UCHOJIb3YIOTCS aKTUBHBIE METOJIbI
00y4eHMs1, CTUMYJIUPYIOIINE TO3HABATENIbHYIO I€ATEIbHOCTD CIyIIATENei, OMUpasiCh
Ha METOJUYECKHUE OCHOBBI MEJAroru4eckoil TexHojaorun «Pa3Butrue KpUTHYECKOro
MBILIJICHUS .

TexHoIOTHYEeCKYI0 OCHOBY COCTaBJIsIeT Oa30Basi MOJEIb TPEX CTaJAUl «BBI30B
— peanuzanus cmbicaa (OCMBICIEHHE) — pediiekcust (pa3MbIlIUICHUE)», KOTopas
MO3BOJISIET TOMOYb CIIYIIATEISIM CAMHUM OIPEAETATh eI 00yUeHUsI, OCYIIECTBIISTh
aKTUBHBIM MOMCK MHPOPMAIIMU U PA3MBILUIATH O TOM, YTO OHU y3Haiu. Ha cranumn
BbI30Ba (evocation) B CO3HAHUU CIylIaTesed MPOUCXOAUT MPOLECC aKTyalu3allu
HMMEIOIINXCS 3HAHUM U MPEJICTaBICHUM O TpeaMeTe u3ydeHus. [lockonbKy npu 3ToM
COUETAIOTCS MHAMBUIYalIbHAS U TpynnoBas (GopMbl pabOThI, yyacTHE ClIyllIaTesiel B
o0pa3oBaTeNbHOM TIpOLECCEe AKTUBU3HpYETCs, (GOpMHUpPYETCs TO3HABATENbHbIN
UHTEepec. Pe3ynpTaToM JaHHBIX MTPOLIECCOB SBIISIETCS CAMOCTOSITENBHOE ONPENECICHUE
WMH LIeJIU JajJbHeHIed ydeOHOM NesITeIbHOCTH.

Ha cramuu  ocmeicnenuss  (realization)  ciymarenb — BCTymaeT B
HEMOCPEJCTBEHHbI KOHTAKT C HOBOM MH(OpManueld — HOCUTEIEM HOBBIX HJEH.
[Tpoucxonut ee cucrtemaruzanus. Craaus pedrnekcuu (reflection) xapakrepusyercs
TEM, YTO CJyIIATEeIW 3aKpEIUIIIOT HOBBIE 3HAHUS M AKTUBHO IEPECTPAUBAIOT
COOCTBEHHbBIE MPECTABICHUS C TEM, YTOOBI BKIIFOUUTH B HUX HOBbIE MOHATHA. Takum
o0pa3oM, MPOUCXOAUT “TIPUCBOCHHE” HOBOTO 3HAaHUSA U (OPMUPOBAHUE HA €O
OCHOBE CBOETO apryMEHTHUPOBAHHOTO MPEACTABICHUS 00 H3y4aeMOM OOBEKTE.
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B xome paboThl Mo Takoil MoAeNny OOydYaroIIHecs OBIAJACBAIOT PAa3TMUYHBIMU
croco0aMy MHTErpupoBaHUs MHGOpPMAIIMK, ydaTcs BbIpadaThiBaTh COOCTBEHHOE
MHEHHE Ha OCHOBE OCMBICJICHHS PA3JIMYHOTO OIbITa, U U IPEICTaBICHUA, CTPOUTD
YMO3aKJIFOUCHHUS U JOTHYECKUE LIETH JI0Ka3aTEIbCTB, BEIPAXKATh CBOM MBICIIU YETKO,
MOHSTHO JUIsl IPYTUX, YBEPEHHO U KOPPEKTHO MO OTHOIICHUIO K OKPYKAIOIIKM.

C nenbio onpeieseHus] KauecTBa YCBOCHMsSI MaTepraa MpoBOAUTCS ITPOBEpKa
3HaHWI CiymaTeNnei ¢ MCHOJIb30BAaHUEM COBOKYMHOCTH KOHTPOJBHBIX 3aJlaHUM U
BOIIPOCOB B BUJIE TEKYIIETO U UTOTOBOTO KOHTPOJISI.

Tekyuuii KOHTPOJIb OCYIIECTBIISIETCS HA 3aHSATUAX B CaMbIX Pa3HOOOPa3HBIX
dopmax — ompoca ciuymareied Mo HM3yYeHHBIM BOIIpOcaM, JAuajora ¢
npenojaBaresieM BO BpeMs JIEKIUH, TPOMEXKYTOUYHOTO TECTUPOBAHUS, BBIITOJTHEHUS
CylIaTeNIMU MHAUBUAYATbHBIX 33JJaHUM 110 TeMaM U3y4aeMOM JUCHUTIIUHBI.

[Ipy BBINOTHEHUM TMPAKTUYECKUX 3aJaHUNA PEKOMEHIYETCS MPUMEHSTh
JUIEH3UOHHOE TIPOrpaMMHOE 0OecTieueHue.
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kananoB. Yacte 1. OO01ue noaoxxeHus.
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34. Tlonoxenue o OGaHke yrpo3 0€30MacHOCTH WMHGMOpPMAIUU. YTBEPKICHO
npukazoM OCTIK Poccuu ot 16 deBpans 2015 r. Ne 9,

OPTAHU3AIIMOHHO-IIEJAT'OT'HYECKHE YCJIOBUSA

3aHATUS TPOBOJATCA B COOTBETCTBHM C METOJWYECKHMMHM MaTepHAIaMU,
pa3paboTaHHBIMU TpenojaBaTeasiMu  Akanemuu. B comepxanumu oOydeHus
NPUOPUTET OTJACTCS MPAKTUIECKON HAMIPABIEHHOCTH O0YUEHHUS.
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[Ipu mnpoBeaeHuu 3aHATHI O0053aTEIBHO YUUTHIBACTCS pacIpeneicHue
BpEMEHU Ha JICKIIMOHHBI Marepual U BBINOJHEHUE NPAKTUYECKUX 3aJaHUMN
B COOTBETCTBHM C YTBEPXKICHHBIM yueOHO-TEMaTH4eCKUM IiaHoM. [IpakTuueckue
3alaHusl  TpEeArojiararoT  pa3dop  CHOpPHBIX W NPOOJEMHBIX  CHUTYyaIlHid
U3 TMPaKTUYeCKOW paboThl, MOJATOTOBKY pacHnopsAIuTeIbHO-OPTaHU3AIMOHHBIX
JOKYMEHTOB, pEIIEHUE MPAKTUYECKUX BOMPOCOB M3  MPOGeCcCHOHAIBHON
JEeSTEIBHOCTH 00YYaIOIIUMHUCS.

[Tpu BbIMOMHEHHH JTaOOPATOPHBIX PAOOT OOydYaIOIIHUECS CaMOCTOSTEIBHO
BBIIIOJIHSIIOT MPAKTHYECKUE 3aJaHHsl [0 YCTAHOBKE W HACTPOMKE MNPOrpaMMHBIX
CPEICTB 3alIUTHl HHPOPMAIIIH.

Kaxnprii  oOyuarommiics Ha BeCh Iepuoa  oOydeHus  oOecredeH
WHANBUAYAIbHBIM HEOTPAHWYEHHBIM JOCTYIOM K DJIEKTPOHHBIM  y4eOHBIM
MarepualiaMm, CoAepKalliuM BCIO HEOOXOAUMYI0 YU4E€OHYIO U y4eOHO-METOIMUECKYIO
MHPOPMAIIMIO MO H3Y4aeMbIM MOIYyJsAM. Ha JIEKIMOHHBIX 3aHATUSAX H3JIararoTcs
Hanbosiee Ba)KHBIE U CIIOKHBIE BOIPOCHI, SIBISIIOIIMECS TEOPETUUYECKOW OCHOBOM
HOpPMAaTHUBHBIX IMPABOBBIX AKTOB M MPAKTUYECKUX AeHcTBUM. YacTb JEKIMI MOXKET
U3JaratbCs NpoOJEMHBIM METOAOM C MPUBJICYEHHUEM OOYYAIOIIMXCS ISl PELICHUs
c(OopMyJIMPOBAHHBIX IIPENOAABaTENEM IPOOIEM.

Ha mpaktuueckue 3aHATHS M J1a00OpaTOpHbIE pabOThI BBIHOCATCA BOIPOCHI,
YCBOEHHE KOTOpBIX TpeOyeTcs Ha ypOBHE HaBBIKOB M yMmMeHuil. Ilpu mpoBenenumn
MPAKTUYECKUX 3aHATUN OTpalaThIBAIOTCA 3aJaHUsl, YYWTHIBAIOIIHUE CIEHUPUKY
BBIMIOJIHSIEMBIX ~ (DYHKIIMOHAJIBHBIX  OOSI3aHHOCTEl OOYyYalolIUXCS 1O CBOEMY
Mpo(EeCCHOHAIBHOMY MPEIHA3HAYCHUIO, B TOM YHCIIE MPEAYCMOTPEHBI 3aJaHUS C
MPOBEICHUEM JIEJIOBBIX WUIpP (3MU30J0B) U CO3JIaHUEM CUTYyallud, MOJETUPYIOIINUX
TUIIOBbIE HapylieHus. B mpoiecce mpakTudeckoro oOydeHHs 0co00€ BHUMaHUE
yaensercss GOpMUPOBAHUIO U PA3BUTHIO Y OOYyYarOLIUMXCSl MPAKTUYECKUX YMEHHI,
HAaBBIKOB U KOMIIETECHIIUH.

JUis mpoBeneHHs MPaKTUYECKUX 3aHATUH HCIOJIB3YIOTCS METOIUYECKUe
pa3pabOTKH, MO3BOJSIONIME WHIMBUIYaIU3UPOBATh 3a/laHusi oOydarolluMcs B
3aBUCUMOCTH OT WX JIOJDKHOCTHBIX KaTeropuil. Takue 3aaHust MpeaCcTaBIsIIOT OO0
OpoOJIEeMHBIE CUTYallMOHHBbIE BapUaHThI, pa3IUYalOIIMEcs MOJAEISIMU OOBEKTOB
uHpoOpMaTU3allMd, U HAOOPOM KOHKPETHBIX JEHCTBHUH, CYIIECTBEHHBIX IS
OTNpefeNEHHbIX KaTeropuil 00ydaromuxcsi, 0ObeAMHEHHBIX B COOTBETCTBYIOIIYIO
HNOATPYIIITY.

B xome camocrtosiTenpHONM paboThl  oOywaromuecss Oojiee  JIeTallbHO
paccMaTpUBaIOT BOIPOCHI, U3y4aeMble B XOJE JIEKIMOHHBIX 3aHSTHI, TOTOBSTCS
K MPOBEICHUIO TPYMIIOBBIX 3aHATHI U 3aKPETUISIOT YMEHUS U HAaBBIKU, MTOJyYCHHBIC
npu oTpaboOTKe HA MPAKTHUECKUX 3aHATUAX. B nensx Oonee r3pdexTuBHON pabOThI
oOy4Jaroniuecs, TOTOBSTCS yueOHbIE M KOHTPOJIbHO-TTPOBEPOYHBIE MATEPUAIIBI.

B xome camocTosTenbHONM pabOThl  OOyYaromMMcsl MpPeaoCTaBIsSETCs
BO3MOKHOCTb MOJIb30BaHUsI HHTEPHET pecypcaMu y4eOHOTO 3aBe/IeHus, Ha KOTOPbIX
pa3MeIeHbl JJIEKTPOHHBIE YYEOHHMKH, TPOOHBIE TECThl, a TaKke (opym
JUTSI IOJTyYEHUs KOHCYJIbTAIMOHHBIX YCIYT OT BEAYLIUX MPENOAABATENECH.

JlaGopatopHass 0a3a AkageMuM OCHaIleHAa COBPEMEHHBIM 000pYAOBaHHUEM
U CpEACTBAMHU BBIYHMCIUTEIBHON TEXHHUKH, MO3BOJISIIOUIMMHU pPEAIU30BaTh CpPEIy
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BUPTYyaJIU3aIMU, B KOTOPOH MOKET OBITh BBITIOJIHEHO OOJBITUHCTBO MPAKTUYCCKUX
3aHATUN W JTa0OpaTOPHBIX PaboOT, /IS TOTYyYEHUS YMEHHH W HAaBBHIKOB YCTaHOBKH,
HACTPOWKHU W WCIOJB30BaHUsS MPOTPAMMHBEIX M MPOTPAMMHO-TEXHHUYECKUX CPEICTB
3aIUThl THPOPMAITUH.

KommeroTepHble Kiacchl 00OpYyIOBaHBI aBTOMATH3UPOBAHHBIMH pPabOIMMU
MECTaMH JUJIsl TIPOBEACHUS 3aHITHHA MO YYEOHBIM IUCIUIUIMHAM W3 pacuéra OJIHO
pabodee MECTO Ha OJHOTO OOYYaromIerocs MpH MPOBEICHUU 3aHATHA B JTaHHBIX
KJ1accax. AKaJeMusi IMEET HeOOXOAMMBIA KOMITIEKT JIMIICH3NOHHOTO MMPOTPAMMHOTO
obOecrieueHrss W CEpTU(DHUIMPOBAHHBIX MPOTPAMMHBIX CPEICTB IO  3aIlUTe
uH(bOpMaInu.

dopmupoBanue  MpoPECCHOHANBHBIX  KOMIIETCHIIMA  00OecreunBaeTcs
IITUPOKHUM HCIIOIH30BaHUEM B Y4EOHOM IPOIIECCE AKTUBHBIX M MHTEPAKTUBHBIX (DOopM
MPOBEACHUS 3aHATHH (KOMITBIOTEPHBIX CHUMYJSAIHA, JEJIOBBIX HWIp, pasdopa
KOHKPETHBIX CHUTyalluii) B COYETAaHUM C BHEAYJUTOPHOM pPabOTON C IENbIo
dbopMHpoBaHUs U pa3BUTHS MPO(HECCUOHATBHBIX HABBIKOB 00YYaIONIUXCSl.

Peanuzanus mporpammel oOecrieyuBaeTcs Kak IITaTHBIMU MPENojaBaTeIsIMU
CHeIUaIN3upoBaHHBIX Kadenp AKaJaeMuu, Tak M PYKOBOJAIIMMU M HAy4YHO-
neJaroruueckuMu  paOOTHUKaMHM opraHu3anuii u Benymmx BY3oB, a Takke
BBICOKOKBAJIM(DUIIMPOBAHHBIMHU ~ CIICIUATTUCTAMU B 00JIaCTH HMH(POPMAIIMOHHOM
O6e3zonacHocTr  Ympasinenus — DepeparbHON  CIyXkObl 1O  TEXHUYECKOMY
U DOKCIOPTHOMY KOHTpoio 10 IIpuBomkckomy  demepadbHOMY  OKpYTY,
MPUBJICKAEMBIMI K peaJli3aIlii MPOTPaMMBbl Ha YCJIOBHSAX T'PaKIaHCKO-TIPAaBOBOTO
0TOBOpa (KOHTpaKTa).

[IporpammMa TIOBBIINIEHUST KBIM(PHUKAIIMKA TIPEIyCMaTPUBACT IMPOBEIACHUE
3aHATHH B COOTBETCTBHM C IICJICBBIMA YCTAHOBKAaMHU IPOTPAMMBI, KOTOPBIE
oOecreuynBarOT TpeOyeMbIii YpOBEHb YCBOCHHUS YYEOHOrOo MaTepuaia. 3HaHUS
NpUOOPETAIOTCS B OCHOBHOM TPOBEICHUEM JIEKIMM, MPAKTUYECKUX 3aHITHM
U CaMOCTOSITEIbHOU pa0OThl. YMEHHSI U HABBIKM JOCTHTAIOTCS MIPOBEACHHUEM psiia
B3aMMOCBSI3aHHBIX MPAKTUUYECKUX 3aHATUHN U JIa0OPATOPHBIX pabOT, KOMIIBIOTEPHOTO
MOJICTTUPOBAHUS TOCIECACTBUI MPUHUMAEMBIX PEIICHUMN, IEJIOBBIX U POJIEBBIX HID,
Pa300pOM KOHKPETHBIX CUTyaIlui, TPEHUHTOB | JIp.

Ha nekImoHHbIX 3aHATUSAX MU3JIaraloTcs TEOPETUUECKUE OCHOBBI 00eCrIeYeHHs
6e3zonacHoctr uWHGopMmarmu. Ha mekmusx, myTeM TOCTaHOBKH MPOOJIEMHBIX
BOIIPOCOB, COBMECTHBIM HX OOCYKIEHHEM W pPacCMOTpEHHEM Hamboee
1eJeco00pa3HbIX MyTel pelIeHus], y 00yJaronuxcsl yriyoJsitOTCS U 3aKPEIUIsIOTCS
3HAHMS, MMOJYYEHHbIC MMM B IPOIIECCE CAMOCTOSATEIBHOW PadOThl HAJ y4eOHBIM
MaTeprayioM. JIeKIMU ¥ TPAKTHYECKUE 3aHATHSA IPOBOJATCS B ayJAUTOPHSX,
OCHAIIICHHBIX KOMITBIOTEPOM, MYJIbTUMEINHHBIM ITPOCKTOPOM, SKPAHOM H JTOCKOM.

Ha mpakTudeckue 3aHATHS W jJabopaTOpHbIe PabOTHI BBEIHOCSTCS BOIIPOCHI,
YCBOEHUE KOTOPHIX TpeOyeTcs Ha ypOBHE HaBHIKOB M yMeHuid. [Ipu mpoBeneHumn
MPAKTUYECKUX 3aHATHUN OTpabaThIBAIOTCA 3aJaHUS, YUYWUTHIBAIOIINE CICIUPUKY
BBITIOJIHEHUS  (YHKIIMOHAJIBHBIX OOS3aHHOCTEH OOYYarONIUMHUCA TI0O CBOEMY
MpoeCCHOHATTEHOMY TIPEAHA3HAYEHUIO, B TOM YHCJI€ 33JIaHUS C MCTOJb30BaHHEM
CHEIUATN3UPOBAHHOTO TMPOTPAMMHOTO OOECIIeUeHUsT KOMITBIOTepa JJIS 3aIlUThI
uH(pOpMaInu.
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Jis  npoBeAeHHUS NPAKTHUECKUX 3aHSATHM U 7a00paTopHbIX  paboT
UCTIONB3YIOTCS  ayJUTOPHUH, OCHAIIEHHbIE HEOOXOAUMBIM  HH(GOPMAIIMOHHO-
TEXHUYECKUM OOOpYyIOBaHWEM U TNPOTPAMMHBIMU CpPEICTBAMH, MO3BOJISIIOIIUMHU
MOJIEJIUPOBATh U3y4aeMbI€ MTPOIECCHI MEPCOHATBHO KaXIbIM 00YUYaIOIIHMCH.

B mpouecce u3yueHust y4eOHOM MPOTrpaMMBbl HCIIONIB3YIOTCS ACHCTBYIOIIUE
HallMOHAJIbHBIE CTaHJAPThl, HOPMATHUBHBIC MPABOBHIE AKTHl U WHBIE JOKYMEHTBHI
B obnactu T3U, HopMmaTuBHBIE, pyKOBOJAIIME U MeTOANYECKHE JOKYMeHThl PCTOK
Poccun, a  Takke  COOTBETCTBYIOIIME  Y4€OHO-METOJAMYECKHE  MOCOOMS
U TIPE3CHTaLIUH.

Jlist oOecrieueHust y4yeOHOW, y4eOHO-METOANYECKOM, HAYyYHOM, CIPaBOYHOMN
JUTEPaTypoM, NOCTyNa K COBPEMEHHBIM MPOQPECCHOHANBHBIM 0a3aM JIaHHBIX,
CIPaBOYHO-TIPABOBBIM CHCTeMaM U K TioOanbHOW ceTu WHTepHET, umeeTcs
oubmmoreka. Kaxxaomy odyuaromiemycsi o0ecrneunBaeTcs JOCTYIl K OMOIMOTEUHOMY
(GoHIly, YKOMIUJIEKTOBAHHOMY NEYATHBIMHU U 3JEKTPOHHBIMU WU3JaHUSIMU OCHOBHOMU
y4eOHOU JIMTepaTypbl, W3aHHBIMU 3a nocienHue 10 ner, u3 pacuéra He MeHee
OJIHOTO 3K3eMIUIsIpa Ha 4-5 00y4aroImuxcsl.

®OPMbI ATTECTAIIUA

OneHka KayecTBa OCBOEHHs MNPOrpaMMbl BKJIKOYACT BXOJHOM, TEKyLIUI
WJIA IPOMEXYTOUHBIN KOHTPOJIb, a TAK)KE UTOIOBYIO aTTECTALIUIO 00YYarOIIUXCS.

BX0o/1HOI KOHTpOJIb TOJKEH OXBAThIBATh BCEX OOYYAIOIIMUXCS U MPOBOAUTCS
B (QopMe TECTUPOBAHUS U TOCIEAYIOUIErOo coOeceoBaHUsl C BEIYIIUMHU
MpenojiaBaresiiMi ydyeOHoro 3aBefieHMs. Llenbro siBisieTCs OmpeaesieHue YpPOBHS
3HAHUM oOydJaromuxcsl Uisi KOPPEKTUPOBKM M aJanTallMM y4yeOHOro Impolecca
M0/1 KOHKPETHBIE MOTPEOHOCTH 00YHarOIUXCsl, C Y4ETOM YPOBHS OCBOECHHUS Y4E€OHOTO
Marepuana, i3y4eHHOr0 UMHU paHee B paMKax MoJy4dyeHus 0a30Boro 00pa3oBaHus WU
Ha Kypcax MOBBIIIEHHS KBATU(DUKAIUY.

Tekylmi KOHTPOJIb WA MPOMEXKYTOUHBIM KOHTPOJIb MPEANOIAracTcs
OpOBOAUTH B (QopMe 3a4€TOB MO OTACIBHBIM pa3ieiaM M TeMaM Yy4eOHOM
nporpammsel. i TpoBeACHHUS] MPOMEXKYTOUHOTO KOHTPOJS pa3padaThiBalOTCA
TECTOBBIE 3aJIJaHUs, BKJIIOYAIOLINE BOMPOCHI 10 Haubosee akTyalbHbIM MaTepuaiam,
n3ydaeMbIM oOyuaroniumucs. O0Iiee KOJIMYecTBO BOMPOCOB B TECTaX HE JOKHO
MIPEBBIIIATH JIBAILATH.

KoHkpeTtHbie bopMbI " IIPOLIETyPbI BXOJIHOTO, TEKYLIETO
U MPOMEXKYTOUYHOTO KOHTPOJIS 3HAHUM MO KaXAOMY pasfiely U OTAEIbHBIM TeMaM
pa3pabaThIBalOTCs  y4eOHBIM  3aBEJEHUEM  CaMOCTOSATEIBbHO U JOBOJSTCSA
JI0 CBEJICHUS 00yJaroIuXCsl.

Htorosas arTecTaius 00yJaromuxcs npeaycMaTpuBaeT NpoBeIeHUE SK3aMeHa
B (hopMe TeCTUPOBAHUS.

ITopsanok 1mpoBeneHuss UTOroBOM arrectauuu onpeneneH Ilonoxenuem
00 UTOTOBOM aTTEeCTAllMH, YTBEPKACHHBIM PEKTOPOM AKaJIEMHUU.

[lepeyenr  BONPOCOB, MUCHOJIB3YEMbIX JUIA  INPOBEACHUS  HK3aMEHa,
(dopMupyeTcsi Ha OCHOBE MEPEUHSI OCHOBHBIX BOIPOCOB (TECTOB), COCTABIIAEMBIX IS
KOHTPOJISI 3HAHUM OOy4arouuxcs, MpU MPOBEACHUU MPOMEXKYTOYHOTO KOHTPOJI
3HaHUW TO Y4e€OHBIM JUCIHHUIUIMHAM (MOZYJSIM), MPEACTABIECHHBIX B paboueit
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porpaMMe MOBBIIICHHS KBATH(PHUKAIIH.
OHNEHOYHBIE MATEPHUAJIbBI

IlepeyeHb BONPOCOB, BBIHOCMMBIX HA IK3aMeH

[lepeyeHb OCHOBHBIX BOIPOCOB, BBIHOCHUMBIX [IJI1 KOHTPOJIS 3HAHMWIA,
oOy4Jaronuxcsi Mo uToraM U3y4eHus: yueOHOTo Kypca:

1. OcHoBHbIC TepMUHBI U onpenesienns B oonactu T3U. [enu u 3amaun T3U.

2. Ilonstme  3ammmaemMoro  oObeKTa  MH(OpMATH3aMHU.  DTarlbl
KJaccupukanuu o0beKToB HHPopMaTu3ai. HopMaTuBHbIE TOKYMEHTHI.

3. Buasl  00bexkTOB  MHpOpMATH3alUU:  KpaTKas  XapaKTEepPHUCTHKA.
HopMaTtuBHbIE TOKYMEHTHI.

4. Cucrema 10KyMeHTOB B obsactu T3U.

5. Cucrema cranaaptoB B odnactu T3U.

6. OTBETCTBEHHOCTH 3a MPABOHAPYIICHUS B 00JIACTH 3aIIUTHI HH(DOPMALIHH.

7. OCHOBHbBIE MEpONPUATHUS, NPOBOAUMBIE [UIsI OOECHEUEHUs 3alUThI
UHpOpMaIuK, cofepKalleicss B TOCY1apCTBEHHON NHPOPMAIIMOHHOM cucTeMe

8. TpeboBaHus MEXIYyHAPOJIHBIX CTAaHAAPTOB IO 3alIUTEe HHPOpPMAIUU
ot HCJI.

9. Craauu u 3Tanbl CO3aHUS CUCTEMBI 3aIUThI HHPOPMAIIIH.

10. T'ocynapcTBeHHbIE HHGOPMAIIMOHHBIE CUCTEMBI.

11. TlonsiTie 1 oOmias kiaccudukamnus yrpo3 6e3omacHoCTd HMHGOpPMAIINH,
cBsa3anHbIx ¢ HC/I.

12. MeTo/ibI BBISIBIICHUS M aHAJHM3a YIPo3 0€30MacHOCTH HH(OpMAaIIHH.

13. MeTonbl  BBIABIGHHS ¥ aHalu3a  ySI3BUMOCTEH  MPOTPaMMHOTO
o0OecreueHuss, HCIOIb3YEMOTO B aBTOMATU3UPOBAHHBIX (MH(DOPMALIMOHHBIX)
CUCTEMaX.

14. O6ecneuenue 3ammtel uHPopMauuu ot HCJ[ B Xxome skcrmyaranuu
aTTECTOBaHHOW MH(POPMAITMOHHOU CUCTEMBI.

15. Ob6ecnieuenue 3amutel uHopmaruu ot HCJ[ npu BbBOoge u3
HKCIUTyaTalli aTTECTOBAHHOM WMH(OPMALMOHHONW CHCTEMBbl WM TOCE MPUHATHS
perieHus: 00 OKOHYaHUH 00padOTKK HH(MOPMAITUH.

16. TpeboBanusi k Mepam 3ammutbl uHGopmaruu ot HCJI, peanuzyembim B
uHpopmarmorHoi cucreme. Meps 3amuthl nHGopmanuu ot HC/I.

17. Cpencrna 3amutsl nadopmaruu ot HCJI.

18. Knaccudukanus BugoB koHTposst coctosinust T3U ot HC/I.

19. Cucrema nokymeHTOB 110 KOoHTpoJto coctostuust T3 ot HC/I.

20. Knaccudukanus MeTOJ0B KOHTPOJIS 3allMIIEHHOCTH HH(OpMaluud OT
HCJI n ux xapaktepucTuka.

21. Ckanepbl 6€30MaCHOCTH U UX XapaKTEPUCTHUKA.

22. CpencTBa aHann3a MPOrpaMMHBIX KOJIOB U UX XapaktepucTtuka. CpencTpa
AHTUBUPYCHOM 3aLIUTHI M UX XapaKTEPUCTHUKA.

23. Metoabl 3amuThl HHPOPMAIMN HA YPOBHE yNpaBieHHUs 0a3aMu JTaHHBIX B
OC Linux: oT ciry4aifHBIX yrpo3 U OT MpeIHaMEPEHHBIX yTPO3.
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24. 3amuTa uHpopMaK B 0a3e JaHHBIX C MOMOUIBIO OMPECICHUS MpPaB U
npuBMIIeTHi moss3oBateneit B OC Linux.

25. IloHsATHE ¥ OCHOBHBIC BUBI BPEIOHOCHBIX TIPOTPaMM.

26. KommproTepHbIE BHPYCHI: OIpeaeneHne, KiacCU(pUKaIusi, OCHOBHBIC
byHKIUU (BO3ICUCTBUSA).

27. Metonsl u cpenctia BoisiBiacHUS B OC LINUX KOMIBIOTEPHBIX BUPYCOB U
3aIUTHI OT HUX.

28. Crioco0bl U CpeICTBA 3AIIUTHI OT BPEOHOCHBIX MPOTPAMM.

29. OcHOBHBIE CITOCOOBI U CPEICTBA 0OecTieueHus: 0€30MacHOCTH HH(OpMALIUU
MIPU MEKCETEBOM B3aHMMOJICHCTBUH: KpaTKasi XapaKTePUCTHKA.

30. Ilonsatue naeHTu(UKaINU, ayTeHTU(UKALUN, aBTOPU3ALMU. Y TIPaBICHHUE
JOCTYTIOM K pecypcaM CEeTE€BOIl CHCTEMBI.

31. IlonATHE MEXCETEBOTO HKPAHUPOBAHMS, THUIIBI MEKCETEBBIX HKPAHOB
(MD). [Ipumepst U ocHOBHBIE (QPYHKIIMU cOBpeMeHHBIX M3 moz Linux.

32. HazHaueHue 1 IpUHIUITBI paOOThI CUCTEM 00HapyxeHust BTopskeHuit (IDS)
o Linux.

IIpumepsl TECTOBBIX BOIPOCOB

1. Yro sBasieTcsi 6a30BbIMHU CBOMCTBAMU 0e30nacHOCTH HHpopMmanuu?

be3onacHOCTh, aKTyaJIbHOCTh, 0O bEKTUBHOCTD

CeKpeTHOCTb, 3alUIIECHHOCTh, OBICTPOICHCTBHE
KoHbpuaeH1nanbHOCTh, IIEJIOCTHOCTD, TOCTYITHOCTh
KondpuaeHnaibHOCTh, HETPUKOCHOBEHHOCTh, 3alIUIIIEHHOCTD

2. Kakoe cBoiicTBo 0Oe3omacHocTd uHopManuu o3HAYaeTr eé
HEM3MEHHOCTh B YCJIOBHSIX CJIYYANHOI0 WM NPeTHAMEPEHHOI0 UCKAKEHUA?

KonduaeHnaibHOCTh
[leaocTHOCTH
AKTyaJIbHOCTh
JlocTynmHOCTB

3. COBOKYNHOCTH OPraHoOB M (MJIM) UCHOJIHUTEJIEH, UCIOIb3yeMOH UMM
TEXHUKH 3aIUTHI MHPOPMAIIUM, 2 TaAKKe 00bEKTOB 3alUThI MHGOpPMALNH,
OpPraHn3oBaHHasi W (YHKIUOHUPYOIIAS MO0 TNPaBWIaM ¥W HOPMaM,
YCTAHOBJIEHHBIM COOTBETCTBYWINMMHU [JOKYMEHTAMH B 00JIACTH 3allMUTHI
uHpopmanuu B coorBercTBum ¢ 'OCT P 50922-2006 3t0

CrpykTypa 3amuThl HHGOPMAITHH
[Tonmutuka 6e3omacHocTH HHPOPMAITUN
Cucrema 3amuTbl ”HGOPMAITHH
Texanka 3amuThl HHPOPMAITHH
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4. Kak Ha3bIBaeTcsi COCTOsIHMEe MH(PoOpMaNMU, NP KOTOPOM CyObeKThl,
UMeIlue mpaBa J0CTyna K  Heil, MOryT peaju30oBbIBaTb  HX
OecnpensiTCTBEHHO?

JlocTynmHOCTB

KondunenumnanbHOCTh

AKTYallbHOCTb

LlenocTHOCTH

5. Kakoe cBoiicTBO 0e30macHOCTH MH(OPMALIUM 03HAYAET 00s13aTe/IbHOE

Tpe0OBaHUE K JIMIY, NOJYYUBIIEMY J0CTYNl K MH(OpMAIIUM, HE NlepelaBaTh ee
TPeTHUM JHIaM 0e3 corsiacus odJiaaaresis 3Toil uHpopmanuu?

AKTyaJIbHOCTh
[lenocTHOCTH
KonduaeHunanbHOCTh
JlocTynmHOCTB

6. CoriacHo 3axkoHoaaTejJbcTBY P® uHdopmanusi B 3aBUCMMOCTH OT
KATeropuu A0CTyNAa K Hell moJapa3ae/isiercs Ha:

HEKOH(HICHIIMATIbHYIO U KOH(DHUICHIHATIbHYIO UH(OPMAIUIO
CEKPETHYIO U HECEKPETHYIO MH(OPMAIUIO

0O0I11IeTIOCTYTHYIO U MH(POPMAITUIO OTPAaHUYEHHOTO JOCTYTa
pEeUYeBYIO U BUAOBYIO HH(POPMALUIO

7. Kaxkue u3 npejacraBiaeHHbIX cpeacTB HE siBjsiloTcsi BpeaoHOCHBIMH
nporpaMMamMu

TPOSIHCKHE KOHU
CETEBbIE YEPBU
KOMIIBIOTEPHBIE BUPYChI
TPaHCISATOPBI

Jlutiam, ycHenmrHo OCBOMBIIMM  JIOMOJHUTENBHYIO MpO(ecCHOHATBLHYIO
IporpaMMy MOBBIIMICHUS! KBaJU(PUKAIMU W TPOILISIIIUM HTOTOBYIO aTTECTalIUIO,
BBIJIAETCS YOCTOBEPEHHUE O MOBBIMICHUHN KBATM(UKAIIMKA YCTAHOBIICHHOTO 00pasiia.

[IpopekTop no yueOHo# paboTe N.B. KoxxanoBa
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